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A Study on the Direction of Cyber Forces Development in the Korean military throu
—-gh Changes in Germany’s Cyber Warfare Response Policy
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ABSTRACT

The Future Battlefield includes the main areas of modern warfare, including the ground, sea, and air, as well as
cyberspace and space. Cyberspace consists of computers, wired and wireless networks, and spans the ground, sea, air, and
space domains. Cyber warfare takes place in cyberspace, so it is not easy for people without expertise in cyber to
recognize the cyber situation. Therefore, training personnel with professional knowledge and skills in cyber is paramount in
preparation for cyber warfare. In particular, the results of cyber warfare will vary greatly depending on the ability of
cyber combatants to carry it out, the performance of cyber systems, and the proficiency of cyber warfare procedures. The
South Korean military has power to respond to cyber warfare at various levels, centering on the Cyber Operations
Command, but there is a limit to defending all the rapidly expanding cyberspace. In this paper, to overcome these
limitations, we looked at the changes in Germany’s cyber warfare response policy. Based on them, the organization structure,
weapon system, and education and training system of future Korean military cyber forces are presented separately.

Key words : cyber warfare, cyber forces, German Cyber-intelligence Army, weapon system, training system
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