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Security Measures in Response to Future Warfare and Changes in the Network
Environment

Donghan Oh*, Kwangho Lee™™*

ABSTRACT

The 4th industrial revolution will develop the network environment of future warfare through the increase of IoT
devices, individual warrior platforms, the operation of manned and unmanned weapon systems, intelligent command post.
They are leading to the weapon system combined with hundreds or thousands of sensors will be used for surveillance and
reconnaissance, electronic warfare, and deception operations on the battlefield. This change to the environment brings
superiority in operational performance on the battlefield, but if the weapon system is exposed to the outside, it will lead to
fatal results. In this paper, we analyze the network environment that is changing in the future warfare environment,
focusing on the currently used network. In addition, it considers information security issues that must correspond to the

evolving network technology and suggests various security measures to suggest the direction our military should take in
the future.
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