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Active and Context—Resilient Cyber Defense Operation applying the Concept of
Performing Mosaic Warfare

Jung-Ho Eom™

ABSTRACT

Recently, the aspect of war is evolving due to the 4th industrial revolution technology. Among them, Al technolo
gy is changing the way of war as it is applied to advanced weapon systems and decision-making systems. Mosaic
Warfare, presented by the U.S. DARPA, is shifting military warfare from attrition—centric warfare to decision—centri
¢ warfare by combining Internet of Things, cloud computing, big data, mobile, and artificial intelligence technologies.
In addition, it is a method to perform operations quickly so that the most offensive effect can be achieved by appro
priately combining the distributed and deployed forces according to the battlefield context. In other words, military o
perations are not carried out through a uniform combat process, but various forces are operated through a distribute
d system depending on the battlefield context. In cyber warfare, as artificial intelligence is applied to cyber attack te
chnology, there is a limit to responding with the same procedural response method as the existing cyber kill chain.
Therefore, in this paper, the execution method of mosaic warfare is applied to perform context-resilient cyber operat

ions that can operate a response system according to the attack and cyberspace context.

Key words : Mosaic Warfare, Cyber Defensive Operation, Cyber Maneuver, Security System, Cyber Attack
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