1021

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.31, NO.5, Oct. 2021 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2021.31.5.1021

Aoy 34 £ AUl 38 Qs
Stage 7|4 E2¢ = 249 g

22 M ol gt 5*
25ptrlEtm (CHERIAY, W)

A study on Stage-Based Flow Graph Model
for Expressing Cyber Attack Train Scenarios*

Moon-Sun Kim," Man-Hee Lee®
"2Hanam University (Graduate student, Professor)

(@] ok
=

i

B o= Al EBAEk Abelw FAS EAsbe O AVEILE AdHeR xdsh] g 2Hdl
S-CAFG(Stage-based Cyber Attack Flow Graph)E Algtsla #H7lgle} o] mele o] Balgh Aue]e &
gL 93l 71E 2= 2 B8] 2de Asi stage k=5 B3 ol 71E e sy rE g¥s)
of#fd Alde]es AlFtslal ol2 S-CAFGE 2dsh= WA o2 AYgc}. A7k A3} S-CAFGe 54
P74 34, 8 AR Ad 5ol B3t 34 AvEeE AR 388 ¢ oSS Felg

o
)

ABSTRACT

This paper proposes S-CAFG(Stage-based Cyber Attack Flow Graph), a model for effectively describing training scenarios
that simulate modern complex cyber attacks. On top of existing graph and tree models, we add a stage node to model more
complex scenarios. In order to evaluate the proposed model, we create a complicated scenario and compare how the
previous models and S-CAFG express the scenario. As a result, we confirm that S-CAFG can effectively describe various
attack scenarios such as simultaneous attacks, additional attacks, and bypass path selection.

Keywords: Cyber attack model, Cyber range, Cyber attack scenario, network security
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