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Classification of Tor network traffic using CNN

Lim Hyeong Seok®, Lee Soo Jin**

ABSTRACT

Tor, known as Onion Router, guarantees strong anonymity. For this reason, Tor is actively used not only for criminal
activities but also for hacking attempts such as rapid port scan and the ex—filtration of stolen credentials. Therefore, fast
and accurate detection of Tor traffic is critical to prevent the crime attempts in advance and secure the organization's
information system. This paper proposes a novel classification model that can detect Tor traffic and classify the traffic
types based on CNN(Convolutional Neural Network). We use UNB Tor 2016 Dataset to evaluate the performance of our
model. The experimental results show that the accuracy is 99.98% and 97.27% in binary classification and multiclass

classification respectively.
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Accuracy 99.98%
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