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Abstract

As the Internet environment develops, data—analysis—based applications have been widely and
extensively used in the past decade. However, these applications potentially have a privacy problem in
that users’ personal information may be leaked to unauthorized parties. To tackle such a problem,
researchers have suggested several techniques including data perturbation and cryptography. The
homomorphic encryption algorithm is a relatively new cryptography technology that allows arithmetic
operations for encrypted values as it is without decryption. Since original values are not required, we
believe that this method provides better privacy protection than other existing solutions. In this work,
we propose to apply a homomorphic encryption algorithm that protects personal information while
enabling data analysis.
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