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ABSTRACT

We investigate the current situation and development trend of domestic smart city and emergency vehicle priority
signal control system analyzing the existing effectiveness of 1) emergency vehicle priority signal control system and 2)
control emergency vehicle priority signal, based on domestic and foreign prior research for signal control system security.
The effectiveness of time reduction was analyzed through actual application and test operation to emergency vehicles after
establishing the system. In addition, for security management and stable service of real-time signal system control we
propose improvement for the technical control items of the ISMS-P certification system to secure golden time to protect
citizens' precious lives and property in case of emergency by classifying and mapping the existing ISMS-P certification
system and the Korea Internet & Security Agency's cyber security guide according to the items of security threats.

FIYE : N FHF ST, AUFEA]E, A0FE WE, A0HE WA}, [SMS-P

Keywords : Priority signal preemption for emergency vehicles, Smart city, Smart traffic, Smart intersection, ISMS-P

Received 18 August 2021, Revised 27 August 2021, Accepted 9 September 2021

* Corresponding Author Yongsuk Park (E-mail:yongspark@sjcu.ac.kr, Tel:+82-2-2204-8062)
Professor, Graduate School of Information Security, Sejong Cyber University, Seoul, 05000 Korea

http://doi.org/10.6109/jkiice.2021.25.9.1166 print ISSN: 2234-4772 online ISSN: 2288-4165

€9 This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License(http://creativecommons.org/licenses/by-nc/3.0/)
which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.
Copyright © The Korea Institute of Information and Communication Engineering.



A0EAIE| L 2GRN 2

I.ME

dfahels A0kEEA 24 B ARIAE SOl B
Fol Mt ANLERAS “EA] s de) A F
e Sl3te] AN AREA|E 5§ Bl A4
B EA AL 10 2 TR EAAHI A AR

O

he A147Fs S mAIE EEe 2fa A olstar JIo1].
£nEE A} 274 #32 1S0 372109] =447} 3
7HAI 3 467 50l -85 AT A, AnEEAIY
o] FH W82 AntEREA 24X dS §T 24
Zdo| 75k, 1SO 37210 E3F AufE Au| A0 A|F
T2 FI7IAET S I AUEAE] AH]A Heto
AT W82 ok 4= /1 ITH2]

=2 HlEr o 2 oH
gl 2 Z=23}7] 93], 2008d
E*ﬂﬁmz A HEL RHEAEA S U 5
of W3t WES A B At A1-221 F3HA 2l
o]o] U-City9] 3t ZE-& 98] 2017d “AnfELA]
o= fEstar, A3ap AntERA] FEA DS Ui
5ho] 2023E7HA] =A] AR A *U}EAIFA %%‘
243 ks F30skaL 9lor, o
A A= A ICT-HEolE 5 4
o] 2} =AIEAIE sl dstaL 4o é% H j‘ T
CHgRE AUFEAE] AHIAS EQJskaL glout B
d ASA=Y A A7 v)Eske] K
o] QIEH3]

E-L

B Ro A ) AAAER|e] AutEAlE A

A5 AojA 2] &
S HAT o]~
glo] Fah EAT} A5 A o] Al A8 Bk Tt o)
MY AT Y-S oo} 11, ISMS-P 52} QlEA| 2] 7]
27 B4 57} A NATA] bl A8
Aol HOE Flo| 20| AntE 7IEAF SAHAE Hof
2 guue Yysto] AntEAlE W 3R A4
ko xﬂov\]/\Eﬂsq ObAZE AH| A £3L 9]5}0] ISMS-P

27 %0) 7144 BAFE AL Aekatch,

SMAIS HOIAIAY PETH STH 24

II. ADMEAIE| AMd|A &
SUMS Mo A& =¢f HHE

O] AUFEAE]E= 2003 S FE, =, T
Z U-City F2AF 02 A2HE] 9l on, 2008E % G-A]
E]H A o]5 2013W % 7bA] AMT} AR EAIA Q]
SES A &AL 1T R, 2014WRE 2017HE
7 FE FAOR 3 HRAAE AR o] At
O 8 AntEAE] ZERES Aot ARA ol Bgst
£ 20 AR T Bl Eo] ARfEEAI 02 HHNY S
Algstglom, 2018 AUEAE] 342k} Anf
ELA| FEAES Wkl EA A sd A A
Bl A &4 Bt 3 A S 5k QT3]

o @ of o

]I
o
<
N
N
o
o
rc
E
e
)
E
o
L
1o
N
e
=
p=k

Traffic Environment
Smart parking water quality management

V2I Self-driving car Air pollution

Waste management
Eco Public safety
water

Traffic management

Mobility as a service

Accident emergency rescue
Disaster Disaster Response
Facility management
Energy
Life welfare AMI Smart Energy
seniors living alone Portal

Economy BEMS Building Management

Digital market'/

Cloud Sourcing Portal

Smart Home Support Smart grid

movement of the disabled Digital market marketplace

Fig. 1 Smart City Service Overview
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Table. 1 Reconstruction of the smart city service status
of local governments

Service Classification 2 E).ipense 2 E).;pense
ratio ratio
Crime preventhn, Disaster 359 24%

prevention
Traffic 32% 22%
Administration - 15%
Environment, Energy, ) 15%
Water Resources

Facility management - 8%
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Fig. 2 Field control method emergency vehicle priority
signal configuration diagram
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Fig. 3 Center control method emergency vehicle priority
signal configuration diagram

S FAES EZE o] H 9], A7 = AL} g

Al 5 o] AR Aol A= @A o] HhAl o vls| 5
v go] A7 531 SMAE 17 S| Z27Hdn] glo]
AEof dZAE nE walRo| ALo] 7153t AE A o]
2] 9] 7&%2}%* O HAT A AES LT 25}
=RoAL ol 582 Q AEA AL

DFAF SAATA 28 2] w2 gahE A ol
AYATRE 2ATN2020)-2 hAFAA ] 71FAE2]
EFolPARE o R BA g ke At

1168



ADLEAE| LY ZIgAE 2

AR 2BEE AR £US B 0193 2
o] &Il VISSIMS 2-gato] 71354t &
AE wQ A-FO) BLE A7 HEATE A E’?—ﬂ
o 4] 0 2 BAFICH10]

=Bl AL AR T 23S ANl &
HAE =elo] BRgE A 9okl B4l %
HRAE] WA ABACIE T AE| LLEYo]
2 Arstel sk, AFA vufel Lol L5
QPEZo|E A GAL Asto] Lnhe Eof HAfsto
= 242 4NE 43RS Eerelez AT

Alof3t7] $lstel &
o Aojupape {Hx}%*% Mwo&% s}
Ark<1 4>.

GPS-based location
information collection

E
o
mlo
=
—
o
od
f
0
I-FU
K
é
o
_&
l"_n.

Emergency vehicle priority
signal control command

Traffic
center

TE/SG
Current status | Hold off
before passing|After passing
Current status | Hold off Fire scene/

before passing| After pacsing Base hospital

Securing Golden Time

O\)(lma\ route gertel
guidance

Fig. 4 Paju City Emergency Vehicle Priority Signal
Service Concept Map
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Table. 2 Component-specific function definitions

Component Function definition

. Priority signal section selection
. Priority signal section display

1
Emergency 2 . .
3. Signal controller display
4
5

vehicle device . Signal controller status display

. Service termination

1. Emergency vehicle basic data management
Signal control | 2. Accept/reject priority signal request
operation 3. Priority signal automatic acceptance setting
terminal 4. Priority signal processing result history
5. Priority signal statistical processing

1. Allow automatic acceptance of emergency
vehicle priority signal

2. Receiving emergency vehicle location
information

. Predicting the arrival of emergency vehicles
at intersections

. Priority signal control and release

. Automatic release of priority signal path

Priority signal
control server
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Fig. 6 Emergency vehicle priority signal application
survey section route 1

;;» PX Town Entrance

=, [853m ] Route 2

PX Town Entrance~
Samneung Entrance«

- HEEEAR
" ome

HARD(E (1)
Samneung Entrancep, ™o

Fig. 7 Emergency vehicle priority signal application
survey section route 2
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Table. 3 Comparison of travel time before and after
emergency vehicle priority signal application

Emergency vehicle Emergency vehicle
Distance priority signal not applied priority signal application Shortened Shortening

Division  Applicable section  traveled Departure ~ Driving ~ Departure  Driving time effect
(km) time time time time. (@-®©) (%)
(Hour:Minute) @ (HourMinute) @

1 Munsan Jeil 14:05 09:25 14:36 06:20  -3:05 32.7%

High School ~ . . . e o

2 Wadong Intersection 4.7 15:06 06:58 15:33 04:36 2:22  34.0%

3 (Off-peak hours) 14:43 08:36 14:35 05:02  -3:34  41.5%

4 Mupsgnkel 08:39 | 08:38 0815 0522 -3i16 37.8%
High School ~ 47

5 Wadong Intersection 17:29 13:12 17:44 Ol | Bl AR AR

(Peak hour)
6 PX Town Entrance~ 14:02 10:37 16:02 06:00 -4:37  43.5%
i Samneung Entrance 5.1 16:22 10:00 16:43 05:47 -4:13  42.2%
(Off-peak hours)

8 15:12 09:19 15:05 05:02 -4:17  46.0%

9  PXTown Entrance~ 08:06 10:17 07:56 05:19  -4:58 48.3%
Samneung Entrance 5.1

10 (Peak hour) 17:18 13:48 17:28 08:04 -5:44 41.5%

Off-peak hours 14H~16H  09:24  14H~16H  06:01 -3:41  40.3%

Average Effect of application
effect Peak hour
Effect of application

08~09H/
17~18H

08~09H/

IS

06:35 -4:53 42.6%
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Table. 4 Cyber Security Guide Security Threat
Reconstruction

Security threat Security Threat Description
Software/firmw |~ Illegally forge or falsify the.software. and
. firmware of emergency vehicle terminals,
are Tampering . e . ..
or exploit vulnerabilities to insert malicious
and Abuse . .
code or illegally access sensitive data
Transmission | Illegally leaking or tampering with sensitive

data transmitted through wired/wireless
networks between emergency vehicle
system equipment

message leaks
and tampering

Stored data | - Illegally leaking or tampering with operation-
breach and related important or sensitive data stored
tampering inside the system
Camouflage | Attc?mpts to.111egally access emergency
vehicle service by disguising as a legitimate
(Spoofing) .
user or terminal
- Illegally replacing or stealing firmware
Physical through access to the physical interface of

interface Access | the terminal or inserting malicious code

without permission

- Attempt to access the server or sensitive
data through unnecessary network services
of emergency vehicle terminals that have
not been removed

Weak network
service

A UL FIOAIA PETH Gk 24

2 ISMS-P 7145 SRISS T Wy of

0z

Security threat Security Threat Description
- Unauthorized access to IoT devices is
Insufficient allowed due to insufficient security
security configuration such as application of strong
configuration passwords for terminals and systems,
options application of encryption, and setting of
access rights by user authority
- Inducing a large amount of network traffic,
. depleting terminal resources and bandwidth,
Denial of

or interfering with normal emergency vehicle
priority signal control service through radio
signal interference or crosstalk

service attack

- Attempts to illegally access a terminal or
network by performing a random attack on
user authentication information

Random attack

o0 2 ISMS-P 915
A& 123to] 71524 A 57 ZoF 2871
S W O B e E skl 5>(17].

7% AR R S )

ot o

Table. 5 Derivation of technical control items for ISMS-P

Control items Detailed control items

2.5.1 | User Account Management
2.5.2 | User identification
2.5 Authentication | 2-5-3 | User authentication
and Permission | 254 | Password Management
Management )
255 Manage special accounts and
7 | privileges
2.5.6 | Review access rights
2.6.1 | Network access
2.6.2 | Information system access
2.6.3 | Application access
2.6 Access control | 2.6.4 | Database access
2.6.5 | Wireless network access
2.6.6 | Remote access control
2.6.7 | Internet access control
2.7 Encryption 2.7.1 | Apply password policy
Enforcement | 272 |Encryption key management
2.8.1 | Defining security requirements
Security Requirements Review
, 282 oqu
2.8 Information and Examination
system Separation of test and operating
introduction/ 283 environment
development -
security 2.8.4 | Test data security
2.8.5 | Source program management
2.8.6 | Operational environment transfer
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Control items Detailed control items

2.9.1 | Change management

292

Performance and fault management

2.9.3 | Backup and recovery management

2.9 System and

. Log and access record
service

. management
operation
management 2.9.5 | Check log and access history
2.9.6 | Time synchronization
297 Reuse and disposal of

information assets

<3 6> <3 5> A =ETHISMS-P 7|3 AR
Lol SR Al HEQE Zho] =0 Kol 8 AR =2
T/goll SHA| Blarste] ZefshRlar, <& 7>2 Het 8-
ARt sfidshe Het e 2 WA sHA Tk

Table. 6 Comparison of ISMS-P and Cybersecurity Guide
Security ltems

Cyber security Cyber Security Guide
Guide Requirements security threat
Integrated hacking
attack detection and | - Denial of service attack
response

- Software/firmware tampering and

abuse

Encryption - Leakage and tampering of transmitted
technology messages

- Store data leaks and tampering

- Camouflage(Spoofing)
Firmware/Software | - Software/firmware tampering and
Security abuse

Protect stored data | - Store data leaks and tampering

- Software/firmware tampering and

ISMS-P
Control items

Cyber security
Guide Requirements

Safe update
P abuse
. - Insufficient rity configuration
Audit log sufficient security configuratio
options
Security - Insufficient security configuration
management options

2.5 Authentication and
Permission
Management

- User authentication and role
grant

- Device authentication and status
check

- Network Security

- Hardware security

- Integrated hacking attack
detection and response

2.6 Access control

2.7 Encryption Enforcement | - Cryptographic technology

- Firmware and software security
- Save data protection
- Secure update

2.8 Information system
introduction/
development security

2.9 System and service - Audit log

operation management | - Security management

Table. 7 Security threat matching by security requirements

Cyber security Cyber Security Guide
Guide Requirements security threat
- Camouflage(Spoofing)
User Authentication | - Insufficient security configuration
and Role Granting options

- Random attack

Device authentication | - Camouflage(Spoofing)
and status check - Denial of service attack

Network security - Vulnerable network services

Hardware security - Physical interface access
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Lo

Security .
ISMS-P Re et Secuity threats
Control items User Authentication
and Role Granting Soﬁ:wa‘re/ﬁlmware
7 Devics N tampering and abuse
25 Authentication | -~ anthenfication and |\ \ Teakage and tampering
;/r[ld Pemnsszon status check i \ of transmitted
anagerment j \
Network security WAy messages
0 | Store data tedis and
- ~| Bardware secui X tampering
26 Access contral [ are secutity \\h\ 4
| Imitegrated hacki X
atiack Goracton ant [\ W, | Comoufage(Spoofing)
Tesponse X —
2.7 Encryption Encryption 2 \\ \\ | Fhysical interface
Enforcerment technology |\ | 2oeess
Pinmare/Sofeware \\ | Vilnerable network
2.8 Tnformation oty | \\ services
system ) |
introduction/ Save data protection |\ | Insufficient security
development configuration options
ecurit Secure update
ety \ | Denial of service
29 System and Audit log \ | attack
service operation < - \
management. Security Random aftack
management

Fig. 8 Mapping diagram for security requirements and
security threat items in the cybersecurity guide for
ISMS-P technical control items
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Xylo T}A-S
kel dRYS - ISMS-P Detail Contents Key points to check
AEHe &3t 8 control field
Measures to
Table. 8 ISMS-P technical control item improvement prevent abuse and | - Are unsafe software/
plan for emergency vehicle priority signal system 23 falsification of firmware updates
ISMS-P Information software and reviewed?
Detail Contents Key points to check firmware on - Are web and mobile
control ficld §ystem . emergency vehicle | interface vulnerabilities
introduction/ | ~ . " *
The priority signal | Is the 'pas:sword . developme priority control checked?
system should combination rule applied nt security servers and - Are development source
establish password to the vehicle terminal? terminals shall be code security
combination rules | Does it control attempts established and vulnerabilities checked?
25 or security to escalate. priv.ileges? implemented.
Authenticat | configuration . ,IS the celttlﬁcatlon The operation plan
ion and options for information secured? for the audit log,
Permission | privilege escalation | - Are password security alert, and
Management | attempts to control | strengthening options encryption option | - Are encryption options
unauthorized configured and privileges 2.9 of the emergency managed for in-vehicle
access due to separated by role? System and | vehicle priority terminals?
spoofing attacks or | Ts it prepared for a service control system - Are audit logs generated
random attacks. operation should be and stored?
software random attack? . .
management | established and - Are security alerts
- Is role-based access implemented, and monitored and managed?
control? the status of policy
- Does the organization application should
Forced access control access to vehicle be managed.
through the terminals disassembled
physical interface anﬁ_sﬁorige media for
of the priorit; vehicles!
26 signal ]s)ystenr}l/ and | - Is unauthorized access V. ?—:-E ol Alkl‘x"
Acctessl access control due | controlled through the
contro to vulnerable terminal port? ° . —=no] Agle B
network services - Are open ports blocked elehs ;‘LE:JL O‘Tq SRS AH] 2 St AR
should be from being identified? off wheh Zt ARARA| A & AutEAE AlEE FHL
implemented. - Is Denial of Service 2 LS, o, A, 2HF 5 AH|AE SEske] =4
(DoS) attack blocked? Lo 2 A A|WA|H| A 0] SFA ol & E-&o] E|a1 QAT
- Is it blocking radio signal _
jommingatiacks? | HOS Aul kg et gigol] whe o83 ol
- Is it encrypting sensitive AEelgol ot HetlSAlEe] Eyt 2|7t e
information over the Sk & Alo|th
wireless network?
- Are collection and theft
Encryption policies | ©f wireless signal ISMS-P ¢1= AA} gFE-2 1}do] WAF a 9= o
shall be established | constrolled? oFst AOlE AH|AZ OLAEA A28l I8k AN 3F
to prevent leakage | - Is a secure version of SSL o o
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