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Abstract 

 
Mobile Crowdsourcing (MCS) has become an emerging paradigm evolved from 
crowdsourcing by employing advanced features of mobile devices such as smartphones to 
perform more complicated, especially spatial tasks. One of the key procedures in MCS is to 
collect answers from mobile users (workers), which may face several security issues. First, 
authentication is required to ensure that answers are from authorized workers. In addition, 
MCS tasks are usually location-dependent, so the collected answers could disclose workers' 
location privacy, which may discourage workers to participate in the tasks. Finally, the 
overhead occurred by authentication and privacy protection should be minimized since 
mobile devices are resource-constrained. Considering all the above concerns, in this paper, 
we propose a lightweight and privacy-preserving answer collection scheme for MCS. In the 
proposed scheme, we achieve anonymous authentication based on traceable ring signature, 
which provides authentication, anonymity, as well as traceability by enabling malicious 
workers tracing. In order to balance user location privacy and data availability, we propose a 
new concept named current location privacy, which means the location of the worker cannot 
be disclosed to anyone until a specified time. Since the leakage of current location will 
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seriously threaten workers' personal safety, causing such as absence or presence disclosure 
attacks, it is necessary to pay attention to the current location privacy of workers in MCS. 
We encrypt the collected answers based on timed-release encryption, ensuring the secure 
transmission and high availability of data, as well as preserving the current location privacy 
of workers. Finally, we analyze the security and performance of the proposed scheme. The 
experimental results show that the computation costs of a worker depend on the number of 
ring signature members, which indicates the flexibility for a worker to choose an appropriate 
size of the group under considerations of privacy and efficiency. 
 
 
Keywords: Mobile crowdsourcing, answer collection, authentication, privacy preserving, 
timed-release encryption, traceable ring signature 
 
 
 
 

1. Introduction 

In recent years, crowdsourcing [1] has emerged as a new paradigm to assign online tasks. It 
provides a distributed and cost-effective way to complete tasks by employing an undefined 
set of people, rather than assigning a task to specified employees. With the popularity and 
widespread use of mobile devices, such as mobile phones, tablets, smart watches and various 
wearable devices, etc., mobile crowdsourcing (MCS) becomes a new paradigm of 
crowdsourcing, and has attracted great attention from academia and industry recently [2]. 
Different from the conventional crowdsourcing, MCS can be utilized to complete spatial 
tasks due to the portability and wide distribution of mobile devices, such as environment 
monitoring [3], news reporting [4], traffic information collection [5], etc. 

In MCS, there are usually three types of entities: requesters, workers and a mobile 
crowdsourcing server (MCS server). A requester submits a task with some specific 
information (e.g., time, location, and requirements) to the MCS server. Then a single or a 
group of mobile users are employed as workers to complete the task by collecting answers 
using their mobile devices. Finally, the requester obtains the task result from answers 
uploaded by the employed workers. 

However, several security and privacy concerns that threaten the employed workers arise. 
With the openness of the network, any mobile user is allowed to participate in the MCS 
activities and upload data. As a result, malicious mobile users may upload invalid data which 
is meaningless or even fake, reducing data availability, and as well as the quality of MCS 
service. Therefore, authentication is necessary to check whether the mobile user is an 
authorized worker in the MCS task. Real-name identity authentication is one of the most 
effective ways to authenticate the user's validity. However, it raises serious identity privacy 
issues since privacy is significantly concerned by users nowadays. Furthermore, workers 
often need to move to a particular location to perform tasks, which makes the collected 
answers location-dependent. The location-dependent information would reveal workers' 
location privacy, resulting in the leakage of their current or historical locations. When 
associated with other publicly available information, historical location could be exploited to 
infer workers' private information, such as personal preferences, habits, behaviors and beliefs. 
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Even worse, the exposure of current location would cause absence or presence disclosure 
attacks. For example, when a person is known to be away from home, malicious attackers 
may commit burglary, bringing property losses to the homeowner. Moreover, when a 
malicious attacker knows that someone is in a particular location at the moment, he may 
follow that person for blackmail or personal attacks. Both attacks threaten personal interests, 
or even physical safety. Thus, there is a strong need for the preserving of current location 
privacy. Since privacy, including identity privacy and location privacy, is of great concern to 
users, only when they are assured of their privacy, can we expect them to participate in MCS. 
However, the accuracy of data is very important in some MCS applications. For example, 
governments who want to realize information management and maintenance of public 
infrastructures may ask citizens to collect and report issues about public infrastructures, 
including damaged guard rails, broken street lights, damaged street name plates, and 
pavement obstruction [6]. In this way, the government may have a more comprehensive and 
timely understanding of the use situation. In order to investigate the issue later, the time, 
location and detailed description about the issue need to be reported as accurately as possible 
in the issue report. Therefore, in the case of high data availability, a solution with location 
privacy protection is required. Since accurate location would reveal users' location privacy, a 
balance should be struck between location privacy and data availability. 

Ring signature algorithm is a digital signature scheme, first proposed by Rivest et al. [7] 
in 2001. In this signature scheme, the signer can randomly select multiple ring members to 
form a group to complete the signature. The verifier can only verify that the signature comes 
from the group, but does not know who signed the signature, providing complete anonymity. 
However, under complete anonymity mechanism, it will cause an abuse of anonymity, 
resulting in an unattainability of non-repudiation. The variant traceable ring signature 
enables traceability on malicious signers, which is more practical for real scenarios. In this 
paper, we focus on the data availability and privacy concerns of answer collection in MCS. 
Towards the balance between location privacy and data availability, we propose a new 
concept named current location privacy, which means the location of the worker cannot be 
disclosed to anyone until a specified time. Timed-release encryption enables encrypting 
messages into the future. That is, the encrypted data can only be decrypted until the pre-set 
time has come.  

With the above considerations, we first study the user authentication to ensure all 
collected answers are from authorized workers. We aim at achieving anonymous 
authentication, and as well providing malicious workers tracing when the answer is found 
untrustworthy. Then, we preserve the accuracy of location-related data while maximizing the 
protection of location privacy by considering merely the current location privacy. Our main 
contributions are summarized as follows.  
· We design a lightweight and privacy-preserving answer collection scheme for MCS. 

The scheme realizes anonymous authentication based on certificate-less traceable ring 
signature (CL-TRS), achieving both user authentication and identity privacy preserving, 
and as well restricting the arbitrary signer tracing by the key generator center (KGC). 
The scheme enables the accuracy preservation of location-dependent data to ensure the 
availability of collected answers. Meanwhile, it preserves the worker's current location 
privacy based on timed-release encryption (TRE). 

· We give a comprehensive security analysis and performance evaluation of the proposed 
scheme. The results indicate that lightweight operations are realized for 
resource-constrained mobile devices due to no pairing operations involved at the 
workers side. Although the computation cost of signing is related to the number of ring 
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signature members, workers can choose an appropriate size depending on the power of 
their devices. 
The rest of this paper is organized as follows. In Section 2, we review previous related 

works about authentication and privacy preserving. Then in Section 3, we introduce 
cryptographic preliminaries that are relevant to our proposed scheme. In Section 4 we 
describe the system model, threat model and design goals. We present the proposed scheme 
in detail in Section 5, and in Section 6, we analyze the security and performance issues. 
Last, in Section 7 we make a conclusion of the paper. 

2. Related Work 
We focus on authentication and privacy-preserving answer collection in MCS. As mentioned 
above, mobile users care about both identity privacy and location privacy. Therefore, in this 
section, we review previous works on anonymous authentication, location privacy preserving, 
and some other related works. 

2.1 Anonymous Authentication 

There have been existing works considering authentication with privacy preserving of users 
[8-22]. Anonymous authentication is proposed to provide authentication on users while 
preserving their identity privacy, such as pseudonyms based approaches [9-12] and signature 
based approaches [13-22, 40].  

Pseudonyms based approaches were proposed to achieve anonymous authentication by 
replacing the user's real identity with a pseudonym. A trusted authority (TA) is required to 
perform pseudonyms management, verification and revocation. To ensure untraceability, the 
pseudonyms need to be updated constantly, resulting in costly communication and 
computation overhead between users and TA. Rabieh et al. [11] proposed to use long-term 
shared keys to generate one-time pseudonyms, and thus users can perform pseudonyms 
updating locally. However, it implies a strong assumption of such a fully trusted third party. 
Ejaz et al. [12] proposed to generate pseudonyms by multiple certificate authorities, thus it is 
impossible for a single authority to link a pseudonym to the real identity. However, to obtain 
short time communication pseudonyms (SPCs) for communication requires frequent 
interaction with the pseudonym provider, which is not desirable for mobile devices with 
limited computing resource in MCS. 

Special signature schemes such as group signature and ring signature are utilized to 
achieve anonymous authentication, which provides anonymity, non-repudiation as well as 
traceability. Shao et al. [13] proposed a group signature based anonymous authentication 
scheme. In this scheme, the user is allowed to sign messages on behalf of a group, which 
means the signature can be identified as generated by one member of the group, while the 
signer's identity remains unknown. Xu et al. [14] proposed a RFID batch authentication 
RFID protocol based on group signature. Due to the existence of the group manager, the 
identity of malicious signer can be revealed, thus achieving traceability and conditional 
anonymity, which is more practical for controlled privacy preserving scenarios. Yue et al. 
[15] proposed a revocable group signatures scheme. In this scheme, the authority can also 
revoke the membership of a user. However, the group is established and managed by the 
group manager. When the group changes, such as joining a new member or revoking a group 
member, it requires interactions between group members and the group manager, which will 
cause costly communication overhead.  
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Ring signature is a special kind of group signature that has only ring members and no 
group managers [16]. That is, the signer to create a group dynamically without consent of 
other group members. Furthermore, the identity of the signer cannot be known to anyone 
except the signer, providing more flexibility and complete anonymity. Kugusheva et al. [17] 
proposed an electronic collective voting system based on ring signature, which not only 
ensures the reliability of data, but also protects the privacy of group members. Mundhe et al. 
[18] proposed a ring signature-based authentication scheme and applied it to vehicular 
ad-hoc networks (VANETs). Aiming at the bottleneck that the existing PKI system cannot 
support a large number of users and their data, [19, 20] adopted the identity-based ring 
signature technology to protect the anonymity of users in the process of data sharing. Liu et 
al. [21] proposed an identity-based ring signature scheme for VANETs. However, complete 
anonymity is not always appealing in practice. That is, malicious users may send 
untrustworthy data. Even with a signature on the data, they can deny the misbehavior and 
escape from being identified. The variant traceable ring signature (TRS) provides 
anonymous authentication as well as traceability. Specifically, TRS enables tracing identity 
of the irresponsible signer, and thus ensuring non-repudiation. With such promising 
properties, TRS is more practical for applications with controlled anonymity. A few TRS 
schemes have been proposed [23-31]. Chang et al. [30] proposed a traceable and anonymous 
authentication scheme for wireless sensor network, but the tracking process requires 
interaction with each ring member. Most of the above schemes are designed based on public 
key cryptography and identity-based cryptography, leading to costly management of public 
keys or private key escrow issues. Gu et al. [31] proposed a certificate-less based TRS 
scheme, which avoids the problems mentioned above. Nevertheless, the signing process in 
[31] involves the time-consuming bilinear pairing operation. In addition, the signer tracing 
can be performed by KGC individually, leading to a leakage threat of identity privacy when 
KGC is compromised. Therefore, it cannot be directly applied to lightweight and anonymous 
authentication in MCS. 

In this paper, traceable ring signature is adopted to achieve anonymous identity 
authentication. The signer can randomly select ring members to generate their own 
signatures. On the one hand, signers can be verified as authorized users, while protecting 
their identity privacy. On the other hand, malicious signers will be traced and revealed if 
necessary. In addition, the scheme is designed under certificate-less mechanism, and the 
signer does not need to perform bilinear pairing operation. 

2.2 Location Privacy Preserving 

There are many schemes proposed to preserve location privacy [32-42]. According to the 
employed techniques, the approaches used for location privacy preserving can mainly be 
classified as spatial cloaking, perturbation, and cryptographic encryption. 

Spatial cloaking based approaches [32-35] aim to generalize locations by reducing their 
spatial granularity or hiding them under a set of virtual locations. Gruteser et al. [36] first 
introduced k-anonymity to location privacy preserving by hiding the location among a 
cloaked region with a group of k different users. The user's location is then indistinguishable 
from that of other k-1 users, ensuring the probability of group members being identified 
individually is less than 1/k. But the drawback of spatial cloaking based approaches is that 
location privacy may be under attack of background knowledge [37]. 

In order to avoid this issue, the perturbation based differential privacy (DP) approach is 
introduced to location privacy preserving [37-39]. The intuitive idea behind DP is that a 
single change in input should not have a non-negligible effect on the output, ensuring that an 
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adversary cannot learn from the sanitized data whether a particular individual is present in 
the original data or not, even with prior knowledge. A typical way to generate perturbation is 
adding controlled random noise drawn from a standard probability distribution to the raw 
data. In this way, the user's location is obfuscated to be preserved. To et al. [38] adopted DP 
in spatial crowdsourcing and proposed a framework for task assignment, achieving location 
privacy guarantee to workers. Wang et al. [39] proposed a method by combining DP and 
k-anonymity, which overcomes the drawback of traditional k-anonymous and provides better 
security in location privacy preserving. 

Both spatial cloaking and perturbation based approaches assume that location data can be 
obfuscated or perturbed. Although effectively protecting location privacy, the lack of 
consideration on data accuracy causes a degrade of data availability. Therefore, they are not 
suitable for scenarios with high accuracy requirements; otherwise, it affects the availability 
of data. 

Schemes employing cryptographic encryption technique [41-44] were proposed to protect 
location privacy by treating location as normal data. With the property of reversible 
transformation, cryptographic encryption based approaches provide both privacy preserving 
and accuracy guarantee of data. Shen et al. [41] proposed a location privacy preserving 
protocol based on additive homomorphic encryption by introducing a semi-honest third party 
which is more practical for real-world applications. Zhou et al. [45] proposed to protect 
participants' location privacy from passive monitoring and inference attacks, while 
maintaining the accuracy of data recovery. Peng et al. [46] proposed a multidimensional 
privacy preservation (MPP) scheme that provides full protection for user privacy without any 
need for a trusted third party (TTP). However, in the above scheme, once the ciphertext is 
obtained, it can be decrypted and the plaintext recovered, revealing the exact location. If that 
location is the user's current location, he will be in danger. Therefore, a balance needs to be 
struck between location privacy and data availability. In this paper we pay attention to 
protect the current location of the user by utilizing timed-release encryption to encrypt the 
current location data. 

2.3 Timed-Release Encryption 
The notion of TRE was first proposed by May [47] in 1993 and further discussed by Rivest 
et al. [7]. The target of TRE is to encrypt messages into the future, so that they can only be 
decrypted until the pre-set time has come. TRE has been applied to many real-world 
applications, such as electronic auctions, regular payments, sealed bid auctions and lotteries. 
Generally speaking, security is enhanced when introducing TRE into the cryptography 
problem, since the decryption process first needs to remove time layer encryption, which is 
equivalent to the method of encapsulating private keys of the scheme. One approach to 
realize TRE is employing a trusted authority (TA) to periodically release time tokens related 
to the current time, which is called TA-based TRE. Earlier TA-based TRE schemes [7, 
47]adopted a model in which interactions were needed between users and TA. Chan and 
Blake proposed a non-interactive TRE scheme [48]. Since then, many TA-based TRE 
schemes were proposed [49-55] under the model of [48], but most of them were constructed 
based on bilinear pairing, which will cause heavy computation cost for mobile users. 
Recently, some efforts try to model the time by capturing "real-world-time". Liu et al. [56] 
utilized a blockchain-based computing model to simulate real time, eliminating the role of a 
time server. 
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In MCS, energy consumption is one of the key factors affecting the willingness of users 
with resource-constrained mobile devices to participate in crowdsourcing tasks using. 
Therefore, there is an urgent need to reduce the cost of computing. In this paper, we propose 
a TA-based TRE scheme for mobile users which does not require bilinear pairing operation. 

3. Preliminaries 

In this section, we introduce preliminaries about cryptography that are related to our proposed 
scheme. 

3.1 Bilinear Pairing 
Let 1G  be a cyclic additive group of prime order and 2G  be a cyclic multiplicative group 
of the same order. We call e  a bilinear pairing if 211 GGG:e →×  is a map with the 
following properties: 

1) Bilinearity: ab)Q,P(e)bQ,aP(e =  for all 1GQ,P ∈  and for all Zb,a ∈ . 
2) Non-degeneracy: there exist 1GQ,P ∈  such that 1≠)Q,P(e . 
3) Computability: there is an efficient algorithm to compute )Q,P(e  for all 

1GQ,P ∈ .                                         

3.2 Complexity Assumption 
Discrete Logarithm (DLP) Assumption. Given 1GQ,P ∈ , the DLP assumption in 1G  is 
that no probabilistic polynomial-time (PPT) algorithm A can compute Zx∈  such that 

xPQ =  with non-negligible advantage. 

3.3 Certificateless Public Key Cryptography 
Certificateless public key cryptography (CL-PKC) was proposed by Al-Riyami and Paterson 
[57] to remove the certificates and overcome the key escrow issue inherent in identity-based 
PKC. In CL-PKC, certificates are not necessary any more to guarantee the authenticity of 
public keys. Meanwhile, the private key is not fully generated by KGC. Specifically, KGC 
first uses the master secret key along with an identity to generate a partial private key for the 
user. And then the user randomly chooses a secret value. The user's public key and private 
key are set by combining the partial private key and the secret chosen by the user. 

3.4 Traceable Ring Signature 

Traceable ring signature (TRS) is a variant of ring signature. Ring signature allows a signer to 
sign a message on behalf of a group of members chosen by himself, called a "ring". A verifier 
can check the validity of the signature, but cannot know the identity of the signer, which 
ensures complete anonymity. However, anonymity is not always good. TRS was proposed to 
restrict abusing anonymity; namely TRS provides restricted anonymity and traceability. 
Specifically, when an irresponsible or dishonest signer abuses anonymity, the anonymity can 
be revoked and his identity is revealed. 
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4. System Model 
In this section, we first introduce the notations used in the proposed scheme, as shown in 
Table 1, and then define the system model, threat model, and design goals. 
 

Table 1. Definitions of notations 
Notations Descriptions 

uID  the identity of a participant 

upsk  the partial key of a participant 

upk  the public key of a participant 

usk  the private key of a participant 
m  the collected answers 
CT  the ciphertext of the collected answers 
𝑇𝑇 = {𝑡𝑡1𝑡𝑡2 ⋯ 𝑡𝑡𝑛𝑛} ∈ {0,1}𝑛𝑛 the specified decryption time 

Ttk  the time token corresponding to time T 
d  the randomness to be signed 
𝐿𝐿 = {𝐼𝐼𝐼𝐼1, 𝐼𝐼𝐼𝐼2,⋯ , 𝐼𝐼𝐼𝐼𝑙𝑙} a list of workers’ identities 
𝑃𝑃𝑃𝑃 = {𝑝𝑝𝑝𝑝1,𝑝𝑝𝑝𝑝2,⋯ , 𝑝𝑝𝑝𝑝𝑙𝑙} a list of workers’ public keys 
σ  the signature 

4.1 System Model 
As shown in Fig. 1, the proposed MCS system consists of four entities, namely requesters, 
workers, an MCS server, and a time server. 
 

 
Fig. 1. System model of the proposed MCS 

 
Requesters: Requesters may be individuals or businesses. They can make various kinds 

of task requests to the MCS server, and receive corresponding task results. For further use of 
the result, requesters hope to receive collected answers with high availability. 

Workers: Workers are a group of people who perform tasks using mobile devices in the 
system. They first apply tasks from the MCS server then collect answers about the task with 
their carrying mobile devices (e.g., mobile phones, tablets and smart swatches). Workers 
care a lot about their privacy, including identity privacy and location privacy. Therefore, 
they will take measures to protect their privacy on the premise of collecting answers that 
meet the task requirements. Moreover, since mobile devices are resource-constrained, the 
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operations are supposed to be lightweight. 
MCS server: MCS server acts as a mediator in the system who interacts with both 

requesters and workers. It offers a platform for requesters to submit task requests, and 
assigns MCS tasks to workers. In order to improve the quality of MCS service, the MCS 
server performs user authentication to ensure that only answers collected by authorized 
workers are accepted. 

Time server (TS): TS plays as a trusted third party in the system, who will not interact 
with any other entity, but periodically releases time tokens at each time. Only with the 
corresponding time token, can requesters decrypt the ciphertext encrypted under that time. 

To better explain how the system works, we show the interactions between requesters, the 
MCS server and workers in Fig. 2. Firstly, all participants including requesters and workers 
should register with the MCS server to get keys. Then requesters can make task requests to 
the MCS server. After receiving the requests, the MCS server releases them on the task list. 
Workers can then apply tasks from the MCS server. Since task allocation is not the 
consideration of this paper, we will not describe it in detail. Then the selected workers begin 
to complete the task by collecting answers. After that, workers encrypt the collected answers 
under the requester's public key and a specified decryption time, and return the ciphertext 
along with a signature to the MCS server. The MCS server performs verification on the 
signature. Only when the signature passes the verification, will the encrypted data be 
accepted and delivered to requesters. Requesters decrypt the ciphertext with their private 
keys and time tokens released by TS, and finally obtain the task results. 
 

 
Fig. 2. The interactions between workers, MCS server and requesters 

4.2 Threat Model 
In the above system model, we treat TS as a fully trusted third entity who releases time tokes 
honestly and periodically. The MCS server is considered as semi-trusted (i.e., 
honest-but-curious), who will correctly perform requested operations, but has curiosity in 
workers' privacy. We assume that the MCS server will not collude with any other entity in 
the system. Additionally, there exist malicious workers in the system. We discuss the threats 
in detail as following. 
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• Untrustworthiness of the collected answers. Due to the openness of the MCS, any 
mobile user has an opportunity to participate in the MCS task and upload data to the 
MCS server. Some mobile users may behave maliciously in consideration of their own 
interests. For example, an unauthorized mobile user or a selfish authorized worker will 
randomly produce meaningless data as answers and return them to the MCS server. The 
untrustworthy answers will reduce the availability of data, resulting in an effect on the 
quality of service. 

• Identity privacy issue of workers. In MCS tasks, the answers collected by workers 
usually can be used to infer additional information about them. For example, when a 
task is about collecting data near a specific hospital, the workers may be conjectured to 
have some health problems. If the identity is also revealed, it will not only embarrass 
them but also lead to an invasion of their privacy. 

• Location privacy issue in location-dependent data. In MCS, the collected answers are 
usually location-dependent, which will reveal workers' location privacy. Curious MCS 
server or attackers may attempt to obtain workers' location for various malicious 
reasons. When a period of time's historical location is revealed, workers' activity 
trajectory is spied on. Even worse, when highly accurate location-related data is 
required, their current location is exposed, threatening interests and physical safety, 
such as being stalked or extorted. 

4.3 Design Goals 
To achieve both secure and privacy-preserving answer collection in MCS, our proposed scheme 
should realize the following goals. 
· Authentication with conditional identity privacy. The proposed scheme should 

provide authentication with conditional identity privacy. This means the MCS server 
can check whether the mobile user is an authorized worker, but has no idea about his 
identity. In this way, all answers can be guaranteed to be from authorized workers. In 
order to prevent authorized workers from uploading untrustworthy answers, the 
proposed scheme should provide signer tracing to disclose malicious workers' identities. 
Furthermore, the tracing process should not be performed by the semi-trusted MCS 
server arbitrarily. 

· Highly accurate location-related data with current location privacy. The proposed 
scheme should ensure high availability of data, which means the accuracy of 
location-related collected answers is not compromised. In addition, the collected 
answers are supposed to be encrypted to secure the transmission in the open channel 
and preserve the current location privacy of the workers. Protecting the current location 
privacy of the worker means that while the worker is still there, the location cannot be 
revealed to anyone, even if the requester decrypts the ciphertext using his private key. 

· Lightweight operations for workers. Considering the limited computing resources of 
mobile devices, the proposed scheme should not involve time-consuming operations 
such as bilinear pairing on the workers side. 

5. Design 

In this section, we first introduce the overview of the proposed scheme and then give the 
detailed description. 
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5.1 Overview 
The proposed scheme provides anonymous authentication based on TRS, which allows a 
worker to randomly select a set of other authorized workers to form a group, and then sign 
messages on behalf of that group. In this way, the MCS server can check whether the 
answers are from one member of the group, but with the identity remaining unknown. When 
the answers are found untrustworthy, the traceability property of TRS enables the signer 
tracing, resulting in the identity disclosure of the malicious worker. Moreover, the signer 
tracing is designed to designate a tracing performer. That is, only with the designator's 
consent, can someone perform the signer tracing, achieving restricted traceability. 

With respect to the location privacy issue in location-dependent data, the generalization or 
perturbation based approaches reduce data accuracy, and thus are undesirable to scenarios 
that require high availability of collected answers. Though ensuring the availability of 
answers, cryptographic encryption based approaches disclose the location information once 
decryption process is performed. Therefore, we make a tradeoff between location privacy 
and data availability by considering merely the current location privacy of workers. 
Specifically, assuming a worker is collecting answers in location LA at time T1, the data 
associated with that location is not exposed when the worker is in LA. After the worker's 
location is updated to LB, the historical location LA can be revealed to the requester, 
avoiding threats like being stalked. One naive idea to preserve the current location is that the 
worker manually delays sending the collected answers after leaving LA, which works but 
will lead to an unfriendly user experience. We propose to delay the release of data based on 
TRE, ensuring that the ciphertext cannot be decrypted before the specified decryption time. 
Specifically, the worker first specifies a decryption time, and then encrypts the collected 
answers under both the requester's public key and the specified time. With a properly 
specified decryption time T2 (T2>T1) which is sufficient for workers to safely leave their 
current location, the current location privacy is guaranteed. When the decryption time T2 
comes, TS releases the corresponding time token, with which the requester can decrypt the 
ciphertext and recover the collected answers with high availability. 

5.2 Concrete Design 
In this section, we give a detailed description of the proposed scheme. Suppose that an MCS 
scheme consists of 4 phases: Initialization, Registration, Answer Collection and Answer 
Processing. 
• Initialization. The system initialization includes two steps. Firstly, the MCS server runs 

the setup algorithm to generate system parameters for the following phases. The MCS 
server takes as input the security parameter k  and integers n , ρ , generates a prime 
q , two groups 1G , 2G  of order q , two elements 1GQ,P ∈ , and a bilinear map 

211 GGG:e →× . The algorithm then randomly selects a secret key *
qZs∈ , and sets 

sPh = , sQh =′ . In addition, hash functions are chosen as follows: 
*
q

ρ Z,,H →× }10{}10{: n
1 , ρn,GH +→ 1}{0: 22 , *

qZ,H →*
3 1}{0: , 

*
qZG,H →× 1

*
4 1}{0: . The system parameters are defined as 

)( 432121 ,H,H,HH,h,e,P,Q,h,,Gq,Gparams ′=  and published. The master secret key 
smsk =  is privately kept by the MCS server. Secondly, TS generates its public/private 

keys using system parameters. TS selects private key 𝑝𝑝𝑝𝑝𝑝𝑝 = {𝑎𝑎, 𝑝𝑝1, 𝑝𝑝2,⋯ , 𝑝𝑝𝑛𝑛}, where 
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*
qi Zr,a ∈  for 𝑝𝑝 ∈ {1,⋯ ,𝑛𝑛} , then computes 𝑝𝑝𝑝𝑝𝑝𝑝 = {𝑝𝑝1𝑃𝑃, 𝑝𝑝2𝑃𝑃,⋯ , 𝑝𝑝𝑛𝑛𝑃𝑃}  and 

aQ,Peα )(= , and then publishes them as public keys. Briefly, we denote all the public 
parameters as )( 432121 ,pub,α,H,H,HH,h,e,P,Q,h,,Gq,Gpps ′= .  

• Registration. Any participant including requesters and workers who wants to join in the 
MCS should register to the MCS server. In the phase of registration, registered 
participants get public/private keys. Since the proposed scheme is designed under 
CL-PKC, keys are produced by both participants and the MCS server. Specifically, 
when a participant with identity uID comes for registration, the MCS server first 
chooses a random ud , and then computes PdY uu = , )(4 uuu Y,IDHQ = , 

uuu sQdy += , finally returns the partial key )( uuu Y,ypsk =  to the participant through 
a secure channel. After receiving the partial key, the participant first checks whether the 
equation PyhY,IDHY uuuu =+ )(4  holds to verify the validity of the partial key. With 
a valid partial key, the participant then randomly selects a secret value ux and computes 

PxX uu = . He finally sets the public key as )( uuu Y,Xpk = , and the private key as 
)( uuu y,xsk = . The specific description of the registration phase is shown in Fig. 3. 

 

 
Fig. 3. Algorithm of registration 

 
• Answer Collection. In this phase, assuming that a worker with identity wID  has been 

assigned an MCS task and received the specification about the task from the MCS 
server. The task specification includes at least the task descriptions, the requester's 
public key rpk , and a randomness d . After finishing collecting the required answers 
denoted as m , the worker performs encryption operations on m  which is 
location-related. Firstly, he specifies the decryption time 𝑇𝑇 = (𝑡𝑡1, 𝑡𝑡2,⋯ , 𝑡𝑡𝑛𝑛), and then 
encrypts m  under the requester's public key rpk  and the specified time T . The 

worker randomly chooses ρ,ω }10{∈ , and then computes )(1 ωmHr = , ∑
=

=
n

i
itrR

1

, 

Rαβ = , rxPc =1 , Prtrc i

n

i
i∑

=

=
1

2 , and )()(23 ωmβHc ⊕= . Finally, the algorithm 
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returns the ciphertext )( 321 c,c,c,TCT = . The specific description of the encryption 
algorithm is shown in Fig. 4. Furthermore, in order to provide proof of the validity of 
identity, the worker generates a signature on randomness d  contained in the task 
specification based on TRS. He first chooses other )1( −l  authorized workers and 
forms a group with l  members. Let 𝐿𝐿 = (𝐼𝐼𝐼𝐼1, 𝐼𝐼𝐼𝐼2,⋯ , 𝐼𝐼𝐼𝐼𝑙𝑙) be the list of l  members' 
identities, and 𝑃𝑃𝑃𝑃 = (𝑝𝑝𝑝𝑝1,𝑝𝑝𝑝𝑝2,⋯ ,𝑝𝑝𝑝𝑝𝑙𝑙) be the corresponding public keys. For 𝑝𝑝 ∈
(1,2,⋯ , 𝑙𝑙)\{𝑤𝑤}, the worker randomly chooses ia , and then computes PaU ii = , 

)(3 L,d,UHh ii = , )(4 iii Y,IDHQ = . For wi = , he computes 

∑
≠

+++−=
l

wi
iiiiiw UhQYXhrhU ))(( , )(3 L,d,UHh ww = , hrQyxhV www ′++= )( . 

The signature is set as 𝜎𝜎 = (𝐿𝐿,𝑈𝑈1,𝑈𝑈2,⋯ ,𝑈𝑈𝑙𝑙 ,𝑉𝑉). The specific operations of the signing 
algorithm are described in Fig. 5. Finally, the worker uploads the ciphertext CT  along 
with a signature σ  as task results to the MCS server. 
 

        
Fig. 4. Algorithm of encryption     Fig. 5. Algorithm of signing 
 

• Answer Processing. After receiving the task results from the worker, the MCS server 
first authenticates the worker by verifying the signature to check whether it is generated 
by one member of the claimed group L , whose members are all authorized workers. 
For 𝑝𝑝 ∈ {1,2,⋯ , 𝑙𝑙}, the MCS server computes )(3 L,d,UHh ii =  and )(4 iii Y,IDHQ = . 

If )))((()(
1
∑
=

+++=
l

i
iiiii Q,UhQYXheP,Ve  holds, the signature passes the 

verification and the task results are accepted; otherwise, they are discarded. The 
correctness can be verified as following. 
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iiiii
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+++

∑

∑

≠
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Next, the MCS server delivers the valid ciphertext )( 321 c,c,c,TCT =  to the requester. 
Since the plaintext is encrypted under both specified decryption time T  and requester's 
public key, the requester should obtain the time token Ttk  corresponding to time T  before 
performing decryption. Periodically, TS releases time tokens as following: given the time 
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𝑇𝑇 = {𝑡𝑡1𝑡𝑡2 ⋯ 𝑡𝑡𝑛𝑛} ∈ {0,1}𝑛𝑛 , TS randomly selects *
qZt∈  and computes the time token 

)()(
1

21 ∑
=

++==
n

i
iiT ,tQrttad,dtk , where prir,a i ∈ . Therefore, the requester cannot obtain 

the corresponding time token Ttk  until time T . Once Ttk  is obtained, the requester can 
decrypt the ciphertext using his private key xskr = . He first computes )( 211 dQd,ceA −= , 

)( 2 Q,ceB = , 
B

Aβ
x 1−

=′ , ∑
=

=′
n

i
itR

1

, 32 )()( cβHωm R ⊕′=′′ ′ . If 11 )( cxPωmH =′′ , the 

requester obtains answers mm ′= . The specific description of the encryption is shown in 
Fig. 6. The correctness can be verified as following. 
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Fig. 6. Algorithm of decryption 

 
The proposed scheme also provides malicious workers tracing performed by the MCS 

server and requesters. If the answers m  are found untrustworthy, the requester can ask the 
MCS server for help to trace the malicious worker who uploaded the answers. Firstly, he 
computes )h,rP(e)h,cx(eD == −

1
1  from the ciphertext and sends D  to the MCS server. 

On receiving the signer tracing request and D , the MCS server then computes 
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∑
=

+++=
l

i
iiiii UhQYXhU

1

)( . For 𝑝𝑝 ∈ {1,2,⋯ , 𝑙𝑙} , the MCS server compares 

)())(( U,PehQYXh,PDe uuuu =++ . If index u  satisfies the formula, upk  denotes the 
public key of the signer, and thus, the malicious worker is identified. The correctness can be 
verified as following. 

))((
))(()(
))(()(

))((

))(()(
1
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=
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6. Security and Performance Analysis 

In this section, we present analyses on security and performance of the proposed scheme. 

6.1 Security and Performance Analysis 
In the following, we analyze the design goals defined in Section 4.3, which are 
authentication with conditional identity privacy preserving, privacy preserving of the current 
location and lightweight operations for workers. 
• Authentication with conditional identity privacy preserving. The authentication is 

performed based on TRS. Specifically, to generate a ring signature on the message d 
contained in the task specification, the worker selects other )1( −l  authorized workers 
to form a group. With the anonymity property of TRS, any external attacker who is not 
in the group has probability less than l/1  in identifying the actual signer. Take the 
ring signature 𝜎𝜎 = (𝐿𝐿,𝑈𝑈1,𝑈𝑈2,⋯ ,𝑈𝑈𝑙𝑙 ,𝑉𝑉) as an example. L is the set of group members' 
identities, and {𝑈𝑈𝑖𝑖 = 𝑎𝑎𝑖𝑖𝑃𝑃}(𝑝𝑝 ∈ {1,2,⋯ , 𝑙𝑙}\{𝑤𝑤}) are computed by randomly chosen ia . 

Both ∑
≠

+++−=
l

wi
iiiiiw UhQYXhrhU ))((  and hrQyxhV www ′++= )(  are 

randomized by r . That is, the ring signature σ  is uniformly distributed and does not 
reveal any identity information about the actual signer. Therefore, the signature can be 
verified as generated by one member of the group, but the identity remains unknown or 
can be identified with probability less than l/1  by external attackers. The only way to 
identify the actual signer is by checking whether ))(()( hQYXh,PDeU,Pe wwww ++=  
holds or not, where D  is generated by the requester. When the collected answers are 
found untrustworthy, the requester can ask the MCS server to perform the tracing 
process to identify the malicious worker. Therefore, the identity privacy of the actual 
signer is conditionally preserved. In addition, )( 1

1 h,cxeD −=  can only be computed by 
the requester's private key xskr = . Namely, without consent of the requester, the MCS 
server cannot perform the signer tracing arbitrarily, ensuring the security of the tracing 
process. 
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• Privacy preserving of the current location. Under the secure transmission mechanism, 
the collected answers are encrypted with the requester's public key and a specified 
decryption time. For answers m , they are encrypted in )()(23 ωmβHc ⊕= , in which 

∑
==

n

i
itar

Q,Peβ 1)(  is related to r , a  and the specified time T . Under the assumption 
of DLP, someone is hard to learn the randomness r  from 1c  or 2c . Similarly, the 
privately kept a , which is hidden in the public parameter aQ,Peα )(= , cannot be 
obtained. As a result, only with the time token related to time T , can someone 
compute and obtain β . Due to the randomness t , it is hard to get private keys a  and 

}{ ir  of TS from the released time tokens, without which the time token 

∑
=

++=
n

i
iiT tQ,rttatk

1

)(  cannot be obtained. Therefore, the requester cannot decrypt 

the ciphertext CT  until time T , when TS releases the corresponding time token Ttk . 
As a result, when a worker specifies the decryption time which is sufficient enough for 
him to leave, the current location can be preserved and will not be exposed to any other 
entity until the specified decryption time. When the specified decryption time T  
comes, the encrypted data can be fully recovered by the requester using Ttk  and his 
private key rsk , guaranteeing the availability of collected answers. In addition, due to 
the lack of the requester's private key, though obtaining Ttk  from TS, the curious MCS 
server cannot decrypt the ciphertext, ensuring only the requester can obtain the 
collected answers. 

• Lightweight operations for workers. We analysis the performance of the proposed 
scheme on computation overhead. We define and calculate the required cryptographic 
operations in the proposed scheme and compared schemes. In this paper, we mainly 
focus on time-consuming operations, such as bilinear pairing, scalar multiplication in 

1G , parallel scalar multiplication in 1G  and exponentiation in 2G . For brevity, we 
use Pa , Sm , Psm  and Ex  to denote the above operations, respectively. Table 2 
and Table 3 present the computational cost comparisons of schemes. Note that the 
bilinear pairing is the most expensive one among all operations mentioned above, we 
adopt the pre-computation technique to reduce the computation burden of 
resource-constrained mobile devices. Specifically, TS computes aQ,Peα )(=  in 
advance, which is then involved in public parameters. From Table 2, we observe that in 
the proposed scheme, the worker only needs to perform the scalar multiplication in 1G  
operation twice and the exponentiation in 2G  operation once (i.e., ExSm 12 + ). Neither 
BC-TRE, HYL-TRE nor DT-TRE supports bilinear pairing pre-computation, since the 
sender must compute a pairing related to the release time, resulting in more expensive 
computation costs in the encryption operation. Thus, the utilization of pre-computation 
greatly reduces the cost of computing for the worker. It can be noticed that the 
computation cost of decryption operation of the proposed scheme is slightly higher than 
that of compared schemes. This is expected, as it supports plaintext validation during 
decryption while BC-TRE does not. Further, the decryption operation is performed by 
the requester, not by the worker. Therefore, this does not affect the computation cost of 
the worker. Assuming the number of group members is l , from Table 3, we observe 
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that when a worker generates ring signature on message, he needs to perform scalar 
multiplication in 1G  operation )1( +l  times and parallel scalar multiplication in 1G  
operation l  times (i.e., lPsmSml ++ )1( ). Compared with YMZ-TRS and HYC-TRS, 
the proposed signing operation is linearly dependent on the number of group members. 
As a result, the worker can select the size of the group based on his mobile device, 
taking energy consumption into account. When the MCS server verifies the signature, 
he needs to perform the bilinear pairing twice and parallel scalar multiplication in 1G  
operation l  times. The tracing operation is performed by the MCS server and the 
requester, and the total computation cost is ExSmPa 122 ++ . 
 

Table 2. Computational cost comparisons in terms of TRE 
Scheme Encrypt Decrypt 
BC-TRE [48] SmPa 21 +  Pa1  
CLQ-TRE [49] ExPsm 11 +  ExPsmPa 111 ++  
HYL-TRE [50] PsmSmPa 121 ++  SmPa 12 +  
DT-TRE [51] ExSmPa 131 ++  SmPa 11 +  
the proposed scheme ExSm 12 +  ExSmPa 122 ++  

 
Table 3. Computational cost comparisons in terms of TRS 

Scheme Sign Verify Trace (the worst case) 
YMZ-TRS [58] PsmlSm 14 +  lSmPa +2  lPa4  
HYC-TRS [59] PsmSml 1)13( ++  lSmPa +2  lSmlPa 34 +  
the proposed scheme lPsmSml ++ )1(  lPsmPa +2  lPsmlSmlPa 22 ++  

6.2 Evaluation 
In this section, we evaluate the running time of the proposed algorithms by implementing 
them using the JPBC Library on a desktop with 3.20 GHz CPU and 8 GB memory. We 
choose groups of 5, 10, 15, 20, 25, 30 members to evaluate performance. All the average 
results were obtained by running each algorithm 1,000 times. The results are shown in Fig. 7 
and Fig. 8. 

    
Fig. 7. Running time of data              Fig. 8. Running time of data signing,            

Encryption and decryption       verification, and tracing a misbehavior worker 
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From Fig. 7, we learn that the running time of encryption and decryption is independent 
of the number of group members. And the running time is generally stable between 20ms to 
24ms. Therefore, it is acceptable for a worker who uses a resource-constrained mobile device 
for encryption. From Fig. 8, we observe that the running time of signing, verification and 
tracing is roughly linearly dependent on the number of group members. When the number of 
group members is 25, the running time is less than 1.2s, 1s, 0.5s, respectively. For workers, it 
provides the flexibility to select groups of the appropriate size based on the power of the 
mobile device. 

7. Conclusion 
In this paper, we proposed a lightweight and privacy-preserving answer collection scheme 
for MCS. We first considered the authentication with identity privacy of workers, and 
proposed to perform authentication anonymously based on certificate-less traceable ring 
signature. The anonymous authentication achieves both authentication and anonymity, and 
as well traceability when the collected answers are found untrustworthy. Next, we 
considered location privacy of workers since collected answers are usually 
location-dependent. The proposed scheme encrypts the collected answers based on 
timed-release encryption, which achieves preserving of the current location privacy, and as 
well high availability of collected answers. Finally, we compared the computation cost of the 
proposed algorithms in the proposed scheme with existing works and evaluated the running 
time of the proposed scheme. The results indicate that the proposed scheme provides 
lightweight operations and flexibility for resource-constrained mobile devices. 
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