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Summary

Non-abelian group based cryptosystems are a latest research
inspiration, since they offer better security due to their non-abelian
properties. In this paper, we propose a novel approach to non-
abelian group based public-key cryptographic protocols using
semidirect products of finite groups. An intractable problem of
determining automorphisms and generating elements of a group is
introduced as the underlying mathematical problem for the
suggested protocols. Then, we show that the difficult problem of
determining paths and cycles of Cayley graphs including
Hamiltonian paths and cycles could be reduced to this intractable
problem. The applicability of Hamiltonian paths, and in fact any
random path in Cayley graphs in the above cryptographic schemes
and an application of the same concept to two previous
cryptographic protocols based on a Generalized Discrete
Logarithm Problem is discussed. Moreover, an alternative method
of improving the security is also presented.
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1. Introduction

With a quantum computing era expected in the near
future and the discovery of more and more vulnerabilities
in the cryptosystems used at present, the scientists and
mathematicians have drifted towards introducing various
substitutes to the existing public-key cryptosystems.
Cryptography using non-abelian groups is one such
approach.

In fact, we have been stimulated towards non-abelian
group based Cryptography, during a study on the existence
of Hamiltonian cycles in Cayley graphs of finite groups. For
a literature survey and a recent development related to the
Hamiltonian Path Problem (HPP)/ Hamiltonian Cycle
Problem (HCP) in Cayley graphs see [1]-[5]. Since the
HPP/HCP in Cayley graphs over most non-abelian groups
is a very difficult mathematical problem, we have
developed an intuition that it will be a very suitable
intractable problem to be studied in constructing novel
public-key cryptosystems. Moreover, we also felt that such
a system will provide higher security than the existing
cryptosystems due to the non-abelian structures involved.

Thereby, after initiating the study of related literature
(see [6]-[8]), we were able to identify that, indeed, many
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scholars have already begun to investigate regarding
cryptosystems based on non-abelian groups, since the
1980’s. The past researches on cryptosystems using non-
abelian groups were focused on underlying problems such
as Conjugacy Problem [9], Conjugacy Search Problem [10],
[11], Word Problem [12], [13], Factorization and
Membership Search Problems [14]-[ 18] etc. in non-abelian
groups, but a significant application of the HCP or HPP was
lacking. Most of the intractable problems are actually
generalizations of some conventional cryptographic
problem to non-abelian groups: e.g. the conjugacy related
problems in [9], [10] show one way of generalizing the
traditional Discrete Logarithm Problem (DLP) to problems
over non-abelian groups.

From the numerous cryptosystems proposed in the
literature based on various mathematical problems, the
security of almost all were cryptanalyzed (See [8] for some
of the attacks developed by various authors). Tsaban et al.
[19] have presented a method of attack, generally called as
the “algebraic span cryptanalysis”, which can develop
solutions using spans of algebras. It could break the security
of most protocols which used groups that can be efficiently
and faithfully represented as matrix groups. Hence, it is
applicable to many cryptographic protocols. However, V.
Roman’kov in [20] has introduced a method to offer
resistance against this attack.

In this paper, we initially prove an intractable problem
involving the homomorphisms determining the semidirect
products of finite groups (i.e. related to automorphisms and
generating elements of a group). Then, based on this
intractable problem, we propose two novel techniques for
signature protocols. We show that the HPP and HCP and in
fact, the difficult problems of determining any random path
or cycle in some Cayley graphs can be reduced to the same
intractable problem and propose the use of Hamiltonian
paths, or any random paths as a secret key in the protocols.
Furthermore, we also propose an application of paths in
Cayley graphs to variants of two schemes based on a
Generalized Discrete Logarithm Problem (GDLP). Our
proposals are resistant to the algebraic span method if the
platform groups are chosen carefully and we present an
improved version of the protocols integrating Roman’kov’s
technique, to be used otherwise.
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Paper outline. The rest of the paper is organized as
follows. The section 2 presents a brief overview of the
related fundamentals. The section 3 includes the novel
signature protocol proposed. The next two sections present
the use of paths in Cayley graphs, in the protocols followed
by the novel application based on GDLP. In section 6, we
show how the method of being secured against algebraic

span cryptanalysis can be integrated to our proposals as well.

Finally, the concluding remarks of our study.

2. Preliminaries

This section includes an overview of the fundamental
concepts from Group Theory and Graph Theory related to
this research.

Let G be the semidirect product between the normal
subgroup N and the subgroup H, G = N X4 H. If both N
and H are finite, |G| = |N| X |H|. This follows from the
fact that G is of the same order as the semidirect product of
N and H, whose underlying setis N X H.

For a semidirect product G = N X4 H, let ¢: H -
Aut(N) be a homomorphism which sends elements h € H
to automorphisms ¢;, of N. The group law in G can be
stated as, (n,h)(ny, hy) = (nepp(ny), hhy) , where
(n,h), (ny, hy) € G. Here, ¢pp,(n) = h™nh,forh € H,n €
N. The (additive) identity element of G can be denoted as
(en,ey) . The inverse of an element (n,h) is
(pp-1(n1), 1) . For a ¢, , ¢pp(n)=h"'nh, and
Op-1(n) = () nh = hnh™ . Thus ¢p,-1(n) =
¢7,1(n). Furthermore, considering ¢p™(n) =

Pn(Pn( (P ()))) = h™nh™ = (K™)™'nh™ = ¢pm(n).

m—times

A path in a graph which visits every vertex exactly once
is known as a Hamiltonian path. When there is an edge
between the starting and the ending vertices, it is called a
Hamiltonian cycle. Determining Hamiltonian paths or
cycles in most of the graphs are considered as
mathematically intractable problems and are known as the
HPP and the HCP, respectively.

Definition 2.1. A vertex-transitive graph is a graph X,
where for any two vertices vy, v, € V(X), there exists an
automorphism of X which maps v, to v,, where V(X) is the
set of vertices of X.

A Cayley graph is a type of a vertex-transitive graphs.
For a finite group G and a subset S of G, the Cayley graph
of G with respect to S can be defined as follows, provided
that 1 & S (identity element) and S is inverse closed.

Definition 2.2. The Cayley graph of G with respect to S,
Cay(G,S) is the graph whose vertices are the elements of
G and g is adjacentto gs forall g € G, s € S.

A Hamiltonian cycle in a spanning subgraph is also a
Hamiltonian cycle in the ambient graph. Hence, the
identification of Hamilton paths/cycles in Cayley graphs
with respect to irredundant generating sets is adequate.

Definition 2.3. An irredundant generating set for a Cayley
graph X is a generating set S such that no proper subset of
S generates X.

Let H and K be finite groups and G = H >, K be a
semidirect product, where H is the normal subgroup.
Assume that the group operations are efficiently
computable.

The elements of any two groups, say G; = H X4 K and
G, = H X4 K, are the same, viz. the elements of H X K.
But the Cayley graphs of each with respect to their
corresponding generating sets will be dissimilar. If a
communication is to take place, where two communicating
parties use two such groups chosen by each, both of them
will perform calculations under the same mod p, mod q
etc., using the same elements, whereas the product of any
two elements has to be computed using the two different
homomorphisms ¢ and 8 by each party.

When two groups like G;,G, are chosen by the
communicating parties, both of them as well as any third
party is aware of H, K etc. and the elements of the group.
But ¢, 8 defining the semidirect products, the generating
sets chosen are only known by the respective party.

3. Cryptographic protocols using semidirect
products

In this section, first we present the proof of the
intractable problem which we consider as the basis for the
proposed protocols.

Lemma 3.1. Determining ¢ or a set of generating elements
of a semidirect product H x4 K used by a communicating
party (when only H, K, a sequence of elements of the form
¢S;< (h), where h € H is known), is a mathematically

intractable problem.
Proof.

Premise 3.2. In a semidirect product H X4 K, ¢: K —
Aut(H). Suppose K = (s). Then, ¢(ex) = ¢, € Aut(H),
P(s) = ¢s € Aut(H) , ¢(s?) = sz € Aut(H) , -+,
P(sPI71) = pgisi-1 € Aut(H). Since ¢ 0 ps = pZ = Pz,
P20 s = Pp3 = ¢g3 etc., the entire homomorphism ¢
can be determined if ¢ is known (similar arguments follow
for other generating sets of K, such as K = (s, S, ***, Sp))-

Let H = (hy, hy, -+, h;). For ¢k € Aut(H), ¢p: H -
H, 1<k<|s|. If ¢u(hy), ¢k(hy), -, Psk(h;) are
known, the entire automorphism can be determined (once it
is known where the generating elements are mapped, it is
possible to determine the mapping of any element under any
homomorphism or automorphism considered). If
generating elements and their mappings are not known the
entire  homomorphism or automorphism can’t be
determined.
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Example 3.3. Consider the group (Zs X Zs) Xy Z3.
¢:Zs > Aut(Zs X Ls). Let $(0) = $o, ¢(1) = ¢4, $(2)

= ¢,, and let any m € Z,,, where n is a prime, be denoted
by m. Suppose ¢,(((1,0),0)) = ((a, b),0) and
¢.1(((0,1),0)) = ((c, d),0).

Here, a,b,c,d € Zs, ¢g, P, P, € Aut(Zs X Zs) and
((0,0),0) denote the additive identity. (Zs X Zs) is the
normal  subgroup  of (Zs X Zg) Xy Z3 Since
{((1,0),0),((0,1),0)} are generating elements of (Zs x
Zs), once we know ((a,b),0) and ((c,d),0), the entire
automorphism ¢, can be determined. Also, 1 is a
generating element of Z. Thus, once we know ¢ (1) = ¢,
the entire homomorphism ¢ can be determined.

Premise 3.4. Since ¢«’s are automorphisms, there exists
some  g1,92,9; €H such  that, ¢(g;) =
hy, §k(g2) = hy, -+, Pk (g;) = hy, for all . € Aut(H).
Hence, for any g € H, and ¢5 € Aut(H), there exists some
fr € H such that, ¢s(g) = ¢ (fx), for all ¢ k.

Moreover, for any ¢: K = Aut(H), and 6: K = Aut(H),
there exists automorphisms of H such that, ¢ x(g) =
0.(g,),forallg € Hand 1 < k,l < |s|. Here, g, € H and
s,s €EK.

Example 3.5. When considering the automorphism ¢, in
above Example 3.3, for any ((g1,92),0) € (Zs X
Zs), $1(((91,92),0)) = (((g3, 94),0)) for some
((g3,94),0) € (Zs x Zs). Also, there exists ((gs, gs),0) €
(Zs x Zs) such that ¢,(((g3,94).0)) = ((gs, 96),0) as
well. Therefore, for all the ordered pairs ((gy,g,),0) €
(Zs X Zs), there is some ordered pair ((gx, gy),0) € (Zs X
Zs), such that, ¢, (((gx, 9y),0)) = ((gx» 93).0).

In ¢, (X) =Y, since ¢, is an automorphism, the set of
values taken by X is same set as the set of values taken by
Y. When considering, ¢,(X;) = Y;, again the set of values
for X, as well as for Y3, is same as the set of values for X
and Y. i.e. the set of elements of (Zs X Zs). It follows
similarly for ¢, as well.

Therefore, it is clear that, for any ((h, k),0) € (Zs X
Zs), there are three elements, ((hy, ko),0), ((h4, k1),0) and
((h2, k7),0) € (Zs X Zs) such that, ¢o(((ho,ko),0)) =
((h, k),0), b1 (((h1, 1),0)) = ((h, k),0) and
¢2(((h2, k2),0)) = ((h, k),0).

Furthermore, if there are several semidirect products
defined by different homomorphisms, say,

(Zy X Zp) Mg L, defined by ¢p: Zy — Aut(Z, X Zp),

(Zp X Zp) X1 Zq defined by ¢": Z; — Aut(Zy, X L),

(Zp X Zp) ¥y L, defined by ¢":Z; » Aut(Z, X Zj) ,
etc., where p and q are distinct primes, the above property
is satisfied by each and every homomorphism. That is, the
set of values for X,Y, XY X", Y" in ¢sX)=
Y, (X)) =Y, ¢n(X")=Y" is equal to the set of
elements of (Z, X Z,) . Here, s,s’,s"” are elements
generating Z, in each case.

Premise 3.6. Suppose H has different sets of generating
elements. For an example, H = (hy, h,,-++,h;) or H =
(hi, hy, -+, ki) or H = (h{, hy, -, h{') etc. (the number of
elements in any arbitrary generating set might be > the
number of elements in an irredundant generating set for H.
That is, the number of elements in each generating set can
be different). Let ¢ be defined for a¥,ak, -, ak € 2,1 <
k <ias, gg(h{thy? - hyY) = sTH(hy*hy? - hY)s
hfl?x1+ai2x2+--~+a§xi

_ ha{xl +aZx,++alx; ha%x1+a§x2+<--+a§xi
- 2 i

1

That is, ¢g(xq, X5, **+, X;)
= (alx; + adx, + -+ alx;, alx, +ax, + -
+abx;, -+, atxg +atx, + o+ alx)

(compare with the definition of T in Example 4.1.).

Considering the generating elements in, {hq, h,, -, h;}
or {h{,hy, -+, hi} or {h{,hY,---,h{'} etc. whichever the
elements chosen to be in the generating set for a group
H x4 K, the entire group can be generated following the
above definition of ¢;.

And whichever the elements chosen to be in the
generating set for the Cayley graph of a group H X4 K, a
Cayley graph having a similar structure is generated,
following the above definition of ¢;.

Example 3.7. An irredundant generating set for Z,, X Z,, is
{(1,0),(0,1)} Nevertheless,  sets such  as
{(1,0),(0,3)},{(1,1),(0,2)} etc. also generate Z, X Z,
(always generating a torus structured Cayley graph), and
so it is clear that the subgroup Z,, X Z, of (Z, X Z,) X Z,
has many generating sets. That s, sets like
{((1,0),0), ((0,1),0)},{((1,0),0), ((0,3),0)}, {((1,1),0),
((0,2),0)} etc. Out of the elements such as
{((1,0),0), ((0,1),0)},{((1,0),0), ((0,3),0)}, {((1,1),0),
((0,2),0)} etc. whatever the suitable pair chosen as {h,, h,}
for Z, x Z, , under the particular ¢, the vertices get
mapped following the same definition ¢g(xq,x,) =
(—x4, x; — x5) (see definition of T'(xy, x3) = ¢s(xq, x5) In
Example 4.1.). Thus, a Cayley graph having a similar
structure will be generated independent of the choice of the
generating elements (if the vertex labels are ignored).

If a random pair of generating elements was used, for
defining ¢ as in Premise 3.6. (by Premise 3.6. it is clear
that random generating elements can be used for the same
¢), as an example, instead of {((1,0),0), ((0,1),0)}, if one
of the other pairs of generating elements was chosen such
as, {((1,0),0),((0,3),0)}{((1,1),0),((0,2),0)} etc. in
(Zyp X Zp) XNy Ly, then, the determination of ¢ nor the
generating elements chosen, by using only values of the
form ¢k (h), where h € H (which will be made public in
the proposed cryptographic protocols: e.g. see the
sequences of elements made public in steps 1,2 of the
protocols in subsections 3.1., 3.2.), is difficult.

The reasons are, the impossibility of determining a
homomorphism or an automorphism without the knowledge
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on which generating elements have resulted in the
corresponding values in the public-key sequence and the
presence of many choices for g; € H, l and 6: K — Aut(H)
such that, 8.(g,) = ¢4k (h) (as shown by Premises 3.2. —
3.4).

But if the protocols were designed to use a fixed and
obvious set of  generating elements like
{((1,0),0),((0,1),0)} , and an eavesdropper also gets
knowledgeable regarding it, he can check all the possible
¢’s and choose the ¢p which gives the values of the public-
keys under the respective generating elements.

Then, even the presence of a sequence of public-key
values will not help to maintain security, since the
eavesdropper can attempt on assuming the values in the
sequence by choosing a pair of values as corresponding to
¢.x(((1,0),0)) and ¢.x(((0,1),0)) and thereby identify
possible set of private-keys.

Hence, it is proven that, not using an irredundant generating
set like {((1,0),0), ((0,1),0)} but rather using a random
generating set, makes it impossible to make any
identification using only the public-key values of the form
qﬁsjk (h), where h € H, H and K, even if a third party try to

check all the possible values defining each (,i)sj’s (a third

party can check for all the possible homomorphisms
corresponding to H X K, if he knows H and K). And this
mathematical hardness is due to the presence of many

elements getting mapped to the same value (by Premises 3.2.

~3.4).

Moreover, determining whether the communicating party
has used exactly q,’)sj’s or any other q,’)sjk’s for some k, to

compute the public-key sequences they make public,

becomes a very difficult problem, if the communicating

parties make use of an automorphism like ¢« for random
j

k to compute the public-keys instead of utilizing d)sl.’s only.
Then the robustness of the protocol is further increased.
Therefore, determining (h,0) or gbs}c, by only using
values like (h’,0) such that, qbs}t((h, 0)) = (h',0), H and
K, is a very difficult problem/mathematically intractable,

for any s;, k, ¢ and (h, 0), (h',0) € H.
]

Let the communicating parties be Bob and Alice.
Suppose Bob communicate using H X4 K whereas Alice
uses H Xy K . Both parties choose an irredundant
generating set for H , say, H=(hy,- hy), H=
(hy, -+, hi,) respectively.

Let S, be an irredundant generating set for H Xy K
chosen by Bob and S, be an irredundant generating set for
Hxg K  chosen by  Alice. Suppose,  Sp =

{t1, -ty S, Sny b3 b1t s b, € H and sq,-4, 8y, €

K. Some (or all) of the elements in {ty, -, t,,, } might be
equal to some (or all) elements in {hy, -, h;, } or could be
expressed in terms of the product of several elements in
{hy, -+, hy, }. Let the homomorphism 6 be defined by the
action of the elements sy,--+,s,, € K on H. Fors;, € K,
1<j, <ny, let H(S]-b) be denoted by Gs].b. Similarly, let
Sa ={tn, "ty SU " Sng) 5 t, o tm, EH  and
s{,---,s,’la €K.

Suppose Bob needs to sign his message M. First he has

to compute a hash of the message using a suitable hash
function.

Assumption 3.8. Assume that the messages are from a
suitable domain, where they can be mapped to a hash value
which is an element of H, using a suitable hash function.

Let hash(M) = hsuch that h € H.
3.1 Signature protocol 1

1. Bob chooses an element, say (hy,sy) and makes it
public together with the sequence,

s, (1), O, (hiyar), =, 05, (hiyesd, .0, (YL,
where O, (hi,11),6s; (hiy+2), 05), (Riyes), e are
additions of some random elements at random places
known only by Bob.

2. Alice sends Bob, {¢, (Hsjb (h), ¢, (esl_b (Rip+1))s
0205, (hiy43)), ) $2(6s;, (hiy))Y;?-y , for an

arbitrary ¢, secretly chosen by her.
(z = (s1)"(52)72 *+ (sp, )" for some 2y, Z,, **, Zy,, € ZL).
3. Bob first compute, {¢,(hy),-,P,(hy)} , by
discarding the random additions and utilizing only the
mapped values of the generating elements, {hy, -+, h;, }.
Then, ¢,(w™1) = Sig is computed, where h - w =
hy and he attach it to the message as the signature.
4. Alice multiplies, ¢,(hy) - Sig = ¢,(hy) - p,(Ww™1)
= h, utilizing Bob’s public-key.

Together with the signature, Alice receives an encrypted
message from Bob. She can decrypt the message, obtain M
and apply the same hash function to it. If it is equal to the
above h value, then the signature is verified.

In step 3 of the protocol, Bob identify g, € H such that
Hsjb (gy) =hy, , for all j,y in order to obtain

d’z(gs]—b (gy)) = ¢z(hy); 1<y <i,.

The Lemma 3.1., shows that the public-key sequence of
Bob doesn’t compromise security. By Premises 3.2. — 3.6.,
it is proven that an eavesdropper can not identify the
generating elements nor the QSj’s, even if he attempts to

check all possible 8°s and generating elements. There exists
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a ¢: K — Aut(H), such that, ¢.i(f;) = h,, forany 6;(g) =
h, , making it a mathematically intractable problem to
determine 6 . This is satisfied by all the possible
homomorphisms, ¢’s, for each automorphism represented
by each value of [. Furthermore, for any 6;(g) = h,,, there
exists O.k(fx) =h, , for all k, which creates further
hardness in determining which generating elements, and 6
might have been chosen by Bob.

In obtaining the public-key sequence, Bob can use

0 ’s for some random k, instead of stb ’s to make the
Jb

protocol more secure. However, the above protocol is
practical only if it is not possible to distinguish between the
extra additions stb (hiy+1), stb (hiy+2), Hsjb (hi+3), -+ and
the values obtained from the generating elements, i.e.
stb(hl)"”'esjb(hib)'

The reason is that, since hy,---, h;, are generating
elements, stb (hl),---,stb (hiy,) are also generating
elements of H . Then, once an eavesdropper finds
{qbZ(BSjb(hl))'""d’z(gsj'b (hi,))} . he can use it to
determine ¢,. Furthermore, if an eavesdropper attempt to
guess values corresponding to generating elements, by
thinking of all possible generating sets and perform
different trials to identify a correct choice, the protocol is
still vulnerable even if additional random elements are

added to the sequence. The following suggestion proposes
a method which can overcome this restriction as well.

3.2 Signature protocol 2
1. Bob selects a public element, say (hy, Sy). Suppose
hew = hy and, w = hyth? b ® = (hythy?
hﬁ,) . (hfzhgz - hL{z) (hf’“h‘;’“ hgz];)’ for some
A, B, [ EN,1<j<L.
Let hythy -+ it = elt;", hy?hy? - h? =
elty?, -, hithy--hit = elt;".
2. He makes (hy, sy) and,

{elty, elt,, elt; .4, elts, -, eltg, elt; .3, elt;}
public, where elt; ., elt; 5, elt; .3, are extra
additions at random positions, to the sequence
{elty, -+, elt;}, which includes the elements whose
product contribute in forming w.

3. Alice sends Bob, {¢,(elt,), P, (elt,), p,(elt; 1),

¢, (elts), -, ¢, (elts), Py (eltyy3), -, P, (elt,)} for an
arbitrary ¢, keeping the same order of elements as
Bob has given.

(z = (s1)%(52)% -+ (Sp,) "M for some 2y, zy, ** Zy, € Z).

4. Bob first compute, ¢, (w).

(:bz(eltl) ’ (:bz(eltl) (:bz(eltl)

r1—times
Pz (elty) - Py (elty) -+ ¢, (elty)
ri—times
= ¢ (elty?) - p,(elt,™r) = ¢ (elt,™ --elt,™)

= ¢, (w)
5. Then, ¢,(w™1) = Sig is computed, and he attach it to
the message as the signature.
6. Alice multiplies, ¢, (hy) - Sig = ¢,(hy) - d,(Ww™1) =
h, utilizing Bob’s public-key.

Since a signature will be sent along with an encrypted
message, Alice will have the decrypted message M. She can
obtain the hash of the decrypted message using the same
hash function and compare with the above h value. If they
are equal, the signature is verified.

In the sequence, {elt, -, elt,}, some elements elt;
might represent elements of the set {hy,---, h;}. It is

L .
necessary to choose elt;’s such that {eltj}]__l will not

include all the elements in {hy, -, hl-b} because if it does,
since they are generating elements, ¢, (elt;)’s will also be
generating H, this will facilitate an eavesdropper to identify
the generating elements from the public sequence and their
mappings ¢, (elt;)’s under ¢,. Then, the eavesdropper can
determine ¢, (recreating the weakness mentioned under
protocol 1 again).

In step 4, Bob can choose to compute ¢, (w™1) directly

by choosing elt;j ’s to be elements whose products will

form w1,

Using ¢>Z(eltjrj ) values to compute w, while making

only elt;’s public gives additional security since the 7;’s are
known only by Bob. Moreover, the presence of additional
elements such as elt; , ¢, elt; ,,, elt; 3, -+ in the public-key
sequence assist in hiding which values will be used by Bob
in his computation. By Lemma 3.1., it is not possible to
determine ¢,, using only elt;’s and ¢,(elt;)’s, even if an
eavesdropper tries to check all possible homomorphisms
and generating sets, since the generating sets are chosen
secretly by Alice and Bob, unless the platform group allows
efficient and faithful matrix representations and are
vulnerable to cryptanalyses such as the algebraic span
cryptanalysis.

3.3 Security Analysis and Discussion

This section includes further analysis on the security
aspects and discussions in addition to the explanations
given above under each protocol suggestions.

The automorphisms ¢, 0, , where Z,Z' € K are
applicable on elements of H. Thus, we have chosen to
utilize the x -coordinates in illustrating the signature
protocols.
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Consider the following attacks commonly applicable for
digital signature schemes.

a) Key-only attack: the eavesdropper has only the public-
key of message sender.

b) Known message attack: the eavesdropper possesses a
set of valid signatures for some known messages,
which were not chosen by him.

c) Adaptive chosen message attack: the eavesdropper has
the ability to obtain the signatures for arbitrary
messages chosen by him.

It is evident that the proposed signature scheme offers
thorough security against the Key-only attack (if the values
transmitted by Alice after application of ¢, are not taken in
to account when considering the information known by the
eavesdropper, since, then only the public-keys of the sender
of the message are known to any third party). To prevent
impacts from the Known message attack and the Adaptive
chosen message attack, we suggest that for each
communication between two parties, groups and keys
should be generated each time and discarded after the
communication as one-time keys. This also eliminates the
insecurity created by the fact that Alice also can generate
Bob’s signatures using ¢, and hy.

The groups (Z, X Z,) Xy Zq, where p,q are distinct
primes are not suitable platforms for our proposals even
though they were used in examples to explain the ideas
clearly, because they offer efficient representations as
matrix groups. Since ¢, is an action by conjugation, when
matrix representations are feasible, an eavesdropper can
form a system of linear equations using z‘leltjz = fj (or
z7'hy,z = f,) which can be solved since elt;’s and f;’s (or
hy’s and f;’s) are known (by algebraic span cryptanalysis).

We will also note another weakness with respect to
protocol 1 as it will facilitate analysis when checking for
suitable platform groups in future studies. These groups are
especially not suitable when considering protocol 1, since
all the elements except the identity in Z,, X Z, can be used
as generating elements. Then, in
{es]-b (hl)' Gs]-b (hib+1)' ] gsjb (hib+3)' Ty gsjb (hib)} , an
eavesdropper can attempt to arbitrarily choose a suitable set
as a generating set and use it to determine ¢,.

4. Using Hamiltonian paths or any random
path in Cayley graphs

The above schemes can also be implemented by taking
(hy, sy) to be the ending vertex of a Hamiltonian path or
any random path in a Cayley graph of the corresponding
group. Although the use of paths and cycles in Cayley
graphs do not indicate a specific advantage for the above
protocols, we illustrate the concept below with the
expectation that it will be useful for any scholar where the

utilization of paths and cycles has advantages and an
inception for further research.

In Cayley graphs which are proven to have Hamiltonian

cycles or paths, usually the cycles or paths can be written
using mathematical formulae.
Example 4.1. Consider (Z, X Z,) X Z3. A set {s, hq},
with |s| = 3, |h,| = p is an irredundant generating set for
the group, where the action of s on Z,, X Z,, can be defined
as below [2].

Let a linear transformation T on Z,, x Z, be defined by
T(h) = s~ ths. Let m(x) be the minimal polynomial of T
and h, = T(hy) = s thys. As, |s| =3,T3 =1, so m(x)
divides x3 —1=(x —1)(x®> + x + 1) (Refer [2], for a
complete argument on determining that m(x) = x? + x +
1). T can be defined with respect to a basis {hy, h,} of Z, x
Z, as, T(x1, %) = (X3, %, — X3). Thatis, T (k" h,*?) =
s (h;**h,*?)s = by *2h,™17*2 (considering the rational
cannonical form, using m(x)). Using T corresponds to
using ¢, for computations, since Aut(Z, X Z,) =
GL,(Z,), where GL,(Z,) is the general linear group of
2 X 2 matrices over Z, . ldentify by comparing the
coefficients ay;’s in Premise 3.6. in the proof of Lemma 3.1.,
with the coefficients of x; and x, in T(x,x;) =
(=22, — xz) (that is, ¢s(xy,x2) = (—xz, %1 — x2)). In
particular, a} =0,a?=-1,al=1d3=-1 . A
Hamiltonian cycle in the corresponding Cayley graph of
(Zp X ) X L s [2],

o ) -1 (p=5) (p+1)
([(h DY s, ()™ 7071 5 () 2,575 Ry 2

’ S]' [hlp_lr S_l]r [h13j_1r S, (hl_l)_3j_1’ S*]j__k:é"l)’
-2

[ ¥ 57 ™ s 52 [(h TP s e s])
wherep =3k +1orp=3k+2,ands* =sors*=s"1
based on the value of j.

It is clear that the Hamiltonian cycle can be written
using ¢, p, q, s and h; via the mathematical proof, without
generating the graph. Also, any random cycle or path of any
length can be mathematically written once ¢, p, q, s and h;
are known. Therefore, for the cryptographic protocols, we
are proposing to obtain the Hamiltonian paths (or any
random path) using the mathematical proofs without
generating the Cayley graphs.

The difficulty of determining the Hamiltonian paths or
cycles (and any random paths or cycles) chosen by the
communicating parties corresponds to the difficulty of
determining ¢ and the generating set chosen by each
individual party.

Premise 4.2. When obtaining Hamiltonian paths using the
mathematical proofs as we have suggested, it is clear that a
person need to know ¢ and suitable generating elements
used in defining ¢ (or ¢ S}c’s). The vertex obtained as the
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ending vertex of a Hamiltonian path is different for different
choices of the generating elements.

Therefore, by arguments in Lemma 3.1. and Premise
4.2., it is proven that making the ending vertex public does
not compromise the security of the protocol and reveal the
Hamiltonian path chosen, if 8 and the generating elements
are kept as secrets. If any random path was used in the
protocol, the same argument follows. In fact, the
determination of a random path is even harder, due to the
presence of many random paths in a graph ending at the
same vertex (more than Hamiltonian paths).

Let Xq = Cay(H x4 K, Sg) and X, = Cay(H X K,
Sp) be the Cayley graphs of Alice and Bob, with respect to
the generating sets S,, S, defined above. As the public
element Bob chooses the ending vertex of a Hamiltonian
path or any random path in the Cayley graph, (hy, Sy)
(starting at the identity vertex) and the remaining steps of
the protocols; both under protocol 1 and protocol 2, can be
followed similarly (if the path doesn’t start at the identity
vertex, the product of the generating elements representing
the path will not be equal to (hy, sy) and it will have to be
taken in to account when performing computations).

The generation of Hamiltonian paths and cycles using
mathematical proofs (as in Example 4.1.) is possible once
H, K and ¢ are known, instead of generating the graph. This
is an advantage, for both efficiency and security of the
protocol (if paths in graphs are to be used). However, a
naive attack is possible, which is, checking all possible
homomorphisms (¢’s) for known H, K, and attempting to
identify the ending vertices of all possible Hamiltonian
paths in Cayley graphs. The ending vertices will be unique
and identifiable if there is to be only one generating set,
rather than a randomly chosen one. Thus, the random choice
of the generating sets and keeping the generating elements
and automorphisms as secrets makes the cryptographic
scheme secure against this attack.

5. Applications to Generalized DLP

In this section, we propose operation of variants of the
Generalized Diffie-Hellman key exchange and the El-
Gamal encryption schemes introduced in [21], using
Hamiltonian paths (or any random path) in Cayley graphs
of finite groups.

5.1 Discrete Logarithm Problem and Generalized Discrete
Logarithm Problem

The traditional DLP has been the foundation of many
practical public-key cryptosystems used up to date. For a
finite cyclic group G, generated by an element «, the DLP
is to find a non-negative integer x, such that a® = 8, where
B EG.

The authors of [22], had generalized the concept of DLP
to a problem over non-abelian groups. They had named it
as the GDLP, which can be identified as one of the

numerous attempts to extend the notion of the traditional
DLP to a problem over non-abelian groups.

Definition 5.1. [22] Let G be a finite group generated by
ay, e, 0. 8. G ={ay, -, a.). Denote by a = (aq, -+, ),
the ordered tuple of generators of the group G. For a given
B € G, the GDLP of g with respect to « is to determine a
positive integer k and a (kt) - tuple of non-negative
integers x = (xy4,**, X1, X1, X)) SUCh that, B =

k . .
Hizl(a,fll a:"tt)_

This can be expressed using the notation f = a*. The
(kt)-tuples (x1q, ", Xq1¢ **» Xg1, ***» Xpe) are known as the
generalized discrete logarithms of B with respect to a =
(aq, -+, ap). In 2010, 1. 1li¢ [21] (see [23] for a detailed
description) had conducted further studies on this GDLP,
and had proposed generalized versions of the Diffie-
Hellman key exchange and the El-Gamal encryption
schemes based on it. In order to overcome the inequality,
(a*)?Y # (a¥)* associated with the non-abelian elements,
the operation of conjugation by elements was introduced to
commute with the exponentiation by integers.

Theorem 5.2. [23] Let G = (ay, -, a,) be a finite non-
abelian group. Let (ay,, a,)* denote the operation of
exponentiation by integer x and for geG let
(ay,+,a,)9 denote the operation of conjugation:
(ar, =, a) = (@), a0) = (g7 ang, . g7 tng)
Then, ((a1, -, @)*)9 = (a1, -, @) )"

Let (hk),(h', k') € H>y K . Let us consider the
conjugate of an element in  this  group:
(h k)" (' k) (h k) = (¢ (A1), k™) (R k) (R k) =
(@i (R7Y) - (), k™1 - k") (h, k) = (i ' (h™T) -
Br-1(R) - Py (), k- k- k) = (pi (R -
Gi-1(h) - P-4 (R), ).

If the platform group used is a group which doesn’t have
an efficient and a faithful representation as a matrix group
(algebraic span method is easily applicable if it has matrix
representations) , then following the explanations in Lemma
3.1. it is clear, that conjugacy search problem is a difficult
problem in most of these semidirect products, even if
(h', k") is known, since there are many triplets of values
possible to be occupied by ¢rl(h™1),¢p,-1(h") and
¢r-1.,'(h), which can simplify to give the same result,
making it impossible to determine exact h and k values.

5.2 A Generalized Diffie-Hellman key exchange protocol
using paths in Cayley graphs

Let Alice and Bob be communicating using G =
H x4 K (the same group instead of using different groups).
With respect to a Hamiltonian path (starting at the identity
vertex), or any random path in a Cayley graph of G, let the
secret value x denote a tuple of elements representing the
exponents of each generating element along the path.
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1. LetX, = Cay(H X4 K,S,), where S, = {s, t} chosen
by Alice.

Leta = <s, t,s,t,,s, t> be the sequence of elements
N A Rl
n—terms

falling along the Hamilton path (or any random path),
s%1,t%2 §%3, t¥4 ... s*n-1 t*n be the Hamiltonian path (or
any random path) represented in terms of the generating
elements of the Cayley graph and, g =
s¥itXagX3tXa ... g¥n-1tXn Then, x = (xq, Xg, X3, X4,
[N xn)'

Alice’s secret keys are {s, t} and x. Public-keys are,
({9192, 9j» 5,6, Gjvr, -, 9}, B) for some gy, ga, -+,
gi € H X K, placed at arbitrary positions in the sequence

{91, 92, 9j,5,t,gj+1,+, gi} (positions of the generating
elements s, t are to be known only by Alice and the same
arguments follow for |S,| > 2).

2. Bob chooses a secret key, g = (h, k) € H X4 K, and
compute, 8’ = (97919, 97'929,,97'9,9, 97

$9,97't9,979j+19,+, 9 9i9). keeping the same
order of elements as in Alice’s public-key sequence.
The public-key of Bob is .
3. Alice identify g~1sg, g 1tg, by their positions in 5’
(which is known by her only) and compute,
(BY* = (g7'sg) (g7 tg) 2 (g 'sg9)** (g~ tg)™
~ (g isg) (g gy
= (g7'sMg) (g7t g) (g7 s™3g) (g7 M g) -
(g7 's™1g) (g™t g)
= g-lsMit¥eg¥3t*e ... s*n~1t*n g and Bob computes,
B9 = g l(s*1t¥es*3t¥4 ... s¥n~1¢Xn) g | establishing a
shared secret key between the two communicating parties.
5.3 Security Analysis and Discussions

= Based on the choice for S,, the order of vertices visited
and the ending vertex of the Hamiltonian path (or any
random path) changes. This enhances the security of the
scheme.

It is mentioned to place the elements g4, g5, ***, g; at
arbitrary positions in the sequence
{91, 92, 95, S 6 Gjets -+, gi}, in order to hide which
elements were chosen as {s, t}. Even the placement of

s, t can be consecutive or apart from each other.
= As x, if Alice chose a sequence of exponents

corresponding to a random path rather than a
Hamiltonian path, § will represent the ending vertex of
the particular path, and it amplifies the security of the
protocol through creation of further ambiguity to an
eavesdropper in tracing the secret key x.

= The proposed scheme is more secure if there are several
Hamiltonian paths which end at the same vertex (since
this gives several possibilities for x and uncertainty in
determining {s, t} and x based on the ending vertex if a
Hamiltonian path is to be used).

In fact, in the proposed protocol, if the ending vertex
of the Hamiltonian path is to be chosen as £, it is
necessary to assume that,

Assumption 5.3. There exists several Hamiltonian paths
ending at the same vertex either for a fixed choice of S, or
randomized different choices of S, or both cases.

54 A Generalized El-Gamal encryption scheme using
paths in Cayley graphs

1. Key generation: Let H X4 K be the non-abelian group
over which the communication processes. Let the
Cayley graph X, the choice of the generating set
S, o and all public and private-keys of Alice and Bob
be same as in the preceding protocol (the same
arguments follow for |S,| > 2).

2. Encryption: To send a message m € H Xy K to Alice,
Bob computes, C = mf9 and send the encrypted
message C to her.

3. Decryption: To decrypt the message from Bob, Alice
uses her secret key x to compute,

(BY* = (g7"'sg)(g7'tg)2 (g7 sg)* (g™ tg)™*
- (gTisg) Mg eg) ™
— g—lsxltx25x3tx4 _..an—ltxng — (ag)x’ and (('Br)x)—l’
and multiplies on the right by C she received from Bob.
C-(B)™* =mpI(a?)™ = m(a*)9(a?)™ =m.

The discussions on security for the previous scheme
also apply to this protocol as well. Alice’s secret key can be
chosen to represent a Hamiltonian path or any random path.
The schemes are secure only if s,t are indistinguishable
from the other elements of the public sequence. Both the
protocols can be evaluated by choosing any element of the
group directly, even though use of paths from a Cayley
graph is illustrated due to the academic interest and novelty.

6. Resistance to Algebraic span cryptanalysis

In [19], B. Tsaban et al. introduced a method to obtain
provable polynomial time solutions of problems in non-
abelian group based Cryptography. Known as the
“algebraic span cryptanalysis”, this technique had evolved
founded upon previously proposed methods such as Cheon-
Jun method [24] and the Tsaban’s linear centralizer method
[25]. Tsaban’s span method is applicable to problems where
a system of linear equations can be obtained from matrix
pairs g and f = g“, when g and f are known (notation:
g? = z gz for a matrix z). Thus, it can be easily used on
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non-abelian groups that have efficient and faithful
representations as matrix groups and is a very influential
attack.

By integrating a notion of marginal sets, V. Roman’kov
[20] has suggested the creation of a system with the matrix
pairs g and f = (cg)?, where a linear system of equations
can’t be obtained, hence making it resistant against this
attack ((cg)? = z71(cg)z). The use of a “salt” y, in the
system X7 1AX =yB , to create resistance against
conjugacy search in [26] also quite resembles this approach
in the way of using a product of elements cg, yB to hide the
original g and B.

Let F be a free group on a countably infinite set

{x1, %5, +--}and W be a non-empty subset of F. The value
of the word w at (g4, -, g,) is defined to be w(g4, ***, gn),
for w=w(xy,",x,) EW, and g4,*, g, €G; G is a
group.
Definition 6.1. [20] Forn € N, letw = w(xy, -, x,) be a
group word, G be a group and g = (g4, -, g,) be a tuple
of elements of G. Atuple ¢ = (¢q, -, c,) € G™ is said to be
a “marginal tuple” determined by w and g if,
w(c1 91, "> CnGn) = W(gy, -+, gn)- This is denoted by ¢ L
w(g).

Likewise, a set C € G" is said to be marginal with
respect to w and g, denoted by C L w(g), ifc L w(g) for
every ¢ € C. The author also indicates a universal method

of obtaining a marginal set C by a word w in [20]:

Let w=w(ay,,ay) =aq1a,ag, ; €EG, 1<i <
k, be any expression in straight form of a fixed element f €
G.Thevalues, a; = a; or a; = a]-‘1 for i # j are viable and
this word is non-reducible.

Consider xja;x,a, - xpa, =f — (1)

Every solution of (1) can be included in a marginal set
C. We can fix i and choose any value Xj=¢,]#1,¢€QG.
Then the solution of (1) is,

X = ailicity ar e fag et e aihety — (2)

Also a solution of (1) can be generated by a sequence of
the following random elementary insertions. Suppose we
have a solution, (cy,:+,c) of (1). For any i and any
random element d € G, we can change c; to ¢/ = c;a;da;*
and ¢;4, 10 ¢j,; = dc;y1. Then, a new solution of (1) is
obtained. Continuing this process with random d and i, a
series of new solutions of (1) can be computed.

Since w(ciay, -+, crar) = w(ay, -+, ax), (c1a4, -+,
ay) could be used instead of (a4, -*+, ai) in an algorithm to
make it secure, while not having the slightest change to the
results of computations.

We have made all the above proposals independently
before reading and understanding the literature [19], [20].
But if the platform group utilized for the implementation of
the protocols has an efficient matrix representation they are
vulnerable to the algebraic span cryptanalysis. Hence, we

suggest the following modified steps integrating the
proposal in [20] to overcome this attack. Let all the
notations and variables be same as in the initial proposals in
sections 3 and 5.

6.1 Modified signature protocol 1

1. To use the method under protocol 1, Bob first write w

in terms of hy, -+, hib.

— p¥1 Xip _
w = h} ...hib =hy -hy by by by by,
x1—times xy, —times
and determines all marginal tuples, ¢ =
(Cl' €2,y Cxyr Cx—(xib—l)v Cx—(xib—z): ) Cx)
hy -

suchthat, w=c;-hy- ¢ hy ¢y

Cx—(xiy-1) “hy, " Cx—(xy-2) hiy, e e hyy

2. Then, he obtain a sequence, {hy, hy, by, 41, , Ry 43,

=+ hy} . where Ry g, hy 40, Ry 43,0 are  extra
additions at random positions known only by him. Bob
also modifies the set D consisting of the marginal
tuples, so that each marginal tuple will have extra
elements added at the same positions.

P— — —
That is, ¢ = (cq,C2, Cxy1, "1 Cxy3, ., Cy) Tor all c €D
—

where D is the modified marginal set and
Cx+1rCx42, Cxy3, +++ are extra elements added.

3. Bob make (hy, sy), the sequence
{hy, by, Ry i1, Ry 430+, By, 3, and D, public.

4. Alice chooses a random ¢ € 5’, a secretly chosen
arbitrary ¢,, compute, {¢,(c; - hy), b, (c2  hy), P,

(Cx+1 : hib+1)r Ty ¢z(cx+3 : hib+3)' Ty ¢z(cx : hib)} and
send the sequence to Bob in the same order.

5. Bob compute, ¢,(c; - hy) - ,(cz - h) -+ pz(cx - b)) =
¢z(c1-hy - Cp o hyecy - hy) = ¢,(W), using the
correct (hidden) values from the sequence.

Then, ¢,(w™1) = Sig is computed and he
attaches it to the message as the signature.

6. Alice multiplies, ¢,(hy) - Sig = h, and compare with
the hash value obtained from the decrypted message
same as in the original proposal.

If ¢, ’s obtained are equal for each h,,, for particular y’s
Bob may include h, and ¢, only once in the public
sequences. Once he acquire the mapping under ¢,, he can
take it’s product with itself, x,, — times to obtain the
relevant value (1 <y < iy).

Example 6.2. Suppose a marginal tuple isc = (¢y, ¢y, ¢4,

x1—times
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) Gy Gy s Gy ) Then, Bob can make {hy, hy, hy 41,
N e M )

xib—times
hi,+3,-+, hy, }, public together with the modified marginal
tuples, ¢ = (€1, oy Gy 41077 Gy 4305 Gy ) €D , where

iyt iyaz Rz, @M Cyy 41, Cry 420 Cxy 43,0 @TE EXEFA

elements added. The equal elements are not repeatedly
mentioned in the sequence nor the modified marginal tuples.
After  Alice sends, {¢,(c; - hy), ¢ (c; - hy), G

hib+1)r"'r¢z(cx,vb+3 : hib+3)r"'r¢’z(cx,vb : hib)} , Bob can
identify ¢,(c, - h,)’s and obtain the products of each
element with itself x,— times to compute any

¢z((cy ' hy) ’ (Cy ’ hy) (Cy ) hy))'

xy—tlmes

6.2 Modified signature protocol 2

1. Recall that, w = elt;* - elt,? -+ elt, . Bob compute

marginal tuples € € D such that,
w=ocy-elt; - c,-elty - ¢y -elty.

2. He modifies the sequence of public elements as well as
each marginal tuple in the marginal set by including
extra elements, at the same positions and make them
public together with (hy, sy).

The modified public sequence would be like,
{elty, elty, elt; .1, elt .3, -, elt,}, where elt; 4,
elt; o, elt; .3, are extra elements and a modified
tuple ¢ would be, € = (C1, €2, Cppqs**» Cprpzr 5 Cp)

p—
€ D, where ¢,/ ,4,C;745,Cp7 45, are extra additions.

—_
3. Alice chooses a tuple ¢ € D and shares the sequence,

{d,(c1 - elty), P, (cy - elty), P (cpryq - €lt 1),
bo(cryz - eltpys), -, ¢ (cpy - elty)}

4. Bob identify the necessary elements by their positions
in the sequence and compute,
¢z (cy - elty) - ,(c, - elty) -, (cy - elty)
= ¢,(cq -elty - c; -elty - cpy - elt, = P, (w).
Then he obtains, ¢,(w™1) = Sig and attach it to the
message, which can be verified by Alice following the same
steps mentioned before.

As discussed under the protocol 1’s modification above,
if ¢;’s obtained corresponding to elt; for particular j’s are
equal, Bob may include elt; and ¢; only once in the public
sequences. Once he acquire the mapping under ¢,, he can
obtain it’s product with itself, 7; — times to obtain the
relevant value (1 < j < L).

6.3 Modified Generalized Diffie-Hellman protocol

1. Alice compute a marginal set C L B(g), where g is
the tuple g = (s, t). Then her public-keys are

({91'92. “"gj; S, t;gj+1; "';gi},ﬁ,E) and the

private-keys are same as before, where C is the
modified marginal set with additional elements

¢y, +++, ¢; added to each tuple € € C at same positions
occupied by the additions {g,, -+, g;}.

2. Bob
(c1,hcpc e iy, c) € C and compute B’ =
9711019, 97299, .97 69;9, 97 ¢'s
9, 971 c"tg, 971 4195419, ., 97 €19: 9) Keeping
the same order of elements as in Alice’s public-key
sequence. The public-key of Bob is now S'.

chooses a random marginal tuple ¢ =

-1 .11

3. Alice identify g~1c'sg, g~ 1c"'tg, by their positions in
B’ (which is known by her only) and compute,

(B = (g7 c'sg)™ (g7 c"tg)* (g c'sg)™s
(g7 'c"tg)* -+ (g c'sg) (g™ c " tg) ™
= (g7(c')g) (g7 (c")*29) (g7 (c's)*2g)
(@71 (c"t)**g) - (g7 (') g) (g~ (") g)
= g7 (c's)M 1 (c" )2 (c"s) 3 (") - (c"s) T
(c"'t)*ng, and Bob computes,f9 = g~1(s*1t*25*3

t*4 ... s*n~1¢Xn) g establishing a shared secret key.

This is applicable, if the component of the marginal tuple
multiplying each s in the element S are equal and that
multiplying each t are also equal. That is, equal to ¢’ and
¢ respectively. Otherwise, suppose, f = stsst --- t. Then,
marginal tuples (cy,*+, ¢y, ) can be computed such that,

B = (c15)(cat) (c35)(ca5)(c5t) -+ (cy, 1). Let C be the set
with all such marginal tuples, and T be the set including
modified marginal tuples ¢ = (cy,dy,Cp Cy,) with
additional elements dq, d,, -+ at random positions. The set
C can then be used as a public-key in the protocol.

6.4 Modified Generalized El-Gamal scheme

The computation of marginal sets can be done as
explained in the above scheme and the rest of the steps
could be implemented following the original statement in
section 5.

The presentation of elements in the public sequences, by
taking permutations of the elements or adding extra
elements, to hide the true elements which will be used in
computations and the length of the words, could be further
followed as proposed in [20] to achieve better security,
which resembles our proposals as well to a certain extent.

7. Conclusion and Future studies

This research presents another novel approach to
cryptography using an intractable problem of determining
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automorphisms and generating elements of a finite group.
While on the contrary many of the previous cryptographic
schemes using non-abelian groups have been proven to be
vulnerable, this could be a suggestion of a pathway on new
further studies leading to stronger schemes. The
applicability of paths in Cayley graphs in these protocols
imply that the HPP and HCP in Cayley graphs of non-
abelian groups, and in fact the difficulty of determining
random paths and cycles in Cayley graphs can also be
considered in developing public-key cryptographic
protocols. This study can be regarded as the first, where the
paths in Cayley graphs were obtained for cryptosystems by
utilizing the abstract properties of the graphs through
mathematical proofs rather than suggesting to generate the
graphs and a useful inception for further such researches.
Exploring suitable platform groups for the implementation
of the protocols, investigating novel algorithms where the
use of paths and cycles in Cayley graphs is essential and
beneficial, determination of improvements to enhance the
security of the protocols, investigation of protocols which
can employ the y -coordinates of the elements of the
semidirect products we have mentioned are some of the
related future research directions.
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