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A study on the threat hunting model for threat detection of
circumvent connection remote attack
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Abstract In most hacking attacks, hackers intrudes inside for a long period of time and attempts to
communicate with the outside using a circumvent connection to achieve purpose. research in response
to advanced and intelligent cyber threats has been mainly conducted with signature-based detection and
blocking methods, but recently it has been extended to threat hunting methods. attacks from organized
hacking groups are advanced persistent attacks over a long period of time, and bypass remote attacks
account for the majority. however, even in the intrusion detection system using intelligent recognition
technology, it only shows detection performance of the existing intrusion status. therefore,
countermeasures against targeted bypass rwjqthrwkemote attacks still have limitations with existing
detection methods and threat hunting methods. in this paper, to overcome theses limitations, we
propose a model that can detect the targeted circumvent connection remote attack threat of an
organized hacking group. this model designed a threat hunting process model that applied the method
of verifying the origin IP of the remote circumvent connection, and verified the effectiveness by

implementing the proposed method in actual defense information system environment.
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