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Abstract

Nowadays, the Internet of Things (loT) is adopted to enable effective and smooth
communication among different networks. In some specific application, the Wireless Sensor
Networks (WSN) are used in 10T to gather peculiar data without the interaction of human. The
WSNs are self-organizing in nature, so it mostly prefer multi-hop data forwarding. Thus to
achieve better communication, a cross-layer routing strategy is preferred. In the cross-layer
routing strategy, the routing processed through three layers such as transport, data link, and
physical layer. Even though effective communication achieved via a cross-layer routing
strategy, energy is another constraint in WSN assisted I0T. Cluster-based communication is
one of the most used strategies for effectively preserving energy in WSN routing. This paper
proposes a Bio-inspired cross-layer routing (BiHCLR) protocol to achieve effective and
energy preserving routing in WSN assisted 1oT. Initially, the deployed sensor nodes are
arranged in the form of a grid as per the grid-based routing strategy. Then to enable energy
preservation in BIHCLR, the fuzzy logic approach is executed to select the Cluster Head (CH)
for every cell of the grid. Then a hybrid bio-inspired algorithm is used to select the routing
path. The hybrid algorithm combines moth search and Salp Swarm optimization techniques.
The performance of the proposed BiHCLR is evaluated based on the Quality of Service (QoS)
analysis in terms of Packet loss, error bit rate, transmission delay, lifetime of network, buffer
occupancy and throughput. Then these performances are validated based on comparison with
conventional routing strategies like Fuzzy-rule-based Energy Efficient Clustering and
Immune-Inspired Routing (FEEC-IIR), Neuro-Fuzzy- Emperor Penguin Optimization (NF-
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EPO), Fuzzy Reinforcement Learning-based Data Gathering (FRLDG) and Hierarchical
Energy Efficient Data gathering (HEED). Ultimately the performance of the proposed
BiHCLR outperforms all other conventional techniques.

Keywords: Bio-inspired Algorithms, Cluster Head(CH), Cross-layer, Grid Coordinator,
Moth Search (MS), Quality of Service (QoS), Salp Swarm Algorithm (SSA)

1. Introduction

|nternet of Things (loTs) is globally suggested to use in various application for interlinking

various networks. In recent days IoTs are used in various heterogeneous networks such as
medical network, vehicular network, mobile network as well as sensor networks [1]. In
particular, the sensor network or WSN can improve the distributed intelligence and
communication protocols for smart devices and various other equipment, which is combined
to form a novel futuristic internet solution in 10T. The WSNs are emerging as an advanced
platform that is useful in lots of applications like healthcare, environmental monitoring,
intelligence surveillance, smart cities, military, etc [2]. In these applications, small sensors act
as nodes to collect and transmit the information to a base station or sink node [3]. An individual
sensor node is a self-operating device which is connected wirelessly and is spatially distributed
[4]. So every individual node can simultaneously sense, process and interact with one another
[5]. The price of the loT systems has decreased dramatically, opening up a number of
possibilities to boost potential innovation and deployments [6]. Researchers have been
exploring the Wireless Sensor Networks technology (WSNSs) for over a decade and, along with
numerous routing methods, different techniques have been proposed by the researchers with
regard to reducing the packet and frame size of medium access control (MAC) and physical
layers. Various other unsophisticated processes, energy combination with applied fusion
techniques, time, placement and safety mechanisms have been made aware of. They enrich
fundamental infrastructures, high-level abstractions that are assisted by operating system
designs, and large-scale management systems to handle data generated in an appropriate way
[7]. The energy control of the 10T networks are now becoming self-sufficient [8].

Broadcasting is an efficient method of improving the effectiveness of communication to
ensure the data reaches all the designated receiver nodes. The WSN has a multi-hop forwarding
nature. The information transmitted over the wireless channel shas a chance for losses, so it is
difficult to achieve effective communication in multi-hop forwarding [1]. So the cross-layered
routing strategy is an essential requirement for the wireless network, to solve the problems that
arise during data transmission [9]. In cross-layer based routing strategy, the WSN permit all
the layers to accomplish a data transmission [10].

The performance of sensor networks can be enhanced by rectifying the routing issues
related to energy conservation. The cross-layered architecture can help to boost network
performance. In this type of architecture, all the layers of the protocol involved to send the
network status and transmit information. These types of methodologies can determine a better
path for routing with the consideration of both energy consumption and performance of the
network [11]. In the cross-layer routing protocol, the different layers of network protocol is



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 4, April 2021 1319

fused to attain the maximum QoS [12]. Non-hierarchical data exchange between various layers
takes place in cross-layer based routing architecture [13]. The analysis founds that the cross-
layer based routing can reduce the overhand, also it can optimize the network to achieve the
desired QoS [14].

In energy-aware routing of sensor networks, the mechanisms should limit the usage of the
number of nodes in the communication path. Thus it is essential to determine a proper path
between the particular sensor node and base node [15]. Hence in a later period, the energy-
aware routing mechanisms are developed with one or more following constraints, such as
Node deployment, global addressing, memory & power constraints and IP based routing [16].
On the other hand, researchers have also tried to minimize the energy consumption in WSN
routing by data fusion, MAC optimization, optimal path selection and cross-layer optimization
[17]. These WSN routing mechanisms are categorised under one of the three types such as
proactive, reactive and hybrid routing. In proactive routing, the routes are predefined without
bothering the necessity. But in reactive routing, the routes are defined based on the demand or
request. Finally, in the case of hybrid routing, the features of both proactive and reactive
routings are combined based on the application. In addition to these mechanisms, hierarchical,
location-based and flat-based routing are some of the noticeable strategies for routing in WSN
[18].

Transmission time and power consumption are considered as important factors for forming
a routing strategy in the WSN. Thus these factors are considered to formulate the mixed-
integer non-convex optimization problem. Then the multilevel primal and dual decomposition
approach was used to solve the formulated optimization problem [19]. The earlier routing
strategies are configured to determine only one path between the sensor and the sink [20]. But
the recent strategies determine more than one path to ensure the reliability and robustness of
the sensor network [21]. Similarly, by solving a linear programming problem, the optimal
operation point based on the parameters like the scheduling, routing and sampling rate can
achieve.

Linear programming can solve the problems based on the system needs [22]. The most
possible performance is optimized by updating the routing & scheduling of the system as well
as the sampling rate of control systems [23]. In this sense, a bio-inspired algorithm based
routing strategy is proposed for WSN and targeted to enhance the performance in terms of
energy, reliability and robustness. The major contribution of this paper is, an energy-efficient
routing strategy for WSN assisted IoT with better reliability using a hybrid bio-inspired
algorithm. The proposed routing strategy includes two major phases such as;

e The nodes are deployed in the grid form based on the grid-based routing strategy. Then a
fuzzy logic is employed to determine CH for every cell in the grid. The fuzzy determines
the CH based on Sink Distance (SD), Node Degree (ND), and Residual Energy (RE) [24,
25].

e The hybrid bio-inspired algorithm is proposed to determine the optimal path between, the
sensor node to CH and CH to sink. Here the moth search and salp swarm optimization
techniques are combined to make a hybrid bio-inspired algorithm.

Effective communication can be achieved through cross-layer routing strategies, however
energy is a major constraint in WSN assisted loT. Cluster-based communication is one of the
most used strategies for effectively preserving energy in WSN routing. Hence, it is necessary
to improve the routing process for better energy preservation. The rest of the paper is organized
as follows; some of the studies related to this works are given in section 2. The proposed
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protocol and effective layer routing technique is shown in sections 3 & 4 respectively. The
planned proposal results are presented in section 5, and finally, the overall performance is
concluded in section 6.

2. Related Work

Some of the recent research works related to the cross-layer routing protocol which is energy-
efficient in wireless sensor networks (WSNs) are discussed.

Pandey and Agrawal [26] have presented a novel approach towards WSNs which uses an
ED-Based Heightened Energy Effective Cross-Layer Model. By utilizing cross-network
methodologies, the work seeks to improve performance within a network, which use the cross-
layer approach. Alteration of transmission power is done by using a power control technique
and this results in a notable energy consumption reduction. The “ED” of each node is
considered while calculating weights. This contributes to a significant reduction in control
overhead. The results obtained by incorporating ED was compared with other popular
algorithms and an effective increase in performance is noted.

An Energy-Efficient Cross-Layer Approach was utilized for Cloud Wireless Green
Communications, and it was introduced by Sadiq et al. [27]. Energy-Efficient Cross-Layer
(EECL) methodology has been considered which was proposed by using the interaction of the
physical and MAC layer information to be used by a network layer to attain effective
communication. Evaluation of effectiveness by considering factors like data rate and power
utilization was done using MATLAB.

Munawwar et al. [28], designed a novel approach performance analysis of Energy Efficient
Cross-Layer Load Balancing, which is utilized in Tactical Multi-gateway Wireless Sensor
Network. There were four parameters stimulated and investigated namely Delay, Energy
fairness, Packet loss rate and routing overhead. Out of the four modes, normal compression
mode makes the best choice for data transmission with having less delay, good energy fairness,
less packet loss rate and less routing overhead.

A rule-based clustering for 10T system with consideration of energy was presented by
Preeth et al. [29]. A cross-layer optimization system with clustering was presented to stabilize
energy consumption. An immune-inspired routing protocol, which used the cross-layer
optimization model for routing in 10T. They evaluated the results of the protocol based on the
QoS parameters. They have achieved at 100 nodes the average energy consumed was 45J,
network life is 5500 rounds also the packet delivery ratio, end to end delay, and throughput
are 99%, 2.2sec, and 0.95Mbps respectively. The same researchers have improved their
performance in their further research [30].

Ammar et al. [31] proposed a Cross-Layer approach based on energy minimization for
WSN. The energy efficiency of the system was tried to enhance using small-scale channel
fading. It was observed that the usage of the cross-layer method extends the lifetime of the
network considerably and guarantees effective communication. Their approach has produced
a maximum of 99% packet delivery ratio and 0.03sec delay.

Dattatraya & Rao [32] have developed a routing model to enhance the network life and
energy efficiency by selecting a suitable cluster head. The authors in this work have utilized a
Glow Worm Swarm with Fruit fly algorithm for optimally selecting the most suitable cluster
head in WSN. They showed that the considered algorithm requires less iteration and provided
better routing performances in terms of cost function. The mean normalized energy was 0.223
and the delay while using 100 nodes is 0.7135sec.
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Amuthan & Arulmurugan [33] have presented a hyper-exponential reliability factor-based
cluster head election to select the most trusted cluster head for communication. To increase
the lifetime of the network, the Semi-Markov scheme has been used. They have evaluated the
performance of the CH selection method based on network life and energy efficiency. Here
the presented technique has consumed 6.5J energy at 100 nodes and the delay was around
0.3sec.

An energy-efficient cluster head selection protocol by Jesudurai & Senthilkumar [34] to
improve the battery performance of the sensor node. This technique also provided improved
performances in terms of throughput, energy consumption and network lifetime. Here the
maximum energy consumed at 70 nodes was 0.26J.

Janakiraman [35] have combined the ant colony and artificial bee colony algorithm to
effectively select the CH in WSN. This hybrid algorithm has motivated to properly use the
nodes, thus the network performance was improved concerning number of alive nodes, dead
nodes, throughput and residual energy. Behera et al. [36] also proposed a CH selection
technique by rotating the position of the cluster heads with higher energy levels. Their CH
selection mechanism has improved the lifetime by 66%, residual energy by 64% and
throughput by 60%.

Lin & Wang [37] have proposed a dual cluster head mechanism based on clustering to
balance the energy consumption in WSN. They have used the game model to balance the
consumption of energy by both cluster heads. The performance of the system was evaluated
based on energy efficiency. ElI Alami & Najid [38] have proposed a hierarchy clustering
approach for efficient data communication in WSN. A hierarchical protocol was implemented
to identify the nodes with high energy for collecting and transmitting data to the base station.
This technique was evaluated in both heterogeneous and homogeneous network to analyze its
effectiveness.

The security issues in the 10T have been discussed and solved through deep learning in Lv
et al. [39]. A hierarchical intrusion detection model Stacked De-noising Automotive
Supporting Vector Machine (SDAE-SVM) has been developed on a three-layer neural
autoencoder network to investigate the implementation benefit of deep learning de-noise
autoencoder for the internet of object (loT) fusion protection. The implementation has
obtained an accuracy of 97,83%, FPR and FNR of 3.2% and 1.27% respectively for a four-
layer network framework, which is significantly better than the existing approaches. Hence,
when SDAE is applied, the detection accuracy is increased and is more reliable for intrusion
detection based on 10T convergence.

Security for virtual reality has also been implemented by Lv et al. [40] by using an
improved version of SVM known as Class and Sample Weighted CSCVM (CSWC-SVM).
The data used here is the KDDCUP dataset which contains well-known attacks in the network.
The obtained error rate of the proposed approach is lower than the existing C-SVM and RS-
SVM, while the accuracy is considerably higher. The proposed algorithm has performed well
in response to the industrial based network attack, which provides significance for the
application of VR in industrial monitoring. Similar security for VR has also been studied by
the same researcher [41].

The Access Control Four Store (AC4E) 10T model has been implemented by Lv and Song
[42] to examine security and privacy issues for Mobile 10T, by adopting data physical fusion
technology. The findings demonstrate that AC4E has good reactivity, accuracy, safety, parallel
processing and other features for the analysis of the optimal response path, confidence
mechanism and safety speed. AC4E can be utilized to isolate attack node influence and
reducing the system energy loss. Further analysis of its secrecy rate shows that nodes in
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different positions can maximise the system's secrecy percentage by a difference in power
distribution when the number of iterations is 5. Thus, the mobile 10T can considerably enhance
the network's safety and privacy and provide a specific experimental reference for later
enhancement in mobile 10T performance that is of significant investigational importance.

Other researchers have researched cross layer protocol and cluster head selection. The
authors in [26-31] concentrated on cross layer mechanism for WSN routing, in these
techniques they have given more concentration on energy consumption. In [29], an
optimization was tried to perform cross-layer routing mechanism. Then the CH selection
technique was presented in [32-37] by considering the energy consumption as a major
constrain, and techniques in [35], [36] evaluated the throughput to ensure the QoS. A cluster-
based routing approach similar to LEACH was proposed [38] to reduce energy consumption.
All these techniques considered energy consumption as a major constraint, but most of these
techniques processed clustering to determine a CH for transferring data to sink or base station.
But these technigues not bothering about the distance between the CH and sink. In a sensor
network, there should be a proper routing mechanism to transfer data from CH to sink to
increase the lifespan of the CH and network cycle. Thus in this proposed work, more focus is
given on determining an effective path between CH and sink for routing using cross layer
mechanism.

3. Methodology

An energy preserved Bio-inspired Hybrid Cross-Layer Routing (BiHCLR) strategy for the
WSN assisted 10T is presented, in this paper. Here the cross-layer routing is achieved by
involving the transport layer, data link layer, and physical layer. The proposed routing strategy
is executed in two phases, such as fuzzy-based cluster head (CH) selection and hybrid bio-
inspired algorithm for path selection. Initially, the fuzzy logic approach is executed for the
selection of CH using the grid-based routing strategy. After the deployment of nodes in the
WSN, the fuzzy logic is executed to assign CH, based on the SD, ND and RE. Then the optimal
path for routing is selected based on the hybrid bio-inspired algorithm. In this hybrid algorithm,
the moth search algorithm and Salp swarm algorithm are combined for optimal routing.

Node Deployment Grid Based Routing
F Strategy
Grid Formation
L .
CH Selection Fuzzy Logic Approach
7
Routing Table - -
¥ CHID Sink Location
Node ID CH location
Path Selection

Hybrid Moth Search &
Salp Swarm

Fig. 1. Architecture of the BiIHCLR
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The architecture of the proposed BiHCLR is shown in Fig. 1, for the energy-aware routing
in the WSN assisted 10T. Initially, the nodes in the network are gathered in the form of a grid,
based on the grid-based routing algorithm. Then one of the nodes from every grid cell is
selected as CH and a most effective node (energy-based) of the network is assigned as a sink
node. Subsequently, the hybrid bio-inspired algorithm is used to determine the routing path.

The grid-based routing algorithm includes two major models such as Network model as
well as the Energy model. In WSN, initially, the grid is formed then the sensor nodes are
placed in every grid, and finally a sink node will be placed in any one of the grids. The grid is
a two-dimensional matrix as shown in Fig. 2. The grid region is specified as a square shape
and the size of the network is based on the transmission radio range. Fig. 3 shows the
representation of grid cell identification in WSN.
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CH Node
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Fig. 2. Grid based sensor node deployment in WSN
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Fig. 3. Representation of grid cell identification in sensor network Grid
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3.1 Network Model

In this type of model, the initial sensor nodes are arranged in grid form. This model focuses
on cluster formation and cluster head selection. The network region is modelled as a square
field with uniformly distributed sensor nodes. Sensor nodes collect data from the sensing field
and forward the same data to the base station. It is considered that all the sensor nodes have
the same configuration and limited energy. The nodes are randomly deployed inside the grid,
and the BS is stationary and placed inside or outside the sensing region. The grid-based energy-
efficient routing algorithm consists of three phases which are grid formation, grid coordinator
selection and data transmission.

3.2 Energy Model

The radio energy model can determine the energy consumption in the sensor network. In
proportion to this model, a message of size one bit is sent to the sender x to the neighbourhood
y, and the consumed energy is represented as e (x, y) and the distance is represented by d(x, y).
Ex is the amount of required energy to perform for the signal transmission from x to y. Here,
E,. is the required energy. The energy consumption is computed using (1).

e(x,y) = e teyxd(x,y) *a )

where « is the path loss constant and e, e, are constants that depend upon the WSN devices.

Each cell in the grid is represented by a unique identifier in the grid as shown in Fig. 3.
The energy model is a simple class and its principal purpose is to track the condition of the
network and to measure its energy usage accordingly. It manages the energy source
notification when node energy is exhausted. It also keeps a record of the device's overall
energy usage. Hence, this energy consumption is measured and used for in the optimization of
the CH. In this model to attain reliable operation, considered the transmission range depends
upon the sensitivity, grid size and transmission power of the sensor nodes. The sensor nodes
are set to directly communicate between grids in the single hop. The transmission radio or
signal scale is denoted as ‘R’, and the size of the grid is indicated as ‘a’ [43].

R=aV2+aV2 2)

a=— (3)

Then the selected CHs are ranked based on degree calculation, which is the ratio
of number of nodes in the cell to the total nodes in the network. The Cluster head degree
is calculated using (4). It is the ratio of the number of nodes in the cluster to the total number
of nodes.

CH __ Number of Nodes in the cluster
Degree — Total Number of Nodes

(4)

The CH degree helps to evaluate the capacity of the grid cell based on the ranking. That is
higher the degree value represents the lower the acceptance rate of a new node. For an effective
grid-based communication, the CH degree should be even or its variance should be less to
maintain reliable communication in WSN. Based on the above equations, fuzzy logic is used
to select the cluster heads as detailed in the next section.
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3.3 CH Selection using Fuzzy Logic Approach

The deployed nodes are arranged in form of grid on grid-based routing strategy. Then the fuzzy
logic is executed to select the CH for every cell in the grid based on SD, ND and RE. The layer
routing is performed in a grid by grid manner, and the sensor nodes are randomly deployed
[43]. The role of the cluster head is to transmit the data to the BS by forwarding the messages
through the neighbouring cluster heads.

In each grid, the sensor nodes are denoted as grid members. The cluster members balance
the load in a cluster, and one of the sensor nodes is selected as a cluster head. In the grid, the
cluster heads are selected by using the fuzzy decision-making system. The proposed method
has three inputs, which are residual energy of the cluster head, node degree, and the distance
between cluster head and sink, while the output is the node that is selected as the cluster head.

In the fuzzification stage, the values in the grid are converted into linguistic variables. These
linguistic variables used as membership functions in the fuzzy. The membership functions
assigned for each input variable is shown below:

e  Distance between CH and BS — Near (N), Medium (M), and Far (F).
e Residual energy of CH — High (H), Medium (M), and Low (L).
e CH degree — Low (L), Average (A), and High (H).

Similarly, for the output variable, lots of membership functions are used as given below:
e  Selection of Cluster heads - Very High (VH), High (H), Medium High (MH), Ultra High
(UH), Medium (M), Medium Low (ML), Low (L) and Very Low (VL).

These input and output membership functions are shown in Table 1.

Table 1. Membership Functions

/P Distance between CHand BS | N M F
Residual Energy of CH L M H

Degree of CH L A H

o/P Selection of CH VL| L [ ML | M
UH|MH| H | VH

The membership function for the fuzzy rule is assigned triangular and trapezoidal member
functions as shown in (5) and (6). The triangular curve contains both scalar and vector
functions, where the vector function is denoted by a, which depends on scalar parameters, |1,
my, and ny, as given in (5).

o1 (@) = { T 5)

ni—mq
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Where, a is the member of the universal set, [, is the lower boundary, n, is the higher
boundary and m represent the middle point of the triangle. While the triangular function has
three scalar parameters, the trapezoidal function has four scalar parameters denoted by [,, m,,
n,, and o,.

0 a<l
a—l1,
<a<
—— L<a<m,
Ho1(@) =4 1 my<asmn (6)
0—a
<a<
0p—T0, Ny, =0a=oy
0 a> o,

Where, I, is the lower limit, m, is the lower support limit, o,is the upper limit of the
trapezoidal, n, upper support limit. The proposed system uses the Mamdani fuzzy inference
rule. Two rules are used for the approach as shown in Table 2 which are

e Rulel: If (REisL)and (SDisF), then (CHis VL)

e Rule2: If (RE is H) and (SD is N), then (CH is VH)

Table 2. Fuzzy Rules

RE | sD | nD | CH RE [sp [nD | _SH RE [ sD | ND | CH
selection selection selection
H N L VH M N L H L N L H
H N | M H M N M M L N M M
H N | H M M N H M L N H L
H M L H M M L H L M L M
H| M| M M M| M| M L L M | M M
H | M| H L M | M H L L M H VL
H F L M M F L M L F L L
H F | M L M F M L L F M M
H F H L M F H L L F H VL

Then at the output phase, the defuzzification is performed in which the predicted
membership functions are converted into crisp (binary) values using (7).

_ I am@)

Z
i u(a)

(7)

Where, a; epitomizes each representative of the output world, pa; indicates the
association degree of a; and g denotes the number of representatives in output.
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T T T T T T T T T
low medium high
1.0+
0.5+
0
| | | 1 1 | | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
Input Variable : Energy
Fig. 4. Membership functions of residual energy in CHs
T T T T T T T T T
close medium far
1.0 5
0.5+
0
1 1 1 1 | 1 1 1 1
0 10 20 30 40 50 60 70 80 90 100

Input Variable : Distance
Fig. 5. Membership functions of sink distance

Fig. 4 and Fig. 5 shows the membership function of residual energy and sink distance
respectively. The fuzzy rules are assigned in the membership function, and the output is
extracted by applying the rules. These fuzzy rules are then applied to the optimization approach
for routing as shown in the next section.

3.4 Hybrid Bio-Inspired Algorithm for Routing
An intelligent cluster head selection is performed using a grid-based method with a fuzzy logic
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system. The optimal path for routing is determined using a Bio-inspired algorithm. In this work,
a hybrid approach that combines the Moth search algorithm and Salp swarm algorithm is used
for the optimization and to determine the better routing path. The bio-inspired algorithm
includes three main phases, which are explained below.

3.4.1 Initialization

In this phase, the available paths between CH and sink nodes are initialized as initial
population for the optimization. Initially, one of the CHs is considered as the sender and all
other CHs are considered as intermediate paths or sink. Thus in this initialization phase all the
possible paths between CH and sink, which is represented in (8).

Sol="P;,i=12,..N. 8)

where, ‘Sol’ represents the initial population set, ‘Pi’ indicates the i"" path between CH and
sink, and ‘N’ is the total number of paths. The path includes distance and total energy.

P = {RE, DIST} )

where ‘RE’ is the residual energy of nodes in the path, ‘DIST” is the total distance of the path.
The standard deviation for residual energy (ozg) is used for the measurement of the quality of
uniform load distribution among sensor nodes and is given in (9).

1 2
RE = fl = Ogg = \/;Z?:l{.uRE - e(nodej)} (10)
Here,
n
1
MR = Ez E(node;)
i=1

where, ‘n’ is the total number of nodes that exist in the path and ‘E(node;)’ is the residual
energy of i node in the path. Then the distance between the sender CH to the sink is calculated
as the sum of Euclidean distance between each CH in the path, which is given in (11).

DIST = 37~ \/(CH;(x) — CH;41(x)) + (CH;(¥) — CH;41()) (11)

where, ‘CH;(x)’ and ‘CH;(y)’ represents the x and y co-ordinate of i"" CH in the path
respectively. Thus the first objective of the proposed optimization is energy reduction which
is formulated in (10). The second objective is to reduce the path distance, which is formulated
in (11). Hence these two parameters of every path are initialized as the initial population.

3.4.2 Fitness Evaluation

In this phase, the fitness of every solution or path between the CH and sink is calculated. The
major objective of the optimization is to find the path with less energy consumption and short
distance. Thus, the formulated objective function includes both the energy and distance of
every path. The fitness function is formulated as the minimization function and it is the product
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of energy and distance, which is given in (12).

F; = min{RE; X DIST;} (12)

where, ‘F;’ is the fitness of i population, ‘RE;’ is the energy required in the i population and
‘DIST;” is the total distance of i"" path or population.

3.4.3 Solution Update and Path Selection

In this phase, based on the fitness value a path is selected or it is used to update the solution.
Here the Moth search and Salp Swarm Optimization is combined to execute the hybrid bio-
inspired optimization. The Moth Search (MS) optimization is one of the recently developed
population-based algorithms that mimic the navigation methods of a moth. Generally, moths
fly around the light source mistaking it as the moon [44, 45]. The position of Moth is
considered to solve the optimization problem.

One the other hand, the Salps are aquatic animals that look like jellyfish and move in
groups. They form groups known as Salp chains which have two groups head and followers
[46]. They work together in swarms for movement and to identify food sources. The leader
Salp is at the front and finds the food, while the follower Salps will follow the leader Salp to
reach the food source. This behaviour has inspired an optimization approach that proposes to
use the low-level nodes to find a high-level network. The approach is known as Salp Search
Algorithm (SSA).

Algorithm: Hybrid Moth Search and Salp Swam Optimization

Begin
Initialization. Initial Path or Population Pi;
Maximum generation MaxGen;
max walk step Smax, the index f, and acceleration factor.
iter=1;
Fitness Evaluation. Evaluate Objective function using Eq. (11).
While iter<MaxGen do
Sort all the Population or path as per their fitness.
if i< N/2 do
Update CH Position by Moth Search using Eq. (12)
else
Update CH Position by Salp Swarm using Eq. (12)
end if
Evaluate the population as per the newly updated positions
iter = iter+1.
end while
Output the best population or path.
End

Fig. 6. Pseudocode for Hybrid Bio-inspired algorithm

After the fitness evaluation, all the population are arranged in increasing order, half of the
paths or population are updated levy flight as per moth search optimization. Then the
remaining populations are updated based on the update rule of the Salp swarm. The
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pseudocode of the hybrid moth salp algorithm is given in Fig. 6. The first 50% of positions of
the cluster heads are updated by performing moth search Levy flight distribution [47]. The last
50% of positions are updated based on Salp swarm [27] is given in (13).

i i« N
i 1xt + aL(s). i</, )
5 (xit1 +x})  otherwise

where, x} and x}** are the original and updated position of CH respectively at the present
generation of population, ‘t’ is the dimension of the population. L(s) is step drawn from Levy
flight described as shown in (14),

L(s) = B-DrB-1)sin(m(B-1) (14)

- nsB

The accelerating factor is the ratio of a rate at a high temperature to a lower temperature.
Here, the acceleration factor B is selected as 1.5 and assumed that S is greater than zero. The
value 1.5 is randomly selected based on trial and error. The parameter o is denoted as scale
factor. It can be formulated as shown in (15).

Smax
a = iz (15)

Here, Smax is the maximum walk step that will move from one CH to the other CH. The
base station or sink node periodically broadcasts its information such as the present position
and node identification (ID) to the network by using the grid-based protocol. The nodes receive
the sink messages and update their neighbour lists.

The routing tables are used to assemble the routing path. These nodes use grid rules to
connect with the BS. One of the target cluster head is selected in between the grids and the
shortest path to the cluster head is identified among them all. Some existing cross-level
protocols are introduced to assign co-ordination issues between high level and low-level nodes.
But the moth inspired algorithm solves this issue. It can provide the shortest transmission
distance to the sink node. The cluster head selection is carried out by selecting the sensor nodes
with the residual energy greater than 0.4J.



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 4, April 2021 1331

A 4
Population Initialization:
Required Energy and Distance of All Path

y

Fitness Evaluation:
Product of RE and DIST using Eq. (11)

y
Sorting:
Arrange the population in increasing order

Tl

Moth Search Salp Swarm

\/

Updated Population

NO

MaxGen ?

YES

Best Population or Path

A 4

End

Fig. 7. Flow Diagram of BIHCLR

The flow diagram of the proposed BiHCLR approach is shown in Fig. 7. The optimal value
of the transmission range can be adjusted by the MS and SSA algorithm after the number of
generations is performed. The iteration is carried out a maximum of 50 times; otherwise, the
iteration is not sustained and loops back to (14) to update the CH position and minimize the
transmission range. The performance of the algorithm is better if it obtains the minimum value
of the transmission range (R). Every population-based algorithm has two subpopulations
which are global best and local best. Once it reaches the defined iterations which in this case
is 50, the process is completed.
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4. Results and Discussion

The Bio-inspired cross-layer routing protocol is designed to improve reliability, energy
consumption and QoS. Thus, it concentrates on QoS parameters such as network lifetime,
energy consumption, bit error rate, throughput, transmission delay, packet loss and buffer
occupancy. All these parameters are computed with several nodes. The implementation of this
work is carried out using MATLAB. The simulation parameters initialized are shown in Table
3. While the number of nodes vary, the parameters for 100 nodes are tabulated. However, the
number of nodes vary throughout the simulation. The parameters of the performance analysis
are as follows:

Energy Consumption: 30 mJ
Network Lifetime: 5600 rounds
Throughput: 0.99Mbps

Bit Error Rate: 2%

Packet Loss: < 0.3%
Transmission Delay: 3.2 sec
Buffer Occupancy: 2%

NooabkrowdrE

Table 3. BiHCLR Simulation Parameters

Parameters Simulation values
Area 1250x1250 Km
Location of BS (sink) [1083 83]
Number of Nodes 500
Number of CHs 24
Initial Energy 0517
Packet Size 512 Kb
Simulation Time 7.49 ms
Bandwidth 9 Mbps

Table 4. Performance metrics for 500 nodes

Metrics HEED NF-EPO FRDLG FEEC-IIR BiHCLR

Energy Consumption (mJ) 250 160 175 149 70
Network Lifetime (Rounds) 3100 4100 3980 4300 5250
Throughput (Mbps) 0.48 0.52 0.47 0.62 0.91

Bit Error Rate (%) 25 21 23 16 8.5
E2E Delay (sec) 9.5 9 9.4 6.1 4.5

Packet Loss Ratio (%) 12 6 5 8 4
Buffer Occupancy (%) 23 18 20 15 8.5
Packet Delivery Ratio (%) 87 94.5 925 95 95.7

Table 4 above presents the performance metrics for 500 nodes of the proposed BiHCLR
parameters which are compared with existing techniques like NF-EPO (Neuro Fuzzy-
Emperor Penguin Optimization), FEEC-IIR (Adaptive Fuzzy-rule-based Energy Efficient
Clustering and Immune-Inspired Routing), FRLDG (Fuzzy Reinforcement Learning-based
Data Gathering) and HEED (Hierarchical Energy Efficient Data gathering). The grid-based
layer routing for the proposed cross layer routing is shown in Fig. 8. Once the simulation is
run, the transmission path occurs through different nodes until it reaches sink. One of the
examples of the cross layer routing is shown in the figure.
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Fig. 8. Implementation of Grid based layer routing
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During the routing period, the sensor nodes consume energy. This energy is computed
using the sum of receiving energy with a number of nodes and the transmitted energy. The
BiHCLR technigue monitors the residual energy of the nodes, and if the consumption of
energy is less, then the lifetime of the network can be increased. The proposed BiHCLR
technique efficiently manages energy as shown in the results below.
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Fig. 9. Network Energy Consumption vs Network Size

Fig. 9 shows the performance of the proposed BiHCLR energy consumption. The BiHCLR
use less energy compared to other routing protocols of FEEC-I1IR, FRLDG, NF-EPO, and

HEED. BiHCLR uses 30mJ for 100 nodes, while HEED consumes 142mJ. The energy
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consumptions of the other methods are FEEC-IIR (45mJ), NF-EPO (55mJ), and FRLDG
(65mJ). As the number of nodes increases, energy consumption also increases. For 500 nodes,
the proposed approach consumes 70 mJ, while the others have a very high consumption rate
of FEEC-IIR (145mJ), NF-EPO (160mJ) FRLDG (180mJ) and HEED (250mJ).

The lifetime of the network is defined as the operational time of the network during which
it can perform the tasks. To achieve an effective lifetime, the network balances the energy
consumption and data traffic. When the first node of the network dies, the other nodes lose
their energy in a short duration. Fig. 10 shows the comparison of the lifetime of the sensor
nodes with the other techniques.

6000

——&— BiHCLR
—&—FEEC-IIR

55004 NF-EPO
= —e—FRLDG
S —o—HEED
£ 5000

T

£

3 4500

T .

=

5

S 4000 -

Netw

3500

3000 § ; '
100 200 300 400 500

Network Size(Number of nodes)
Fig. 10. Network Lifetime in terms of total rounds

The obtained result for the proposed approach has a longer life when compared to other
methods. When the number of nodes is increased, the lifetime decreases. It is seen that this
reduction is very less in the proposed approach while the lifetime of the other conventional
techniques falls drastically with the increase in the number of nodes. The lifetime of the
proposed BiHCLR for 100 nodes is 5600 rounds. The lifetime of other methods for 100 nodes
for FEEC-IIR, NF-EPO, FRLDG, HEED is 5500 rounds, 5000 rounds, 4800 rounds and 4300
rounds respectively.

The throughput is defined as the ratio of the number of packets received at the receiver to
the packet transmission delay in the process. To achieve good throughput, the data needs to be
transmitted with good transmission power.

Number of Packets Received
Throughput = Trans]:nission Delay (16)
Fig. 11 shows the throughput of the proposed approach and has compared it with
conventional methods. The maximum throughput is achieved by adjusting the transmission
delay. When the number of nodes is increased, the throughput drastically decreases for the other
techniques; however, the proposed method has a high throughput even for 500 nodes. The
throughput of the proposed BiHCLR is 0.99Mbps for 100 nodes, while for the other methods it
is 0.95Mbps (FEEC-1IR), 0.90Mbps (NF-EPO), 0.80Mbps (FRLDG) and 0.77Mbps (HEED).
For 500 nodes, the throughput of BiHCLR remains above 0.9Mbps, while it falls below 0.6 for
all the other techniques; hence the proposed method has a superior throughput.
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The BER value increases with an increase in the number of nodes. When the BER is low,
the bandwidth and interference of the data link are also low. The Bit Error Rate (BER) of the
proposed BiIHCLR is shown in Fig. 12, and it is lower than the compared techniques. Bit error
rate of BIHCLR is 2% and for the existing methods, it is at 5%, 6%, 8%, 9% respectively for
FEEC-1IR, NF-EPO, FRLDG, HEED. Similarly, for 500 nodes, the BER of the proposed
method remains below 10%, while it is significantly higher for the other methods.

Packet loss is the number of packets that do not reach the target node within the stipulated
time. The packet loss for the proposed method and conventional methods are shown in Fig.
13. There is less than 1% packet loss ratio for 100 nodes, while it is high for the other methods
especially for HEED which has a packet loss of 7%. The packet loss of other methods is FEEC-
IR (1%), NF-EPO (2%), FRLDG (3%) and HEED (7%). When the number of nodes increases,
the packet loss also increases. For 500 nodes, the loss is 4%, while the packet loss of other
methods is FEEC-IIR (5%), NF-EPO (6%), FRLDG (8%) and HEED (12%).
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Fig. 13. Performance assessment of packet loss
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The total time required to transmit the packet to a receiver and to packets received by the
receiver. Average time consumed in one packet of data transmission in the WSN. The
transmission delay is reduced compared to other methods because of our proposed BiHCLR
has achieved the shortest path routing. Fig. 14 shows the comparison of end to end delay. The
proposed method indicates less transmission delay (3.2sec) in 100 nodes compared to other
existing approaches. When the number of nodes increases, the transmission-delay also
increases.
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Fig. 14. Performance assessment of E2E delay Fig. 15. Performance assessment of Buffer
Occupancy

Fig. 15 shows the comparison of Buffer occupancy. Obtained buffer occupancy range in
the proposed BiHCLR is low (2%) in 100 nodes compared to other existing methods. The
number of nodes increases the buffer occupancy range is also increases. In 100 nodes, the
existing method approaches FEEC-IIR, NF-EPO, FRLDG, and HEED are 5%, 9%, 12% and
14% respectively.
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The total Packet Delivery Ratio (PDR) vs the Network Size is depicted in Fig. 16. As per
the definition by 1GI Global — PDR is defined as the ratio of the number of packets sent by the
source node and the number of packets received by the destination node. The results show that
despite the diminishing PDR when no. of nodes varies from 100 to 500, the proposed model
outperforms other existing methods FEEC-1IR, NF-EPO, FRLDG, and HEED since within a
limited sensor field, the density of the sensor nodes, the collision domain of each node widens
and hence, the packet delivery weakens. From the above results, the proposed approach
outperforms the compared results with respect to all the other parameters. Hence, this shows
the significance of the proposed approach. The proposed BiHCLR approach has high PDR,
throughput, and network lifetime. It has less delay, buffer occupancy, BER, packet loss, and
energy consumption. These factors make the proposed approach a desirable algorithm to use
in the current network for efficient routing [48-53].

5. Conclusion

This paper proposed a BiHCLR protocol for the effective routing in WSN assisted 10T.
Initially, the deployed sensor nodes are arranged in grid forms, using the grid-based
routing strategy. Then a fuzzy logic approach is used to select a CH in every cell of
the grid. Then the hybrid moth search and salp swarm optimization is used to find the
optimal path for the communication between CH and sink. The performance analysis
shows that the proposed strategy consumed 30 mJ energy, with 0.99Mbps throughput,
2% BER, less than 2% packet loss, and buffer occupancy was 2%. Moreover, the
network resists up to 5600 rounds with an average transmission delay of 3.2 sec.
Comparing the existing FEEC-1IR, NF-EPO, FRLDG, and HEED techniques the
proposed BiIHCLR protocol performed well. Ultimately suggested that the proposed
BIiHCLR technique with the combination of an intelligent algorithm and two bio-
inspired algorithms will be a better alternative for energy-based routing in WSN
assisted 10T. However, the proposed technique does not concentrate on the direction
of adjacent node selection, but it only concentrates on discovering the shortest path.
So, it may lead to more iteration to determine the most suitable path. Hence in future,
a better strategy instead of distance estimation should be proposed to enhance the
execution speed of path discovery.
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