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Abstract 
 

With the continuous development of cloud storage, plenty of redundant data exists in cloud 

storage, especially multimedia data such as images and videos. Data deduplication is a data 

reduction technology that significantly reduces storage requirements and increases bandwidth 

efficiency. To ensure data security, users typically encrypt data before uploading it. However, 

there is a contradiction between data encryption and deduplication. Existing deduplication 

methods for regular files cannot be applied to image deduplication because images need to be 

detected based on visual content. In this paper, we propose a secure image deduplication 

scheme based on hashing and clustering, which combines a novel perceptual hash algorithm 

based on Local Binary Pattern. In this scheme, the hash value of the image is used as the 

fingerprint to perform deduplication, and the image is transmitted in an encrypted form. 

Images are clustered to reduce the time complexity of deduplication. The proposed scheme 

can ensure the security of images and improve deduplication accuracy. The comparison with 

other image deduplication schemes demonstrates that our scheme has somewhat better 

performance. 
 

 
Keywords: Cloud Storage, Clustering, Image Deduplication, Perceptual Hash, Feature 

Extraction 
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1. Introduction 

In recent years, cloud storage technology has developed rapidly, and more and more users 

outsource their data to the cloud for storage and management [1]. Cloud storage management 

has the advantages of automation and intelligence, high storage efficiency, and low cost. With 

the explosive growth of digital information, more and more data is stored in the cloud, which 

generates a large amount of redundant data. Therefore, eliminating duplicate data in cloud 

storage and increasing storage efficiency is an urgent issue. 

The concept of deduplication was first proposed in 2000 to support global compression in 

large-scale storage systems with a coarser granularity [2]. Deduplication is a data reduction 

technology that reduces storage space and transmission bandwidth consumption. It computes 

a secure, hash-based fingerprint of a file or block and then identifies duplicates by matching 

their fingerprints.  Deduplication is now widely used in cloud storage data redundancy, 

eliminating duplicate copies in the cloud and replacing them with pointers to copies [3]. 

Deduplication currently faces many challenges, and many technologies are evolving. For 

example, users often want to encrypt data before uploading it, which is contradictory to 

deduplication. The Convergent Encryption (CE) algorithm is proposed to solve this problem, 

which uses the hash value of the file or data block as the encryption key. Based on this, M. 

Bellare et al. [4] proposed Message-Locked Encryption (MLE), which calculates the 

encryption key from the plaintext and system parameters, ensuring that the same ciphertext is 

generated from the same plaintext. It is widely used in encrypted deduplication.  

Depending on the type of data, deduplication can be divided into text-based technology and 

multimedia-based technology. Text-based deduplication primarily detects duplicate data in the 

binary encoding of files, which performs accurate hash matching based on the bitstream. For 

example, the early EMC Centera system [5] and Windows' single-instance storage system [6] 

both used file-level deduplication. Block-level deduplication is further divided into fixed-

length block technology and variable-length block technology. Typical applications for 

variable-length block-level deduplication include the P2P file system Pasta [7], the archive 

storage system Deep Store [8], and the low-bandwidth network system LBFS [9]. 

However, traditional deduplication technology cannot achieve a good deduplication effect 

for multimedia data, such as images. In many cases, images are more intuitive and vivid than 

text in representing information, and the number of images stored on a cloud server will 

increase at an alarming rate [10]. Users usually pay attention to the content of the image rather 

than the specific details of the image. The existing deduplication methods of the regular file 

are very precise and strict for the definition of repetition, so they cannot be applied to the 

deduplication of the images [11-13]. Moreover, the security of the image in deduplication 

needs to be ensured. Currently, deduplication mainly uses content-based repetitive image 

detection technology. Many scholars have paid attention to the secure and accurate 

deduplication of images. Hash of images can reflect the content of images well and is widely 

used in duplicate image detection. At present, the algorithms used to generate image hashes 

mainly include average hash algorithm (a-Hash), perceptual hash algorithm (p-Hash), and 

difference value hash algorithm (d-Hash). According to the accuracy and speed, now the 

performance of the perceptual hash algorithm is better. Perceptual hash generates a string of 

codes for the image through the characteristics of the image. Perceptual hashing can 

significantly improve computational efficiency. Similar images have similar hash values. The 

existing perceptual hash algorithm performs DCT transformation [14] on the image, then 

calculates the average value and generates the perceptual hash of the image. The DCT 

transformation transforms the image from the spatial domain to the frequency domain and can 
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extract the image's global features. 

Although there have been some studies on image deduplication, the security and accuracy of 

image deduplication need to be improved. The most critical step in the image hash calculation is 

the feature extraction of the image, including color, texture, shape, etc. DCT is an efficient 

method for describing global image features, which is widely used in image hashing. However, 

the method of generating hash values using DCT transformation alone is often not accurate 

enough. In addition, many image feature description methods focus on the local features of the 

image [15-17].  

 In this paper, we propose an image deduplication scheme based on hashing and clustering 

under group applications, and it combines a novel LBP-based perceptual hash algorithm(LBPH).  

In our scheme, the image is digitized by the LBPH algorithm. The duplicate image is detected 

and eliminated in an encrypted form. The clustering algorithm is used to classify images and 

reduce the time for deduplication. Our work makes the following contributes: 

1) A novel image hashing algorithm is proposed and used in image deduplication. The 

algorithm combines the LBP features and DCT features of the image to improve the 

discrimination of the hash value and to improve the accuracy of image deduplication. 

2) In order to ensure the privacy of images, deduplication is performed after encrypting 

the image. In our scheme, we encrypt the image and then perform duplicate image 

detection based on hash values which ensure image security in user uploads and 

downloads. 

3) In our scheme, the K-means algorithm is adopted for similar image clustering. Our 

solution reduces the comparison time of image hash values, which reduces the time 

complexity of image deduplication. 

Compared with existing methods, the proposed scheme performs duplicate image detection 

based on visual content. It improves the accuracy of image deduplication through a novel 

image hashing algorithm. It improves the discrimination of the hash value, and it also performs 

duplicate image detection based on hash values which ensures image security. The proposed 

scheme reduces the comparison time of image hash values, which reduces the time complexity 

of image deduplication. 

The rest of the paper is organized as follows: the second part discusses the related work and 

points out the problems that need to be solved; the third part gives essential preliminaries; the 

fourth part and the fifth part describe the proposed secure deduplication scheme of images in 

detail; the sixth part analyzes the security, and the seventh part analyzes the performance of 

the proposed scheme; the eighth part concludes the content of this paper and discusses the 

future work. 

2. Related Work 

With the advent of the Internet, smartphones, and social networking sites, users worldwide 

share a large number of images and videos. The copying and dissemination of multimedia data 

are becoming more and more convenient and effective. There are plenty of redundant 

multimedia data in cloud storage, especially image files, including many duplicates. 

Existing data deduplication includes file level and block level. File-level deduplication uses 

files as a unit and uses hash functions to obtain the hash value of each file. It can eliminate 

duplicate files and save storage space [18]. Block-level deduplication divides the file into 

multiple data blocks according to a certain method, calculates the hash value of each data block, 

and detects the same data block through the hash value [19]. These methods are more effective 

for text files, and images are often based on visual content to determine whether they are 
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duplicates. Traditional methods are too strict, and two images with different hash values may 

not have different content. Therefore, content-based image deduplication is necessary. 

Researchers have proposed hash algorithms for duplicate image deletion, such as mean hash, 

difference value hash, and perceptual hash. The first two methods are fast and straightforward 

to calculate based on the gray value of the image, but the anti-rotation and anti-scaling ability 

are poor. Perceptual hashing is a one-way mapping that transforms multimedia data sets into 

perceptual summary sets [20]，so it can detect images with the same perception content. The 

model is shown in Fig. 1. It can detect images with the same perceptual content. Among them, 

the perceptual feature extraction primarily uses the image DCT coefficient [21]. However, 

the perceptual hashing method that only uses DCT transformation usually emphasizes low-

frequency information, ignores texture details, and is not accurate enough. 
 

 
 

     Fig. 1.  Perceptual hashing process 
 

On the other hand, to ensure data privacy when deduplicating, many researchers proposed 

secure deduplication methods based on content encryption. The methods include Convergent 

Encryption Algorithm (CE) [22] and the Message-Locked Encryption Algorithm (MLE) [4]. 

In the deduplication system based on CE and MLE, the image will be encrypted or decrypted 

with a convergent encryption key which is derived by computing the hash value of the image 

content [23-27]. These methods perform poorly in image deduplication because visually 

similar images may generate the same key, resulting in the same ciphertext. Many scholars 

have paid attention to the high accuracy and secure methods which support image 

deduplication. Gang et al. [28] proposed a secure cloud storage system with image 

deduplication. They calculated the hash value of the image, exporting the convergent 

encryption key to encrypt and decrypt the image. So the same image copy can generate the 

same ciphertext. The same ciphertext will be generated for checking duplicate image copies, 

and the owner can download the ciphertext again and retrieve the image using the key. 

However, this method can only eliminate the same image. 
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 Rashid et al. [29] proposed an image hashing method that embeds partial encryption and 

unique image hashing into a hierarchical tree set partitioning (SPIHT) compression algorithm. 

Partial encryption methods are designed to ensure the security of the proposed method for 

semi-honest CSPs. Image hashing methods are used to classify the same compressed and 

encrypted images so that they can be deduplicated. This solution does not increase the extra 

computational overhead of image encryption, hashing, and deduplication. However, these 

methods can only perform deduplication on the same images and cannot be applied to similar 

images. So image deduplication faces new challenges.   

Some scholars proposed a deduplication method (SPSD) for similar images in the paper 

[30], which introduces a hash algorithm (a-Hash) to generate signatures for images. The hash 

algorithm performs well in measuring the similarity of perceived similar images. Images and 

signatures stored in cloud services are encrypted using a shared group key through the 

symmetric cryptosystem to prevent data leakage. It calculates the hash distance and performs 

a duplicate check on the encrypted hash to determine if a new image is to be uploaded. Based 

on the SPSD method, Li et al. [31] proposed a method called CSPD, which utilizes a DCT-

based perceptual hash algorithm to improve the accuracy of duplicate image detection. It can 

be seen that different hash algorithms affect the accuracy of image deduplication. These 

methods support fuzzy deduplication, but the accuracy of deduplication still needs to be 

improved. Image deduplication currently faces new challenges in terms of security and 

accuracy. 

3. Preliminaries 

3.1 Hamming Distance 

Hamming distance refers to the number of different characters in corresponding positions in 

two equal-length strings, which is a way to compare the distance between strings or numbers. 

Let 𝐿 , 𝑀   be two strings of length 𝑛 :𝐿 = {𝑙1, 𝑙2, … , 𝑙𝑛}  ,  𝑀 = {𝑚1,𝑚2, … ,𝑚𝑛} . We use 

𝑑(𝐿,𝑀) to represent the Hamming distance between them. The Hamming distance measures 

the minimum number of replacements required to change the string 𝐿  to 𝑀  by replacing 

characters. As shown in (1), for strings of length 𝑛 , the Hamming distance can be further 

normalized : 

 

𝑑(𝐿,𝑀) =
∑ (𝐿𝑘⨁𝑀𝑘)
𝑛
𝑘=1

𝑛
(1) 

 

    The Hamming distance obtained by the calculation can be used to detect the similarity. The 

smaller the Hamming distance, the higher the similarity and vice versa. In order to quickly 

detect similar strings, we need to set a Hamming distance threshold.  

 

3.2 K-Means Clustering Algorithm 

Clustering refers to the process of dividing a target object set into multiple classes consisting 

of similar objects. At present, the main clustering methods include hash clustering and K-

means clustering. K-means clustering randomly selects any 𝐾 samples from the sample set as 

the centers of the initial cluster, then calculates the distance from each sample in the sample 

set to the 𝐾 centers and adds the current sample to the nearest class. After this, it calculates the 

mean of each class to get 𝑘 new centers.  
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4. Proposed Scheme 

In this section, we have developed a system model for the deduplication scheme. It includes 

the following three participants:  

 

User Group: This is a collection of users that can share data between group members. 

Furthermore, users in the same group have the same private key, which is used to encrypt the 

hash of the image. The image hash value encrypted with the key is called the fingerprint of the 

image. 

 

Image set: This is a collection of images stored on a cloud storage server. Images are 

uploaded and shared by group users. Each image is accompanied by a cryptographic hash 

value, which is calculated by the LBPH algorithm. 

 

Cloud Storage Server: Users outsourcing and storing images in the cloud storage server.  

4.1  LBP-Based Perceptual Hash Algorithm (LBPH) 

Many operations do not change the main content of the image, such as the transformation of the 

storage format, scaling, color-changing, and rotating. It is possible to detect different images 

with different encodings. To detect duplicate images, we first need to digitize the image content 

and use the hash algorithm to generate the "fingerprint" of the image. 
Many duplicate images have no effect on the main content of the image. At present, the 

commonly used hash algorithms include meaning hash algorithm (aHash), difference value hash 

algorithm (dHash), and DCT-based perceptual hash algorithm. Most of the existing 

deduplication methods for images adopt these algorithms, but their accuracy of deduplication 

still needs improvement.  LBP value is a good reflection of the characteristics of the local image 

texture. The texture details described by the LBP feature of the image often appear as high-

frequency information, which is complementary to low-frequency DCT coefficients, so it is 

beneficial to improve the deduplication accuracy. Therefore, we propose an LBP-based 

perceptual hash algorithm (LBPH). 

The detailed process is as follows: 

1) Image pretreatment 

In order to generate fixed-length hashes for images of different sizes, all input images 𝑃 are 

converted to 𝑁 × 𝑁 by the method of  Bilinear Interpolation; Gaussian low pass filtering is 

used for the image in order to mitigate the effect of noise interference on the final hash value; 

Convert the image to a grayscale image. Finally, a processed grayscale thumbnail 𝑃1  is 

obtained. 

 

2) Local feature processing 

The LBP operator can effectively describe the texture features of the image. In order to 

improve the accuracy of  LBP features, Ojala et al. proposed the circular LBP operator. It 

allows for as many pixel points as there are circular neighborhoods of the radius 𝑅 . The 

transformation first obtains the gray value of the central pixel point, calculates the coordinates 

of the 𝑘 − 𝑡ℎ sampling point. Then obtains the gray value of the 𝑘 − 𝑡ℎ sampling point by 

bilinear interpolation, and finally obtains the LBP value. The sampling point is calculated as 

follows:  

 

𝑥𝑠𝑝 = 𝑥0 + 𝑅𝑐𝑜𝑠 (
2𝜋𝑠𝑝

𝑆𝑃
) , 𝑦𝑠𝑝 = 𝑦0 − 𝑠𝑖𝑛 (

2𝜋𝑠𝑝

𝑆𝑃
) (2)                                                                                                     
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Where 𝑅 is the sampling radius, 𝑠𝑝 is the 𝑠𝑝 − 𝑡ℎ sampling point, and 𝑆𝑃 is the number of 

samples. 

The LBP transformation effect of the image is shown in Fig. 2: 

 

 
Fig. 2(a).  Original images. 

 

 
Fig. 2(b).  LBP transformed images. 

 

As shown in Fig. 2, select 𝑅=1, 𝑃=8, and get the LBP image through the LBP operation. 

 

3) Global feature processing 

DCT is an image compression algorithm that can transform an image from a pixel domain 

to a frequency domain. For an image of size 𝑁 × 𝑁, the DCT transformation formula is: 

 

𝐹(𝑢,𝑣) = 𝐶(𝑢)𝐶(𝑣)∑ ∑ 𝑓(𝑥, 𝑦)𝑐𝑜𝑠
𝜋(2𝑥+1)𝑢

2𝑁
𝑁−1
𝑦=0

𝑁−1
𝑥=0 𝑐𝑜𝑠

𝜋(2𝑦+1)𝑣

2𝑁
(3)         

 

 

Among the formula,  𝐶(𝑢) = 𝐶(𝑣) =

{
 

 √
1

𝑁
,     𝑢, 𝑣 = 0    

√
2

𝑁
, 𝑜𝑡ℎ𝑒𝑟 𝑐𝑎𝑠𝑒𝑠

 

In the above formula, 𝑓(𝑥, 𝑦)  is the pixel point of the image, and 𝐹(𝑢, 𝑣)  is the DCT 

threshold matrix of the image. The DCT transform filters out high-frequency details of the 

image, leaving only the global features of the image. 

 

4) Generate the hash of the image 

Suppose the obtained DCT matrix is 32×32. First, we select the upper left corner of the DCT 

matrix: the low-frequency information of the image, which is an 8×8 sub-matrix. And then, 

we calculate the mean of the sub-matrix elements, that is, the average value of the sub-matrix 

elements, and set the hash value of each pixel according to (4): 

 

h(x) = {
1,   𝑥 ≥ 𝑚𝑒𝑎𝑛
0,   𝑥 ≤ 𝑚𝑒𝑎𝑛

(4) 

 

Finally, the image hash sequence 𝐻 is generated. 

 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 4, April 2021                           1455 

 

4.2  Basic Idea  

This section will describe the basic idea of the proposed secure image deduplication based on 

perceptual hash and image clustering. The hash value of the image is represented by 𝐻𝐼, and 

the encrypted image is represented by 𝐶𝐼. The scheme is mainly divided into three parts:  

1) Initial upload.  

The client calculates the perceptual hash values of images and encrypts the images using 

the symmetric encryption algorithm. Then upload the encrypted images and the perceptual 

hash values to the cloud storage server. The cloud storage server stores encrypted images with 

their hash values. 

2) Complete the users’ uploading process.  

The user uploads the hash of the image. Then the server-side performs duplicate data 

detection and image clustering.  

3) Complete the user's downloading process.  

Duplicate images have similar fingerprints, and by comparing the Hamming distance of 

fingerprints, we perform deduplication. The image deduplication is performed in an encrypted 

form, which protects the confidentiality of the image. We encrypt original images using the 

symmetric encryption algorithm. Fig. 3 illustrates the basic idea of our image deduplication 

scheme and what each of the three parts does. 
 

 

 
Fig. 3.  The basic idea of the proposed scheme 

5. Detailed Description of Our Scheme 

In this section, we describe our image deduplication scheme based on hashing and clustering 

in detail. Our solution is applied to the user group. Users in the same group have the same 

group key. The scheme includes three participants: user group, image set, and cloud storage 

server. As shown in Table 1, we first define some parameters. 
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Table 1. Meaning of some parameters 

Parameter Meaning 

𝐻𝐼 The hash value calculated by LBPH of image 𝐼. 

𝐶𝐼 The encrypted form of image 𝐼. 

𝑈 Users in the group who want to upload or download 

images. 

𝑆 Cloud storage server. 

𝑘 The number of classes in the image set. 

𝐼𝑐𝑒𝑛𝑡𝑒𝑟 The central image of the class. 

𝐷 The distance between 𝐻𝐼 and the central image. 

𝑑 The Hamming distance between the 𝐻𝐼 and the 

hash values of all images in the class. 

𝑡 The threshold for deduplication is 𝑡. 

𝐾𝐼 The class with the shortest distance from the image 

𝐼. 
𝑁 The distance threshold between 𝐻𝐼 and the central 

image. 

 

The following is the specific process of initial upload, user uploading images, and 

downloading images. 

(1) Initial upload 

The images in the image set are pre-clustered on the cloud storage server. For the image 𝐼, 
the hash value of the image is calculated by the LBP-based perceptual hash (LBPH) algorithm. 

It is called the fingerprint, which is denoted as 𝐻𝐼. The image is encrypted by the client with 

the symmetric encryption algorithm. The encrypted images denoted as 𝐶𝐼  with their 

fingerprints will be uploaded. If the image is the first time to upload, the cloud storage server 

will receive the 𝐶𝐼 and 𝐻𝐼. 
 

(2) Upload an image 

The process of uploading an image from the user denoted as 𝑈 to the cloud storage server 

denoted as 𝑆 is shown in Fig. 4:   
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Fig. 4.  The process of uploading an image 

 

In the initial state, there are 𝑘  classes in the image set. Each class has a central image 

denoted as 𝐼𝑐𝑒𝑛𝑡𝑒𝑟. When a user wants to upload an image, the process is as follows: 

Step 1. 𝑈 uploads the hash value 𝐻𝐼 of the image 𝐼, and 𝑆 calculates the Hamming distance 

from the 𝐻𝐼 to the 𝑘 centroid images  𝐼𝑐𝑒𝑛𝑡𝑒𝑟, respectively.  

Step 2. Suppose the distance threshold between 𝐻𝐼 and the central image is 𝑁. Let 𝐷 be the 

distance between 𝐻𝐼 and the central image.  

If the distance 𝐷 is less than or equal to the threshold 𝑁, we select the nearest class denoted 

as 𝐾𝐼, then calculate the Hamming distance 𝑑 between the 𝐻𝐼 and the hash values of all images 

in the class. Assume that the threshold for deduplication is 𝑡. 
1) 𝑑 ≤ 𝑡 
When the distance 𝑑 is less than or equal to the specified threshold  𝑡, the image 𝐼 and the 

image 𝐼′ in the class are considered to be duplicate images, and the cloud storage server 𝑆 

informs 𝑈 to return a pointer to the copy, and the user has no need to upload the image. 

2) 𝑑 > 𝑡 
When the distance 𝑑 between 𝐻𝐼 and the hash value of images in the class 𝐾 is greater than 

the specified threshold 𝑡, the encrypted image 𝐶𝐼 will be uploaded and added to the class 𝐾𝐼. 
Then the new center of the class 𝐾𝐼 is recalculated.  

If the distance between 𝐻𝐼 and every centroid image is greater than the threshold N , we 

treat it as a new class, then upload the encrypted image 𝐶𝐼 and re-cluster. 

 

(3) Download an image 

When a user of the user group wants to download images from the image set, the process of 

downloading an image by the user is as follows: 
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Fig. 5.  The process of downloading an image 

 

𝑈 finds the hash value 𝐻𝐼 of the image 𝐼  and sends it to 𝑆, 𝑆 first finds the class in which  𝐼  
is located in the storage, and then compares the image fingerprint. If 𝐻𝐼=𝐻𝐼′, the corresponding 

encrypted image 𝐶𝐼  is returned to the user. The user decrypts the image with the private key. 

If no matching hash value 𝐻𝐼 is found，𝑆 returns a notification to the user: "The image does 

not exist."   

6. Security Analysis  

On the client-side, many transformations of the image can change its binary representation but 

maintain its human visual perception. The main image modification operations include scaling, 

color transformation, compression, and rotation. These images can actually be considered 

duplicate images. Therefore, these duplicate images occupy a large amount of storage space 

and resources. 

In the above solution, the client uses the LBPH algorithm to calculate the image fingerprint 

𝐻𝐼, which is the hash value of the original image 𝐼. Cloud storage server performs the image 

detection according to the hash value, so it cannot get image content. During the process of 

the user uploading and downloading, the attacker will not obtain the original image because 

the image is encrypted using the secret key. Only users of the user group can decrypt the image, 

which guarantees the confidentiality of the image. 

7. Experiment and Performance Analysis 

This section will compare the proposed scheme with the existing schemes SPSD and CSPD, 

and the performance evaluation of our scheme is also given. In our experiment, we use images 

in the IVC-LAR database. It includes 8 original color images (4 natural images and 4 art 

images), 120 distorted images generated from 3 different processing, and 5 compression rates. 



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 4, April 2021                           1459 

 

For example, in Fig. 6, the transformations are JPEG Compression, JPEG2000 Compression, 

LAR coding, and rotating.  
 

 
Fig. 6(a).   JPEG compression 

 
Fig. 6(b).  JPEG2000 compression 

 
Fig. 6(c).  LAR coding 

 
Fig. 6(d).   Rotating 

 

The experiment results are shown in Fig. 7 and Fig. 8. Our scheme uses the proposed LBPH 

algorithm. SPSD adopts the a-Hash algorithm, and CSPD uses the p-Hash algorithm. 

Hamming distance is used for the comparison between hash values. 

First, we define image deduplication accuracy. We use 𝑛 to indicate the number of duplicate 

images in the image set. The number of duplicate images actually eliminated in the scheme is 

denoted as 𝑚. The accuracy of image deduplication is calculated by (5): 

 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑛 − |𝑛 −𝑚|

𝑛
× 100% (5) 

 

It can be seen from Fig. 7 that when the threshold of the hash value is small, the 

deduplication accuracy of the a-Hash and p-Hash algorithms is relatively high. When the 

threshold is selected larger, the LBPH algorithm in our scheme has higher deduplication 

accuracy. When the threshold is selected larger, the deduplication accuracy of our scheme does 

not exceed 100%. That is, the number of duplicate images actually eliminated does not exceed 

the total number of duplicate images. So it is more accurate and not very sensitive to the 

threshold. Therefore, the robustness of our scheme is better. 

In addition, we adopt the K-means algorithm to cluster images. Fig. 8 shows the 

deduplication accuracy of our scheme under different cluster numbers. When the number of 

clusters is small, the deduplication accuracy is high. So our scheme is more suitable for 

situations when there are fewer clusters.  In our scheme, each image hash value is only 

compared to the image hash values in the nearest class. For 𝑛 sample images and 𝑘 classes, 
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the time complexity of the deduplication of the CSPD and SPSD is 𝑂(𝑛), and in our scheme 

is 𝑂(𝑛/𝑘). 
 

      
Fig. 7.  Framework accuracy under  different thresholds 

 

 
Fig.  8.  Framework accuracy under different cluster numbers 

 

Table 2 shows the hash value changes of the data set under the rotation transformation. 

It can be seen from the table that under the same transformation, our scheme has an 

enormous amount of hash value change, so it has higher discrimination of images, and the 

deduplication effect is better than SPSD and CSPD.  
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Table 2. Hash value changes of data set under rotation transformation 

 Mean Max Min 

Ours 116.12 240.00 84.00 

SPSD 11.00 16.00 2.00 

CSPD 92.16 128.00 27.00 

 

8. Conclusion 

In this paper, we proposed an image deduplication scheme based on LBPH and clustering in 

cloud storage. We proposed an algorithm called LBPH to detect duplicate images for 

deduplication check, and we applied it to our deduplication scheme. Moreover, images will be 

encrypted during transmission. The proposed scheme enables users of the same user group to 

perform deduplication when uploading images and cluster images on the server-side. This 

solution eliminates duplicate images from a visual point of view, and the image is encrypted 

by the client before uploading, thus protecting image confidentiality, saving storage space, 

increasing storage utilization, and reducing deduplication time. We provide security analysis 

and performance evaluation to describe that our scheme can ensure certain security and 

improve the accuracy of deduplication. In addition, although the LBPH algorithm is more 

accurate than some methods, it is slower. The future work mainly includes the following two 

aspects: 1) Optimize the image hash algorithm, improve its accuracy and speed to make it 

more suitable for large-scale data. 2) Study a broader image deduplication scheme to make it 

suitable for users outside the user group and to ensure the security of the solution. 
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