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Abstract

At present, the Colombian government shares information on threats or vulnerabilities in the
area of cybersecurity and cyberdefense, from other government agencies or departments, on
an ad-hoc basis but not in real time, with the surveillance entities of the Government of the
Republic of Colombia such as the Joint Command of Cybernetic Operations (CCOCI) and the
Cybernetic Emergencies Response Team of Colombia (ColCERT). This research presents the
MS-CSIRT (Management System Computer Security Incident Response Teams) methodology,
that is used to unify the guidelines of a CSIRT towards a joint communication command in
cybersecurity for the surveillance of Information Technology (IT), Technological Operations
(TO), Internet Connection Sharing (ICS) or Internet of Things (loT) infrastructures. This
methodology evaluates the level of maturity, by means of a roadmap, to establish a CSIRT as
a reference framework for government entities and as a guide for the areas of information
security, IT and TO to strengthen the growth of the industry 4.0. This allows the organizations
to draw a line of cybersecurity policy with scope, objectives, controls, metrics, procedures and
use cases for the correct coordination between ColCERT and CCOCI, as support entities in
cybersecurity, and the different companies (ICS, 10T, gas and energy, mining, maritime, agro-
industrial, among others) or government agencies that use this methodology.
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1. Introduction

From the creation of computer networks in the 1960s to the present day, information

technologies have become more robust in information security, cyber-crooks have improved
their techniques and digital threats have evolved to attack data networks. According to the
“Report on Cyberthreats and Trends” of the Spanish National Cryptology Centre (CCN-
CERT), which analyzes the main cyber-incidents, 38,192 security incidents were managed in
2018, being an increase of 43.65% in the number of incidents detected by this organization
over the previous year [1]. The Threat Landscape Report (TLR) 2018 of the European Union
Agency of Cybersecurity (ENISA) [2] indicated: a) 10% of UK health organizations have been
breached more than 10 times in the last year, b) 3% of T-Mobile customer records were raped
in August 2018 (that is, personal information of 2.3 million of customers), c) the cost of fraud
in 2018 for the U.S. is estimated to exceed $7.4 billion, 32% growth compared to the cost in
2016, d) 38% of organizations have compromised cloud user accounts, ) 30% more phishing
links were detected in social networks and f) 28% more self-reported data breaches were
registered in 2017-2018 compared to the previous year from the General Data Protection
Regulation (GDPR) reporting committees. The security company Symantec, in its Internet
Security Threat Report (ISTR) for the year 2019, shows alarming statistics about its security
products: a 56% increase in web attacks, 3.7 million blocking of FormJacking attacks on
antivirus products, 33% increase in mobile ransomware, 78% increase in supply chain attacks

[3].

From the above information, we can see an alarming increase in costs due to information
theft and breaches, types of threats and incident management; and many corporate and
government companies rely on the promise of value offered by their suppliers in the different
types of information security solutions. Some have the resources to be able to have a Security
Operation Centre (SOC) or Computer Security Incident Response Team (CSIRT) where they
can monitor and manage their IT infrastructure focusing on information security and security
incident management, but small or medium sized companies do not have the capacity to access
to these resources and do not introduce the protection mechanisms needed [4]. For this reason,
governments have their national Cybernetic Emergencies Response Team (CERT) or CSIRT
to provide support in information security incidents to government or corporate entities for the
management of cyber security and cyber defense. Also, the rise of the Internet of Things (10T),
industry 4. 0 and the critical infrastructure systems used today by large mining, gas, energy,
agricultural industries, and even in our homes, is becoming more present in our day to day.
Although companies are looking for methods, processes, services and technological tools to
protect themselves in their Technological Operations (TO) environments, it is clear that, in
recent years, cyber-attackers have evolved to focus on attacks dedicated to this industry.
Recently, with the COVID-19 pandemic, we have seen cases of attacks on hospital
infrastructures, affecting hundreds of patients. In 2019, KASPERSKY honeypots detected
around 105 million attacks on 10T devices worldwide, a seven-fold increase over 2018. These
attacks came from 276,000 IPs in the first half of 2019 versus 69,000 IPs in 2018 [5], due to
the security flaws in most of these devices.

It is necessary to understand the cybersecurity and cyberdefense needs of the governments
and to seek collaborative support between countries, sectors and unions. This will allow us to
work in a collaborative framework, such as the peaceful alliance of the Organization of
American States (OAS) for member countries synergies between the Cybernetic Emergencies
Response Teams (CERTS) and CSIRTSs of the governments, which can work with a unique
methodology, can share information at the taxonomy level about vulnerabilities and reports to
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be interconnected. This is a reference for other institutions, whether public or private, that is
applied to the defense, military, financial, health, education, trade, telecommunications, and
I0T Industry sectors [6]. This document develops a research of the current situation of different
leading countries in cybersecurity and cyberdefense, taking the best practices of each of them,
and recommendations for standards, norms and references such as ISO, NIST, MITRE, ITU,
with the objective of developing and applying a methodology to unify the guidelines for the
CSIRT of the Colombian Government, which is approved and promoted by the Cybernetic
Emergencies Response Team of Colombia (ColCERT) and the Joint Command of Cybernetic
Operations (CCOCI), to serve as a reference for other institutions. The novel integration of all
these best practices and standards into this methodology makes possible, with a great work
ahead, that this methodology becomes an international standard.

The rest of the paper is organized as follows: section 2 describes the state of art including
an analysis of different aspects in cybersecurity and cyberdefense at the level of the Colombian
Government and leading nations; section 3 indicates the general and specific objectives of this
work, as well as the guidelines for the development of the Management System Computer
Security Incident Response Teams (MS-CSIRT) methodology proposed in this paper; section
4 describes the steps involved in the MS-CSIRT methodology; section 5 describes the
experiments conducted for the evaluation of this methodology; finally, section 6 and section 7
describe the conclusions reached after this evaluation and the future work, respectively.

2. State of Art

Different aspects in cybersecurity and cyberdefense are analyzed at the level of the Colombian
Government and leading nations, where their policies, objectives or procedures are validated
to implement and operate a CSIRT within a national framework of cooperation between
different governments and public entities. The countries analyzed are in a collaborative
framework in the North Atlantic Treaty Organization (NATO), where the NATO Cooperative
Cyberdefense Centre of Excellence (CCDCOE) was created as a multinational and
interdisciplinary cyberdefense center where they support member countries and promote
cooperation among them by a group of experts from 25 nations. In this center they carry out
research, training and exercises in four basic areas: technology, strategy, operations and law
[7]. The mission is to support member countries and NATO with unique interdisciplinary
expertise in the field of cyberdefense research, training and exercises, covering the focus areas
of technology, strategy and law. The vision is to foster the cooperation of like-minded nations
by providing a unique interdisciplinary approach to the most relevant issues in cyberdefense
through the undertaken research, training and exercises. NATO defined a policy and plan of
action, endorsed by the Allies at the Wales Summit in September 2014, and updated in 2017.
The policy defines cyberdefense as part of the Alliance's core business of collective defense,
confirms that international law applies in cyberspace, and enhances NATO's cooperation with
industry. Likewise, the allies are committed to improving the exchange of information and
mutual assistance to prevent, mitigate and recover from cyber-attacks. The NATO
Communications and Information Agency defines the Open-Source Threat Intelligent
Platform (MISP) as a malware knowledge base and web platform [8, 9], where information is
exchanged within the community of members, with a concept of intelligent defense in
cyberdefense as defined by NATO. Below, some strategies or visions of different countries
are shown.

The National Cyber Strategy of the United States (U.S.) government aims at strengthening
cyber security capabilities and securing America from the threats. It promotes that all
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Americans and companies take the necessary steps to enhance national cyber security [10].
The National Security Agency of the U.S is a leader in cryptology that encompasses signal
intelligence as well as information security products and services (now known as
cybersecurity), and enables computer network operations to gain a decision advantage for the
Nation and its allies in different situations. The Cybersecurity and Infrastructure Security
Agency (CISA) is the United States' risk advisor, which works with partners to defend against
threats and collaborates to build a more secure infrastructure. CISA provides comprehensive
cybersecurity and infrastructure security knowledge and practices to its stakeholders, and also
implements it to protect critical resources [11].

According to the president’s preface of the Strategic Review of the Defense and National
Security of France of 2017, "Aggressive behaviors are increasingly frequent in cyberspace,
with potentially terrible consequences™ [12]. In this document, the French government
highlights the levels of risk: 1. Cyber-attacks have increased much during the last years, with
refined tools of attack. States have contributed to these changes by using cyber-weapons that,
once known, can be analyzed and reused, but also by allowing attacks to be deployed across
their country; 2. The tools can cause industrial damage and even, can damage infrastructure
critical to the appropriate operation of societies or states. 3. The main risks happen from the
difficulty of managing the attacks and their consequences. 4. Controlling the circulation of
attacks, tools and weapons, and their consequences is difficult and implies general risks. These
means that actions in cyberspace can cause global effects with limited resources. Specifically,
the military domain is much sensitive to such threats because of the increasing dependence on
weapons or command systems of digital technologies [12].

According to the National Cybersecurity Strategy for 2019, Pedro Sanchez, President of
Spain, emphasizes: "Cybersecurity protects assets, but also values that are essential for a free
society like the one we are. Principles that we will not renounce in this era of global
transformations. The technical challenge posed by cybersecurity is varied and complex, but
we have more at stake. Something that concerns moral and cultural aspects related to our way
of understanding and looking at the world, which most and best defines us. In short, freedom,
well-being and democracy depend on our success in designing a good cybersecurity strategy.
I am convinced that, with this document, we have taken a key step to successfully face some
uncertain but also fascinating years" [13].

In 2011, the Colombian Department of National Planning (DNP), through CONPES
document number 3701, is dictating the Policy Guidelines for Cybersecurity and Cyber
defense, included as a priority in the National Development Plan 2010-2014 "Prosperity for
All," as part of the Vive Digital Plan. These guidelines are based on the fact that the Colombian
government's capacity to confront cyber threats in that year was weak, and there is no national
strategy in this regard. The causes and effects that will allow the development of prevention
and control policies in response to the increase in computer threats are established on this basis.
For the applicability of the strategy, specific recommendations are defined to be developed by
entities involved directly and indirectly in this matter, as colCERT and CCOC, these will be
led under the leadership of the Ministry of National Defense in coordination with other state
entities. The central problem is that the capacity to face cybernetic threats has great weaknesses
and there is no appropriate inter-institutional coordination. Colombia is one of the countries
that did not have a national strategy on cybersecurity and cyber defense, which includes an
organizational system and a regulatory and institutional framework strong enough to meet the
new challenges in aspects of cyber security where a National CSIRT or CERT has been
implemented.
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Likewise, the increase in the number of Internet users, the dependence of the critical
national infrastructure on electronic media and the increase in incidents and crimes against
cybernetic security allow the identification of vulnerabilities of the country to cybernetic
threats, such as the use of the Internet for terrorist purposes, sabotage of services, espionage
and theft by electronic means, among others. And with this, three problem areas were
identified: the first is that cybersecurity and cyberdefense initiatives and operations are not
adequately coordinated; the second is the weakness in the supply and coverage of specialized
training in cybersecurity and cyberdefense; and the third is the weakness in regulation and
legislation of information and data protection. From the above, the Colombian National
Council of Economic and Social Policy (CONPES) defines the objectives to strength the
capacities of the State to face the threats to its security and defense in the cybernetic
environment (cybersecurity and cyberdefense), creating the environment and conditions
necessary to provide protection in cyberspace [14]:

1. Adopt an inter-institutional framework led by the president of the republic and an
inter-sectorial commission where appropriate instances will be implemented to
prevent, attend, control and generate recommendations to regulate incidents and/or
cybernetic emergencies to protect the critical national infrastructure. Fig. 1 outlines
the Colombia’s Cybersecurity and Cyber Defense Coordination Model.

2. Design and execute specialized training plans in cybersecurity and cyberdefense.

3. Strengthen the regulatory and compliance body on the subject.
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Fig. 1. Colombia's cybersecurity and cyberdefense coordination model [14].

3. Objectives and Methodology

The general objective is to create a methodology that gives the guidelines of implementation
of a CSIRT for the Colombian Government, where the organizations can define policy of
cybersecurity, scope, mission, vision, objectives, policies, procedures, model of maturity,
controls and use cases, tools for exchange of incidents and for efficient monitoring
management of incidents and vulnerabilities. To achieve this general objective, the following
specific objectives have been established:
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Identify the phases for the implementation of the methodology.

Create a roadmap for the implementation methodology of a CSIRT.
Define a maturity model for the assurance of the MS-CSIRT management.
Establish metrics to evaluate the level of maturity developed.

Understand the technical and operational needs for the CSIRTS.

Define CSIRT controls.

Determine the tools and procedures to operate a CSIRT.

Encourage the use of this methodology to create new CSIRTS.

The Management System of the Computer Security Incident Response Team (MS-CSIRT)
allows the management and improvement of processes through the Deming Cycle [15]. This
cycle is composed of four phases which are plan, do, check and act. This cycle will increase
productivity in the scope defined by the organization, will eliminate repetitive processes and
will improve the adaptation of processes.

The recommendations of the leading countries and the best methodological practices, as
well as the guidelines for the creation of CERTs — CSIRTSs are shown in Fig. 2. These will be
the guidelines for the development of the MS-CSIRT methodology.
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Fig. 2. Best practices for CERT - CSIRT creation.

4. Methodology Design

The steps involved in the four phases of the methodology are developed below.

4.1 Plan (MS-CSIRT)

At the beginning of this phase the organization must establish a scope for the MS-CSIRT to
be the primary basis for the entire system and the context of the organizations. The scope must
be approved and supported by the senior management to continue the process. The
organization must already have established a policy according to ISO 27001 Information
Security Management System, only then can be established the policy for a MS-CSIRT,



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 15, NO. 5, May 2021 1915

including the roles and responsibilities within the system and a training plan. Finally, an
evaluation and assessment of the organization's risks must be developed. The definitions of
the steps of the planning phase are described below.

4.1.1 Determination of the Scope of the CSIRT Management System

The MS-CSIRT must be established according to the context of the internal or external
stakeholders, their needs and requirements regarding incident management must be
understood [16, 17], the applicability and limits [16] of the MS-CSIRT must be defined [17],
the scope must be aligned with the Information Security Management System and must be
documented and available to the organization [17].

4.1.2 Senior Management Support

There must be commitment and leadership from the senior management to the management
system of the IT security incident response team [17]. A policy must be established for the
computer security incident response team and be aligned with ISO/IEC 27001 ISMS numeral
5.2 [17].

4.1.3 CSIRT Policy

It must be aligned with the policy of an information security management system according to
ISO/IEC 27001 in paragraph 5.2 [17]. If not established, it must be mandatory as a
fundamental basis of the MS-CSIRT. The senior management must establish a policy for the
management system of the team of responses to information security incidents in accordance
with the NIST.SP.800.61r2 [18] and 1SO 27035 [16].

4.1.4 Roles and Responsibilities of the CSIRT

The senior management must establish the roles and responsibilities within the CSIRT: assign
a person responsible for ensuring that the MS-CSIRT is in accordance with this methodology;
inform the senior management about the performance of the MS-CSIRT [17]; form the team
that will operate the CSIRT and the authority in each of them, this team will be formed by
operations personnel within the CSIRT [18].

4.1.5 Education and Training Plan

The senior management and the person responsible for the CSIRT SG must ensure the
necessary resources for an annual training plan for the team that is part of the CSIRT, as a
minimum: design, creation, management and maintenance of a SOC and CSIRT, crisis
management, active defense vs. passive defense, vulnerability analysis, exploitation of
vulnerabilities, intelligent threat analysis, digital forensic analysis, incident management, red
teams and blue teams, capture the flag, MISP [19], TheHIVE [20], Cortex [20], procedures,
guides, playbooks, internal and external communication, cyber-drill and cyber-range tools.
These are recommendations in accordance with what is indicated in numeral 5.7 Awareness
and Training of ISO 27035 [16].

4.1.6 Risk Assessment

The assessment and treatment of information security risks must be evaluated based on the
principles and guidelines established in 1ISO 31000 and 1SO 27005: it must comply with the
provisions of ISO 27001 ISMS of paragraph 6.1.2 Risk assessment of information security
[17].
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4.1.7 CSIRT Plan

It is required that the organization has a coordinated approach to respond to information
security incidents, which allows to comply with a plan that meets the requirements according
to the mission, size, structure and functions of the organization. This plan must have the
necessary resources and management support and must contain at least [17, 18]: CSIRT policy,
mission and vision of the CSIRT, objectives and strategies of the CSIRT, approval of the senior
management, roles and responsibilities, training and awareness, internal and external
communication plan, services offered by the CSIRT.

4.2 Do (MS-CSIRT)

According to what was indicated in the planning, in this phase the organization enters to
establish everything defined in the section of planning and the operation of the CSIRT, within
the steps that this phase has:

4.2.1 Risk Treatment Plan

A risk treatment plan defined by the organization in accordance with paragraph 6.1.3 Risk
treatment of information security according to 1ISO 27001:2013 [17] is mandatory to have this
risk treatment planned and implemented because it must ensure all measures to the
confidentiality, integrity and availability of information against the treatment of information
security incidents that the information security incident response team comes to treat.

4.2.2 Objectives of the Information Security Incident Response Team

The objectives of the MS-CSIRT should be defined as follows: they should be aligned with
the CSIRT policy, should take into account the requirements of the information security
incidents as indicated in numeral 4.2 Objectives of the ISO 27001:2013 [17], should be
traceable and measurable, should be adjusted according to the results of the risk assessment
and treatment, should be disclosed in the organization, be updated at least once a year, should
indicate the resources, the responsible, completion of planning and evaluation of results as
indicated in the Phase of Verification.

4.2.3 CSIRT Operation Model

The organization should establish the operation model that best suits its organizational
structure and should be composed of Team models according to NIST SP.800-61r2 in numeral
2.4.1: central incident response team, distributed incident response teams or coordination team.
The personnel that compose the team can be employees of the organization, partially or totally
external, for this they must be verified in the plan of evaluation and treatment of risks. If it is
a sectorial CSIRT, it can be confirmed by members of the organizations. The incident response
team must operate in a 7x24 model, with local and remote availability, provide the minimum
tools for the operation of the CSIRT for the exchange of information, advanced intelligence of
threats and management of incidents.

4.2.4 Services Offered by the CSIRT

The main service of the CSIRT is the response to computer security incidents, additionally it
can provide the following services: intrusion detection, digital forensic analysis, vulnerability
analysis, training plans and education, advice on incident management, regulatory framework
if a state entity.
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4.2.5 CSIRT Communication Plan

The CSIRT must establish an internal and external communication plan, this in order to
establish: the means for internal or external incident reporting; proactive exchange of
information with other stakeholders in accordance with the communication plan to be
established, with whom they should exchange information in case of a security incident; what
kind of information to share according to whether it is classified, internal or public; policies
or procedures for the exchange of information indicating the content of communication, when
to communicate, to whom to communicate [17]; means for notification of the incident and
action plans by the interested parties [21].

4.2.6 Information Exchange Techniques

The importance of information exchange lies in the successful management of reported
incidents during the life cycle of the response to the incident, so that the organizations
coordinate and support each other to jointly resolve the incident and provide feedback on
relevant information about the incident [18].

4.2.7 Incident Report

Once the security incident is detected, it must be reported to the system and followed up for
analysis, until closure. The use of TheHIVE platform is recommended in this methodology for
the management of incident cases and give them an adequate treatment, for small organizations
that cannot have this tool, they can use any other that adapts to the needs and that can follow
up the incident report until its closure.

4.2.8 Incident Detection

The detection is done through precursor sources and indicators such as firewalls, IPS, IDS,
Honeypots, SIEM, antivirus, etc., more information about the precursors and indicators can be
found in NIST.SP.800-94 Systems and Intrusion Prevention Guide. Detection is done by the
human personnel of the organization or external sources that see an anomalous behavior in the
systems.

4.2.9 Evaluation of Information Security Events

It must be assessed whether the incident is real or is a false positive, and a level of criticality
to prioritize should be assigned, also the impact domain (Physical or Logical) must be assessed
at the level of integrity, confidentiality and availability of information [16]. The treatment of
the incident can be extended according to the recommendations of NIST.SP.800.61r2 numeral
3.5 Incident management checklist and ISO 27035 numeral 7 Evaluation and Decision Phase.

4.2.10 Response to the Information Security Incident

The necessary actions must be undertaken to respond in the containment of the incident where
decisions must be taken based on the incident report for which the CSIRT must: identify the
assets or information systems involved in the incident, notify the appropriate groups or
members for the containment of the incident, implement new security controls in the
information system.

4.2.11 Recovery of the Information Security Incident
At the time of the closure of the incident, the CSIRT must restore the systems, networks, and
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information services, to their normal point of operation. The CSIRT, with those responsible
for the affected system, must verify that the service or network is operating normally after its
restoration point, perform functional tests, document the necessary actions to secure the system,
service or networks to prevent the incident from happening again, and monitor the system,
service or network.

4.2.12 Digital Forensic Analysis

The CSIRT must collect evidence from the resources affected at the time of the incident or
later by judicial matters. Likewise, it must have the physical or logical tools for its treatment,
considering a process or digital forensic procedure, for which the organization can be based
on the 1ISO 27037 guide for the identification, collection, acquisition and preservation of digital
evidence, or on the NIST.SP.800-86 guide to integrate forensic techniques in response to
incidents.

4.2.13 Post-incident Management and Lessons Learned

Post-incident management after treatment and closure of the incident must be undertaken. The
CSIRT team should meet monthly to measure the performance of the own CSIRT.
Recommendations on improving incident management should be made based on monthly team
or post-incident reporting meetings. The processes must be improved in the organization to
avoid information security incidents if required after post-incident handling.

4.3 Check (MS-CSIRT)

The MS-CSIRT must be evaluated in its performance and effectiveness with respect to the
controls implemented to measure the maturity of the system in all its phases. The method of
monitoring, measurement, analysis and evaluation applied is based on COBIT 2019 [22].
Therefore, the way in which the auditor, manager or internal officer of the organization can
take evidence to verify the applicability of the control to be audited are: staff interviews,
document review, observation. The maturity model for the evaluation of the MS-CSIRT
methodology is based on the COBIT 2019 scale (6 levels).

4.3.1 Management Reviews.

The senior management should review the management system of the CSIRT at least once
a year or at other defined intervals, this ensures the convenience, adequacy and effectiveness
in the continuous improvement of the system [17].
4.3.2 Individual Reviews

Any member of the organization that evidences a nonconformity to the system, shall inform
the responsible of the management system and the high management unit to take the
corresponding corrective or preventive actions; in the individual reviews it can be done by an
external person duly authorized by the senior management.

4.3.3 Technical Reviews

According to the maturity model established in COBIT 2019.

4.3.4 Internal Audit

The organization must plan the audit at least annually or in a shorter interval if decided by the
senior management. The objective of the internal audit is to evaluate if the CSIRT management
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system is in accordance with the requirements of this methodology, that it is complying with
the requirements given by the organization and that it is implemented and maintained
effectively [17].

4.4 Act (MS-CSIRT)

As part of the process in the management system of the CSIRT, the senior management unit
must worry about the continuous improvement of the system to maintain it in agreement with:

4.4.1 Non-conformities

The senior management must follow up the non-conformities with the CSIRT responsible.
Within the CSIRT, a responsible must be defined to follow up and correct the non-conformity,
establish a date to lift the non-conformity, re-evaluate the risks and treatments if they have an
impact due to the non-conformity, periodically review the non-conformity until its closure,
define the criticality of the non-conformity to assign the priority of each one, and close the
non-conformity once resolved.

4.4.2 Corrective and Preventive Actions

According to the evaluation of the nonconformity, the cause of the nonconformity must be
eliminated, so that it does not happen again by means of causes of the nonconformity,
verification if there are the same or similar conformities, possible conformities that may occur
[17].

4.4.3 Continuous Improvement

The organization must continuously improve the convenience, adequacy and effectiveness of
the information security management system.

5. Experimentation and Results

With the aim to evaluate the Management System methodology for Information Security
Incident Response Teams described in this paper, this section describes the experiments
conducted for the evaluation of the MS-CSIRT where the behavior and maturity of the model
of the management system developed in this project is evaluated against a public entity that
has a CSIRT but does not have a current evaluation and measurement model. This entity is of
surveillance and support to external entities and critical infrastructure categorized in the
CONPES 3701 of the Government of the Republic of Colombia.

5.1 Audit of the MS-CSIRT Methodology

An external audit was carried out to this public entity of the Government of the Republic of
Colombiathat has a CSIRT implemented, but no analysis of its maturity system has been made.
The 4 phases of the methodology described in section 4 Methodology Design of the present
article were analyzed in "A Plan CSIRT", "B Do CSIRT", "C Verify CSIRT" and "D Act
CSIRT". The audit was carried out by means of interviews, verification of documentation and
observation method for the controls indicated in each one of the phases to verify the
effectiveness of the methodology to find the level of maturity of the CSIRT, and to see the
strong and weak points to take the corrective measures to the nonconformities. The first phase
was to assign a schedule of interviews with those responsible for the CSIRT as follows: a)
Responsible for Senior Management, b) Responsible for the Computer Security Incident
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Response Centre, ¢) Responsible for Intelligence, d) Head of Internal and External
Communications, €) Responsible for Additional Services of the CSIRT, f) Responsible for
Information and Communication Technologies.

It is verified that all the controls are applicable within the organization for control
verification in accordance with Fig. 3.

APPLICABLE CONTROLS

No; 0; 0%

Yes; 52; 100%

Fig. 3. MS-CSIRT applicable controls.

5.2 Analysis of the Results of the MS-CSIRT Methodology

Fig. 4 shows the percentage of compliance by phase assessed. It shows that the planning phase
has a compliance of approximately 84% against some other phases that are close to 100%, so
it is the first vision for the organization. The senior management and the person responsible
for the CSIRT must take corrective measures and improvement to raise the level of planning,
but in retrospect we see that the whole MS-CSIRT is at an optimal performance level, as shown
in Table 1, where there are also some improvement actions in the phase of doing and checking.

Summary of results by phase: percentage of
compliance

31.3

Fig. 4. Results of % compliance by phase of the MS-CSIRT.
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Table 1. Results by MS-CSIRT compliance phase

MS-CSIRT implementation status results

Summary of MS- Highest Current

CSIRT: 2020 results Sg Percentage Maturity level
core score

by phase

3.1.1 CSIRT s Plan 45 38 84% 4 - Predictable Process

3.1.2 CSIRT s Do 140 133 95% 4 - Predictable Process

3.1.3 CSIRT's Check 20 17 85% 5 — Optimized Process

3.1.4 CSIRT s Act 15 15 100% 5 — Optimized Process

The senior management can take the results of Fig. 5, in which the percentages of
compliance with MS-CSIRT controls are observed, where a high compliance with MS-CSIRT
of 87% is observed throughout the system as indicated in Table 2. By looking at the
established controls, corrective measures can be taken: assign the responsible people within
the CSIRT team to follow up and close the non-conformities; define dates for the closing of
the non-conformities found during the audit and thus comply with the continuous improvement
of the CSIRT management system by means of an improvement plan.

Summary of results by control: percentage of compliance

3.1.27
Fig. 5. Results of % compliance by phase of the MS-CSIRT.

Table 2. Results by audited control MS-CSIRT

I1. Summary of MS-CSIRT :2020

Highest

Current

results by control Score score Percentage Maturity level
Scope of the Management 0 i .

3111 System - CSIRT 5 4 80% 4 - Predictable Process

3.1.1.2 Support from Senior 5 5 100% 5 — Optimized Process
Management

3.1.1.3 | CSIRT Policy 10 4 40% 2 — Managed Process

3114 |Rolesand 25 25 100% |5 - Optimized Process
Responsibilities

3.1.1.5 | Training Plan 5 100% 5 — Optimized Process

3.1.1.6 | Risk Assessment 20 40% 2 — Managed Process
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3.1.1.7 | CSIRT Plan 10 6 60 |- Established

Process

3.1.2.1 | Risk Treatment Plan 5 2 40% 2 — Managed Process
Information Security

3.1.2.2 | Incident Response Team 5 5 100% 5 — Optimized Process
Obijectives

3.1.2.3 | CSIRT operating model 35 35 100% 5 — Optimized Process
Services offered by the 0 L

3.1.24 CSIRT 5 5 100% 5 — Optimized Process

3125 gli'nRT Communication 15 15 100% |5 - Optimized Process

3.1.2.6 Inforr_natlon exchange 15 15 100% 5 — Optimized Process
techniques

3.1.2.7 Inude_nt detection and 20 20 100% 5 — Optimized Process
reporting

3.1.2.8 EvaIu_atlon of information 10 10 100% 5 — Optimized Process
security events
Information Security
Incident Response
Information Security
Incident Recovery
3.1.2.11 | Digital Forensic Analysis 5 5 100% 5 — Optimized Process

Post-incident management

3.1.2.9 5 5 100% 5 — Optimized Process

3.1.2.10 5 4 80% 4 - Predictable Process

3.1.2.12 and lessons learned. 15 15 100% 5 — Optimized Process
3.1.3.3 | Management Reviews 5 5 100% 5 — Optimized Process
3.1.3.4 | Individual Reviews 5 5 100% 5 — Optimized Process
3.1.3.5 | Technical Reviews 5 5 100% 5 — Optimized Process
3.1.3.6 | Internal Audit 5 2 40% 2 — Managed Process

3.1.4.1 | Non-conformities 5 5 100% 5 — Optimized Process
3.1.4.2 ig:irgﬁ;lve and Preventive 5 5 100% 5 — Optimized Process
3.1.4.3 | Continuous Improvement 5 5 100% 5 — Optimized Process

Among the main findings, it was found that many processes are carried out in a way that
fulfils their purpose, but there is no the necessary documentation to support such controls at
the process level so there are the following nonconformities according to the findings found:

5.2.1 Scope of the CSIRT Management System

There is a global scope of the information security management system within the superior
entity of this unit, but it must be extended towards the MS-CSIRT.

5.2.2 CSIRT Policy

There is an Information Security Policy that extends the scope to the CSIRT, but a specific
one must be created in Cybersecurity for the CSIRT to have its own objectives and a scope
that can be measured and managed. As above mentioned, the senior management must
establish a policy for the management system of the team of responses to information security
incidents in accordance with the NIST.SP.800.61r2 [18] and ISO 27035 [16]. Additionally it
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should include: Scope of the policy where it is indicated to whom it is addressed, how it applies
and the circumstances of its use, as fundamental basis of the SG-CSIRT; Policy purpose and
objectives; Mission and vision; Definition of Information Security incidents; Roles and
responsibilities within the CSIRT; Training plans, training and certification of those involved
in the CSIRT; Classification and prioritization of information of security incidents;
Performance metrics or Service Level Agreements (SLAS) Reports and Contact Forms;
Annual budgets with investment plan to maintain the SG-CSIRT in all its components;
Commitment of continuous improvement of the SG-CSIRT.

5.2.3 Risk Assessment and Risk Treatment Plan

Controls of ISO 27002 are adequate at the level of management of physical and logical access
controls, security policies by systems, strong cryptographic controls, user management, strong
perimeter security systems for the management of internal and external network services, so
that the possible risks that could be evidenced in the evaluation have been addressed.

5.2.4 CSIRT Plan

This is established, but a new one is needed to align it with the present methodology at a
documentary level in a CSIRT management manual that includes the scope and policy of the
organization with the CSIRT, a procedure for risk assessment, treatment and acceptance,
measurement and objectives of the CSIRT. With this plan a new roadmap can be defined to
increase the level of compliance and maturity of the system. The plan must identify
information exchange techniques, procedures and guidelines: Information security event
detection and reporting, information security event assessment, information security incident
response, information security incident recovery, digital forensic analysis, lessons learned,
performance evaluation, continuous improvement.

5.2.5 Information Exchange Techniques

There are strong processes and procedures for ad hoc exchange of information on security
incidents, however, a plan was initiated in the present methodology where the MISP platform
is implemented to interconnect with own systems and generate incident reports in an
automated way generating tickets or cases through TheHive and advanced malware analysis
with Cortex.

5.2.6 Information Security Incident Recovery

There are techniques for system recovery through backups, but not a possible treatment in
recovery by type of incident according to the taxonomies that are defined by colCERT.

5.2.7 Internal Audits

There is no an established procedure to perform internal audits within the CSIRT, but they are
correcting the nonconformity, since it came from an external audit, so they are establishing a
procedure to perform an annual internal audit.

Fig. 6 shows the maturity level of the entire system in its 4 phases, where we see that the
maturity level of the entire system is at 91%, so improvement actions should be taken to
reassess the system and make this optimized in the following years and to keep working
especially in the phase of planning and doing. Fig. 7 shows the maturity level for control where
improvement actions should be taken in each control phase to raise nonconformities.
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Summary of results by phase: maturity level
3.1.1
5

3.1.3
Fig. 6. Maturity level results by MS-CSIRT domain.

Summary of results by control: maturity level

RaEYYT;
Fig. 7. Maturity level results by MS-CSIRT control.

Among the positive aspects we can observe a leadership and high commitment of the
senior management in the annual resources to maintain the CSIRT at the level of technological
infrastructure resources, training plans and strengthening of education of the members that
belong to this CSIRT, a good platform for incident management, an optimal communications
plan for the internal and external context of the organization, a system of continuous
improvement by the external audits that the public entity carries out. Additionally, it has a
strong service in external incident reporting that includes treatment recommendations,
awareness, digital forensic analysis, ethical hacking, because external infrastructures do not
offer the service of management and treatment of these incidents. Internally it offers all the
mentioned services, it has an expert staff in the matter to be able to attend the CSIRT. Within
the improvement actions, a CSIRT plan must be carried out in line with the present
methodology, which must include a CSIRT Management Manual, including the CSIRT plan,
CSIRT policy and scope, including the steps, guidelines to comply with the MS-CSIRT
controls, risk assessment and treatment plan.
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Currently, within the corrective actions, there is implementation and integration of the
MISP, TheHive and Cortex tools, in order to improve the response, management, treatment
and closure of incidents, as well as creating communities with other CSIRTSs.

6. Conclusions

The Management System for Information Security Incident Response Teams (MS-CSIRT) is
a methodology for organizations that have a CSIRT or CERT operating. This methodology
contributes to the annual planning of the CSIRT with the necessary resources for its operation.
The MS-CSIRT methodology measures the level of efficiency in the management of the
system and the services offered by the CSIRTs of the organizations. The MS-CSIRT
methodology also allows the evaluation of deficient points in the systems by means of
management, individual and technical reviews and internal audits. The MS-CSIRT
methodology, by means of the findings found, allows to obtain a trace of the four phases of
this methodology that are to plan, to do, to check and to act giving fulfilment to the established
controls. Likewise, the MS-CSIRT methodology develops a roadmap to raise the level of
maturity of the system being analyzed by providing observations of improvement and time.
The MS-CSIRT methodology indicates to senior management the steps to be taken to maintain
and improve the systems by evaluating the corrective or preventive actions of the findings and
obtain a continuous improvement of the systems for the operation of a CSIRT or CERT.

In order for the MS-CSIRT methodology to be successful in the cyber security framework
of the Government of the Republic of Colombia, support must be provided by a) Ministry of
Information and Communication Technologies, b) Ministry of National Defense, c)
Colombian Computer Emergency Response Group colCERT, d) Joint Cyber Command
(CCOCI) and e) Colombian Police Cyber Centre. To be implemented by government entities
and those defined as critical infrastructure or private entities, for the exchange of information
on information security incidents through the MISP platform, management of computer
incidents with the TheHive platform and advanced intelligence on Cortex threats are
recommended in order to achieve the objectives of the national government of Colombia for
the strengthening of cyber security in the country according to the policies established in the
CONPES 3701, 3854 and 3995. The aim is to increase the collaborative agreement between
the organizations for the strengthening of the cyber security in Colombia for the structures of
national government, private and civil corporations, of information technologies and of
environments and devices 10T or ICS.

The effectiveness of the MS-CSIRT has been demonstrated through an audit to a public
entity of the Government of Colombia that monitors the activity of national organizations and
critical infrastructure 1CS. Auditing the CSIRT established in that public entity, it is observed
that it has a high maturity model with respect to the MS-CSIRT.

7. Future Work

Future work includes seeking support from the Government of the Republic of Colombia on
behalf of the Ministry of Information Technology and Communications, Ministry of National
Defense, Colombia's Cybernetic Emergency Response Group colCERT, Joint Command of
Cybernetic Operations, Cybernetic Police Centre, so that this methodology is adopted and
implemented by more institutions of the defense sector, public, mixed and private.
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This methodology can be applied in other organizations in other countries in the region
where more tests can be carried out for its consolidation, as well as continuous reviews for the
improvement of the MS-CSIRT with the support of international organizations such as the
OAS in its information security department of the member countries of the Pacific alliance, so
that it can be replicated in the rest of the countries in the region and have a strengthening and
interconnection in the digital security of Latin America.

Also, it is intended to create a future collaborative environment to create and evaluate a
MS-CSIRT oriented to ICS and 0T devices, between governments, international security
organizations, ICS and IOT manufacturers, and companies working in this kind of
environments [4], to promote a growth in security in this branch creating exclusive taxonomies
[23] and galaxies in these environments within MISP, TheHIVE and cortex.
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