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Evaluating the Efficiency of Personal Information Protection
Activities in a Private Company: Using Stochastic Frontier Analysis

Jang, Chul-Ho* - Cha, Yun—-Ho** - Yang, Hyo-Jin***

r Abstra ct-‘ The value of personal information is increasing with the digital transformation of the 4th Industrial
C = Revolution. The purpose of this study is to analyze the efficiency of personal information protection
efforts of 2,000 private companies. It uses a stochastic frontier approach (SFA), a parametric estimation method that
measures the absolute efficiency of protective activities. In particular, the personal information activity index is used
as an output variable for efficiency analysis, with the personal information protection budget and number of
personnel utilized as input variables. As a result of the analysis, efficiency is found to range from a minimum of 0.466
to a maximum of 0.949, and overall average efficiency is 0.818 (81.8%). The main causes of inefficiency include non-
fulfillment of personal information management measures, lack of system for promoting personal information
protection education, and non-fulfillment of obligations related to CCTV. Policy support is needed to implement
safety measures and perform personal information encryption, especially customized support for small and medium-

sized enterprises.
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source: Coelli T, Rao D, O’'Donnell C, Battese G.(2005)
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(Fig. 1) A comparison of DEA vs. SFA
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(Table 1) Input and Output Variables of previous studies

Author Sector Input Output Model
Personal information Data management status, homepage information
Shin(20006) public | protection budget, management status, system operation, DEA
staff, education management system control
Information protection No. of Course, the No. of participations in external
Park, et al.(2010a) public budeet staffp education, and the ratio of the No. of education DEA
get personnel
Information protection No. of education, the No. of participations in
Park, et al.(2010b) public P external education, and the ratio of the No. of DEA
budget, staff !
education personnel
The overall budget No. of personnel dedicated to personal
Jeong and Lee(2015) | public | and staff of the information, No. of budgeting fields, management DEA
institution level diagnosis score
Personal information Whether there are violations related to the
Lee, et al.2016) public | protection budget, provision of third parties, V.Lolanons Qf use other DFA
staff than the purpose of collection, and violations of
the collection of sensitive information
Choi, et al.(2018) private ¥nformation protection 'Certifica'Fion evaluaFion ins:pfzction status, DEA
investment, staff information protection activity status
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(Table 2) List for evaluating the personal information protection efforts index of private companie

Sector Evaluation list Score
Establishment & 1. Establishing a foundation for personal information protection 20
operation of 2. Education promotion system for personal information protection 6
management system
(30%) 3. Performing the role of the person in charge of personal information protection 4
Establishment & 4. Personal information processing policy and guarantee of the rights of data subject 15
operation of . . 1 . ,
protective measures 5. Collecting, using, and providing personal information 5
(30%) 6. Installation and operation of CCTV 10
Establishing & 7. Safe use and management of personal information 20
i?flr) ilrelnéiléﬁg 8. Establishing procedures for responding to personal information leakage accidents, 10

§ disasters, and disasters
measures
(40%) 9. Restrictions on the processing of unique identification information 10
Total 100
(E3) $Y-EUs
(Table 3) Input and Output Variables List
Variable Code Variable List
K Personal information protection budget
Input
L The No. of personal information protection staff
Output Y Personal information protection activity index
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(Table 4) Summary Statistics of Input and Output Variable

Variable Mean Std. deviation Maximum Minimum
K 604.87 1,672 10 10,000
Input
L 0.95 1.33 25 0
Output Y 59.5 15.72 100 20

I b) W 7 A
(Table 5) Correlation between Variables

Input Output
Variable
K L Y
K 1 - -
Input
0.151 1 -
Out put Y 0.215 0.290 1
A= W4 7 D8A Ao ke 995l 4 £(Translog Production Function)& 343 A3}
Z AR B9 A gHE g tF3AY AE AT o] AT 584 S EUE 74
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(2 6) 3 20
(Table 6) Validation results

Null hypothesis log probability Test statistic Critical value Result
Hyl 63.865 79.972 32214 rejection
H,ll 54.240 70.040 23.209%** rejection

)R T2 10%, 5%, 1% FoeEold SAHLE fo%

of HlggAo] EAotA deth 7MEAZS A A 4
A Q2o BAto)A HlEE Q|9 BAM|(n)E ¥ &
w24 A3 AYSAFL 79.9722 YRR F,
A 32.2145 1% FYF2A 714t} o =2
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(Table 7) Result of Stochastic Frontier Production Function(MLE)

Variable coef. Std. Error z-value
con 3.665™* 0.041 87.413
In(K) 0.152% 0.014 10.277
In(L) 0.485% 0.043 11.229
In(K)? 0.011 0.007 1.589
In(L)? 0.304** 0.034 8.734
In(K) % In(L) 0.018"* 0.002 06.506
o’ 0.099** 0.006 14.559
4 0.706™* 0.045 15.455
U 0.467** 0.007 7.124
log probability 63.865
LR test 79.972

) 1o s 242 10%, 5%, 1% RO5204 BAR 02 Boj3

Efficiency distribution
count

300

200

100

0.4 0.5 0.6 0.7 0.8 0.9
Efficiency

(18 2) 584 21 Z3}
{Fig. 2) Result of Efficiency distribution
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(Table 8) Efficiency score derived from SFA

Sector Efficiency(average) | No. of Companies
1. Finance & insurance 0.875 190
2. Publishigg, videg, broadcasting & communication, and 0.855 190
information service
3. Transportation 0.826 42
4. Associations & organizations, repairs and others 0.825 9
5. Health & social welfare services 0.823 230
Industry 0. Real estate & rental business 0.818 110
7. manufacturing 0.818 380
8. Wholesale & retail 0.807 268
9. Education service 0.790 225
10. Accommodation & restaurant business 0.786 175
11. Electricity, gas, steam & water business 0.783 95
major 0.847 231
Scale middle 0.841 264
small 0.811 1,505
Safety Group I 0.815 1,760
standards Groupll 0.846 240
29] 0.855, 50l 0.826 =22 BAEGIE ¥ Q1S 27| Kk v o] w2 AolE gelsty,
W, el 3 A, RsAE AR SH E SAHEY BeAE w0l e AASHES St
o] 217} 0.807, 0.790, 0.786°2.2 E&/4do] Y2 A 2 7|49 v E&9] HURl& Hoys}] ) v a &
oz BAHYY. 7Y AYRES BB B L FHUET o1, A|UFHET B5 A% W7 F
Ae AvEE o719 08472 74 BEAA AT Bg EYEsez BEsl] Yarsyos Adsy
oz puuEslon oz FAVUL 0841, F o %R IEY vEEH 99 24 At S &
27192 0.811 €02 BATt AAHR 4 9)9 2ok
SezA U AMEY 18 12 0846, 15 B4 AT, 45 wagd B4 902 A A
108152 24=310 A BEoE Ueht Q93 g5l we A5Hoz
584 BAIA 7 71900 BEAL WAL 4 WY 808 FRAG 45l Yt vlask
HDuality)d BAZ BEH0] £ FAL HEgol A9 e Hol7h Yot A ARIOIA ek w]
W Rl 2, g84o] W 92 Hlaeo] ¥ 889 I5H 72 dUS AEY, AR AAPE
< 991 SYSER 2 AfoAE asdol B2 AT o] &3 He, EA MAFE A2t 5 R4
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(Table 10) Causes of Inefficiency by scale
Evaluation list major middle small
1. Establishing a foundation for personal information protection 0.030** 0.005 0.257%**
2. Education promotion system for personal information protection 0.181%|  0.222%*|  (0.234**
3. Performing the role of the person in charge of personal information protection 0.015 0.105%* | 0.049***
4. Personal information processing policy and guarantee of the rights of data subject 0.248%* | 0.281™*| (0.250***
5. Collecting, using, and providing personal information 0.002 0.012 0.055™*
6. Installation and operation of CCTV 0.160%* |  0.183*=*| 0.217***
7. Safe use and management of personal information 0.402%* | 0.470**|  (0.399**
8. ?tablisbing pro.cedures for responding to personal information leakage accidents, 0.088* 0.101% 0.048"
isasters, and disasters
9. Restrictions on the processing of unique identification information 0.189%* |  0.243**| (0.399**
F-value 5753 60.95"*| 521.06**
adjust R? 0.888 0.880 0.911
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(B 11) HQYE HREo| ME Higsy Hol

(Table 11) Causes of Inefficiency by safety standards

Evaluation list Group | Group I
1. Establishing a foundation for personal information protection 0.216™** -0.005
2. Bducation promotion system for personal information protection 0.237*** 0.156™**
3. Performing the role of the person in charge of personal information protection 0.049*** 0.005
4. Personal information processing policy and guarantee of the rights of data subject 0.248"*** 0.258™**
5. Collecting, using, and providing personal information 0.051%** -0.016
6. Installation and operation of CCTV 0.210%* 0.146™*
7. Safe use and management of personal information 0.413*** 0.373"*
8. Establishing procedures for responding to personal information leakage accidents, i s
. : 0.048 0.129
disasters, and disasters
9. Restrictions on the processing of unique identification information 0.376*** 0.255™*
F-value 561.90™* 56.21%*
adjust R 0.905 0.882
) # e Z47E 10%, 5%, 1% el SAH R fo3t
HEES . WA 9790 49 AQAEES B AEEs §50] tia AutEel 19 @ Adde) 1
U o 2 AR 54, o8, ABL B8 Q¥ A0 BE, T2/ GGl 2o
o2 gouT gtk v Jae A G, AUH I 1S AR RES A vhlst A HEE S A
w24 0 AE, ok Magaol £Alstel o] AR o 4 12T AR £, ol8, AL
of thet Hulst Wesih. 47190 A9 AR ELEH A0 BAHI
B3 75 op ) QIR 4, o], AT BEF
0% JHI Yoy Hrp 584 FS 6=
o4 A9 5 AAIRET B4 AT F40] 2
7t dasitt, 47| H7F FE AAoA HlE
go] W5t QA B BT Asltol gt AAE Y

2 AR F47]¢o] Y A 18 12
W7h = AAoIA HZEHe A2 Hrelo] el

A 2,0007H 7HAHEA AR AE A
QPEETS &5 T2 ST 23 4 0.4660]
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