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Abstract

OPC UA at the control and field level does not provide enough performance to replace the field bus. The OPC
Foundation aims for a real-time and connection-less mechanism, and has added the OPC UA publish-subscribe model,
a new specification that supports broker functions such as MQTT and AMQP, as the OPC UA Part 14 standard. This
paper is about a gateway for interoperability between OPC UA publisher with the addition of OPC UA Partl4 standard
and DDS subscribers. Raspberry Pi 4 is used for the gateway proposed in this paper, and OpenDDS, an open source, is
used for DDS. OPC UA publish-subscribe module used A-Open62541 publish-subscribe module, which additionally
implements functions not provided by the corresponding source based on Open62541 publish-subscribe open source.
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Fig. 3. OPC UA Protocol Stack.
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s | [ ][]
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i
|

i NetworkMessage

| UA_Server_addDataSetReader() |

| UA_Server_addWriterGroup() |

|addPubSubConneclion() | - - |addPubSuhConnection() |

| UA_Server_addPubSubConnection() | Transport Protocol | UA_Server_addPubSubConnection() |

Fig. 10. A-Open62541 PubSub Protocol Stack.
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* Toplc DlSCI‘ll’l’lll’latOr ° EE71 E hé)_/‘\—l % Eﬂ O] E1 7:12;‘::5::?;?;:;::1(.)CreateanewTCP socket.*/
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E1 = ?Jj—i% % ]5]‘ C]);} o= %j“/;o:E] 3} 7] HZH T’t}oﬂ , UA_PubSubChannelAMQP_close() a/n::rlqp_co:nection_close() y
*Closes the entire connection*
DDS ?—%Z} 7]— —/':/‘\—]‘ 6—]—7] 51)4 8H /\ll 1—‘_:‘ 8H % ]5]‘ C]):]’ 7:):;::;5:;oayr;::r_‘:‘:nc:ie?::(o)n_state_t object*/

S DDS IDL(Interface Definition Language) Fig. 11. A-Open62541 PubSub RabbitMQ API.
2 Wgsfof af=d, P 7lss FHI 3 11. A-Open62541 PubSub RabbitMQ AP
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Open62541 PubSub

Mapping func A-Open62541 PubSub(Qpid-proton)

pn_event_connection()

/*Get the connection associated with an event.*/

pn_session()

/*Factory for creating a new session on a given connection object.*/
pn_connection_set_container()

/*Set the AMQP Container name advertised by a connection object.*/
pn_connection_open()

/*Open a connection.*/

pn_event_delivery()

/*Get the delivery associated with an event.*/

pn_link_recv()

/*Receive message data for the current delivery on a link.*/

UA_PubSubChannelAMQP_open()

UA_PubSubChannelAMQP_regist()

pn_message_body()
/*Get and set the body of a message.*/

j.inst.Korean.electr.electron.eng.Vol.25,No.2,291 ~301,june 2021

19 14%= IDL
Ao Ego] F3x

H QoS AR

Mg wbgel elela, 1Y 15%
42 o4 mEZ ekl Aol
% 1600 hehuict,

pn_data_put_binary()

/*Puts a PN_BINARY value.*/

pn_data_exit()

/*Sets the current node to the parent node and the parent node to its
own parent.*/

pn_message_send()

/*Encode and send a message on a sender link.*/
pn_connection_close()

/*Close a connection.*/

UA_PubSubChannelAMQP_send()

UA_PubSubChannelAMQP_close()

Fig. 12. A-Open62541 PubSub Qpid-proton API.
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o]H & change _type() API QIxt2 A3y,
change_type() : 91ZH ¥ OPC UA w3} do]
HE DDSolA AH&3 4 IDL Efg o= W3t
Eig=

Input_IDL_data() : IDLS ©]§-3l¢] DDS E3

Cfnzirszi/:m Message_1 = (Topic: “DDS Gateway”)
Data_1
Message_1.length= OPC_Length_1
Message_1.data= OPC_DATA_1
OPCUA
Conversion

Message_2 = (Topic: “DDS Gateway”)

Data_2

Message_2.length= OPC_Length_2

Message_2.data= OPC_DATA_2
OPCUA

Conversion
Data_3

Message_3 = (Topic: “DDS Gateway”)

Struct Message {
@key int length;
string data;

Message_3.length= OPC_Length_3
Message_3.data= OPC_DATA_3

}

DDS Publisher

DDS IDL

Fig. 14. Example of DDS Gateway IDL Mapping Course.
T2 14. DDS Alo|Eglol IDL of& np™eo| of

Connect Publisher:
if(Topic == "DDS Gateway'){

if(DDS type # recieve_data type)
DDS_message = (DDS type) recieve_data;
IDL Mapping(DDS_message);
Send DDS_message to DDS_Sub;

Jelsef
IDL Mapping(recieve_data);
Send recieve_data to DDS_Sub;

}
elsef
Send recieve_data to OPC_Sub;

}

}

Fig. 15. DDS Gateway pseudo code.
T2 15. DDS AlO|Efllo] elAlZE

// Create DataWriter
DD5::DataWriterQos pin_qos;
publisher->get_default datawriter qos(pin_gos);

pin_qos.history.kind = DDS::KEEP ALL HISTORY Q0S;

pin_qos.ownership.kind = DDS::SHARED OWNERSHIP_QO0S;
pin_gos.destination order.kind = DDS::BY SOURCE TIMESTAMP DESTINATIONORDER Q0S;

pin_gos.reliability.kind = DDS::RELIABLE_RELIABILITY_00S;

pin_qos.reliability.max_blocking_time.sec=0;
pin_gos.reliability.max_blocking_time.nanosec=
Ag Acﬂ DDS::DataWriter var writer =
publisher->create datawriter(topic,
pin_gos,
i
Broker CMM OpenDDS . ]
T Fig. 16. DDS Gateway QoS settings.
. 12! 16. DDS 0| Efllo] QoS MF

Mosquitto | handle_connect(;

)
RabbitMQ ‘amqp_basir._get()

create_topic()

| create_publisher() ‘

create_datawriter()
message_writer->write()

‘ change_type() |

Qpid-proton

Input_IDL_data()

Fig. 13. DDS Gateway Overall Software Structure.
T2 13 DDS AlO|Egflo] MA A~=ZEg|of 7=

(297)

th gAEWE 9 A

AlolEglol= ghz=wggto] 443e A 55,
OPC UA @&zl DDS 52k dl~=d PCe
ZhgdH Al AEch a7 1739 % 25 HAE
= 9p Al 2~®l ALYRS VERTEL



Gateway platform for interoperability between OPC UA Publisher and DDS Subscribers 65

OPC Subscriber
(210.110.34.167)

]

0S: Ubuntu 20.04

DDS Gateway
(210.110.34.177)

05: Raspbian

DDS DDS Adaptor
Subscriber

OPC Subscriber
(210.110.34.175)

Open62541
Subscriber App.

0S: Ubuntu 20.04

HW: Desktop PC HW: Raspberry Pi 4 HW: Desktop PC
Fig. 17. Test-bed.
J2 17 HAEHE FME
Table 2. Test-bed System Specifications.
i 2. H{AEH|E AJAH ALQF
OPC
Component gfb(l:isgﬁr Gﬁ?ja Subscriber
Y over DDS
0S Ubuntu Rasbian Ubuntu
20.04 GNU/Linux 10 20.04
Mosquitto v2.0.4 | A-Open62541
Tool A-Open62541 | RabittMQ v3.8.2 Sub
Pub Qpid-proton v0.33.0 | OpenDDS
OpenDDS v3.17 v3.17
Language C C, C++ C, C++
RAM 4GB 4GB 4GB
Capacity 30GB 32GB 30GB
CPU Intel ARMvV7 Intel
Core i7 Processor rev3 Core 17

PoC(Proof-of Concept) 7S 9
ofzjj e} #r}.
* MQTT 7]%¥F OPC UA 23zt do]g

Alure] 9=

(Source IP: 210.110.34.167)
* Broker 5721 (Destination IP: 210.110.34.177)
* Brokert]¢] DDS waix7} UDPZ RTPS H|
A A 2-ey (Source IP: 210.110.34.177)
* DDS 527} UDP 719k RTPS ®A[A] 4241
(Destination IP: 239.255.0.2)

g dloly A

pul

3y

29 188 OPC UA Zaizoll A 7 olE%l o] &
Fo2e] MQTT WAlA =
g4 2UHY 16\82 Al ES o]
2Z5E DDS F5229 HolH 35S YErd
olty, ¥ 183 ¥ 195 ® OPC UA T3}
oA ;Y dlolEel A4 7k 58.0< JSON ERglo
2 HUH, AolESfolol A= did B DDS Ef
olo @ ulgd T FA3d el 5802 % DDS F=

A=)
Zeolar, a9 1

=] = o] S =~

At Al AEsheE A FlE + Advt

No, Time Source Destination Protocol _ Length _Info

| [ e-699042352_210.110.38.167 210.110.34,177 w
et P S R i s = = =
5410.789358609  210.110.34.177 239.255.0.2 RTPS 149 TNFOLTS, DATA
55 0.798971267  210.110.34.167 210.110.34.177 morT 153 Publish Message
59.0.891410173  210.110.34.177 239.255.0.2 RIPS 124 TNFO_TS, DATA([_
60 0.895342824  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
610.899745841  210.110.34.167 210.110.34.177 Tt 153 Publish Message
65 0.999229575 210.110.34.167 210.110.34.177 MQTT 153 Publish Message |
69 0.009815570  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
70 1.003838035  210.110.34.177 239.255.0.2 RTPS 149 TNFO_TS, DATA
721.099904798  210.110.34.167 210.110.34.177 MoTT 153 Publish Message
76 1.105007568  210.110.34.177 239.255.0.2 RTPS 124 TNFO_TS, DATA([_
771.105752285  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
791.199967526  210.110.34.167 210.110.34.177 MQTT 153 Publish Message
83 1.206629599  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
841.207251204  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
851.299603888  210.110.34.167 210.110.34.177 MoTT 153 Publish Message
90 1.308273165  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
911.309180139  210.110.34.177 239.,255.0.2 RTPS 149 INFO_TS, DATA

User Datagram Protocel, Src Port: 52144, Dst Port: 7401

v Real-Time Publish-Subscribe Wire Protocol
Magic: RTPS
Protocol version: 2.4
vendorId: 01.03 (Object Computing, Inc.
guidPrefix: @103dca632a8c24b26e30791
Default port mapping: MULTICAST_USERTRAFFIC, domainId=@
submessageId: TNFO_TS (8x09)
submessageTd: DATA (@x15)

(0CI) - OpenDDS)

00 94 00 01 @0 ©6 dc ab 32 a8 c2 4b 00 00 88 00 2--K
45 00 00 85 5d 69 40 0@ 01 11 36 de d2 6e 22 bl E---li@ 6-:n"

ef ff 00 @2 cb b 1c e9 80 71 8f a5 52 54 50 53 q--RTPS
©2 84 01 83 @1 ©3 dc ab 32 a8 c2 4b 26 3 87 91 .- .- 2 K& -
©9 01 88 @0 55 de 3f 60 7e 31 5b fa 15 @5 @0 00 UN2® ~1[

0050 190 9@ 10 00 @0 PO 60 00 00 80 00 02 PO 00 00 6O
0068 24 20 00 00 00 09 00 03 FERCINCENCIRVEE URCEREE
CLFEIN21 00 60 66 7b 20 22 74 65 73 74 44 61 74 61 3}
CLELNN22 3a 20 7b 20 22 74 65 73 74 31 22 3a 20 35 38
CIELR e 30 20 7d 00

Fig. 18. Wireshark between OPC UA Publisher and
Gateway(MQTT).

T2 18. OPC UA e Xiel Aol Efo] Atole] 2L E2
SHE(MQTT)

Source Destination Protocol
110 .24 167 240,110 24,1 MOTT

Length Info

No, Time
i 153 publish

53 ©.788476524  210.110.34.177 239.255.0.2 124 INFO_TS, DATA([
54 0.789358609  210.110.34.177 239.255.0.2 149 INFO TS, DATA
55 ©.798971267  210.110.34.167 210.110.34.177 MQTT 153 Publish Message
59 ©.891410173  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
60 0.895342824  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
61 ©.899745841  210.110.34.167 210.110.34.177 MQTT 153 Publish Message |
65 ©.999229575  210.110.34.167 210.110.34.177 MOTT 153 Publish Message |
69 0.999815570  210.110,34.177 239.255.0.2 RTPS. 124 INFO_TS, DATA([_
70 1.003838035 210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
72 1.099904798  210.110.34.167 210.110.34.177 MTT 153 Publish Message |
76 1.105097568  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
77 1.105752285  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
79 1.199967526  210.110.34.167 210.110.34.177 MOTT 153 Publish Message |
83 1.206629599  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
84 1.207251204  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

{ 85 1.299603888  210.110.34.167 210.110.34.177 MQTT 153 Publish Message |
90 1.308273165 210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA([_
91 1.209180139 210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

User Datagram Protocol, Src Port: 52144, Dst Port: 7401

v Real-Time Publish-Subscribe Wire Protocol
Magic: RTPS
Protocol version: 2.4
vendorld: 01.63 (Object Computing, Inc.
guidPrefix: 0103dca632a8c24b26e30791
Default port mapping: MULTICAST_USERTRAFFIC, domainId=@
submessageld: INFO_TS (0x@9)

submessageld: DATA (@x15)

(0CI) - OpenDDS)

90 04 00 01 00 06 dc a6 32 aB c2 4b 00 00 08 00
45 00 00 85 5d 69 40 00 01 11 36 de d2 6e 22 bl
ef ff 00 02 cb b® 1c e9 @@ 71 8f a5 52 54 58 53
@2 @4 01 @3 01 @3 dc a6 32 aB c2 4b 26 e3 07 91
@9 01 08 00 55 4e 3f 6@ 7e 31 S5b fa 15 05 @@ €@
90 00 10 00 00 00 00 00 00 00 00 B2 0O 00 00 B8

0060 24 20 00 00 00 09 00 03 PEREENEERCEEFERSI
eare 00 7b 20 22 74 65 73 74 44 61 74 61
eese 7b 20 22 74 65 73 74 31 22 3a 20
0099 7d 00

Fig. 19. Wireshark between Gateway and OPC UA Subscriber
(MQTT).
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No. Time Source Destination Protocol  Length Info

27 8.472595174 [210.110.34.167 210.110.34.177 AMQP 230 Pasic.Publish

‘ 31 0.514831309 210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA(

‘ 32 ©.515305945  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

1 33 8.571935414  210.110.34.167 210.110.34.177 AMQP 230 Basic.Publish
37 ©.616336798  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA(
38 ©.617014921  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

H 39 ©.672644585 210.110.34.167 210.110.34.177 AMQP 230 Basic.Publish
43 ©.718345438  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA(

‘ 44 ©.719204893  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

i 46 ©.772180564  210.110.34.167 210.110.34.177 AMQP 230 Basic.Publish
50 ©.820374374  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA(
51 ©.821307495 210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA

octetsToNextHeader: 8
Timestamp: Mar 4, 2021 00:54:21.781264999 UTC
v submessageld: DATA (@x15)
Flags: 0x@5, Data present, Endianness bit
octetsToNextHeader: ©
0000 0000 0000 0000 = Extra flags: ©x0000
Octets to inline QoS: 16
readerEntityId: ENTITYID_UNKNOWN (©x0@000000)
writerEntityld: 0x00800002 (Application-defined writer (with key): 0x008000)
writerSegNumber: 1153820
v serializedData
encapsulation kind: D_CDR2_LE (@x00@9)
encapsulation options: @x@003
serializedData: 2900000010cd0800210000007b2022746573744461746131...

7 90 04 00 01 00 06 dc a6 32 a8 c2 4b 00 00 08 00 - 2--K

) 4590 00 85 7f e9 46 @0 01 11 14 Se d2 6e 22 b1 E-----@- sdap”
ef ff 00 02 cb b® 1c e9 00 71 <8 3 52 54 58 53 e q- -RTPS
92 04 01 03 01 03 dc a6 32 a8 c2 4b 26 e3 07 91 . 2--K&- -
@9 ©1 @3 @0 bd 2f 46 60 a8 fb 08 c8 15 85 00 00 i@ s

00 90 10 G0 00 00 00 0@ 00 00 00 02 80 00 00 60
1c 9b 11 00 00 09 00 03 PENC:IRCEN-TEE RGBT
21 90 00 @0 7b 20 22 74 65 73 74 44 61 74 61 3
22 3a 20 7b 20 22 74 65 73 74 31 22 3a 20 35 38
2e 30 26 7d 09

02060
@e7e
2080
0090

Fig. 20. Wireshark between OPC UA Publisher and Gateway
(AMQP).

J%l 20. OPC UA walixtel Aol Egllo] Atolel BUEE
=t (AMQP)

No, Time Source Desiination Protocol  Length Info
27 0.472595174  210.110.34.167 210.110.34.177 P 230 Basic.Publish
31 0.514831389 |210.110.34.177 239.255.08.2 RTPS| 124 INFO_TS, DATA

| 32 8.515385945 [218.118.34.177 239.255.8.2 RTPS 149 INFO_TS, DATA
33 8.571935414  218.118.34.167 219.110.34.177 AMOP 230 Basic.Publish
37 8.616336798  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA
38 0.617@14921  210.110.34.177 239.255.0.2 RTPS 149 INFO_TS, DATA
39 @.672644585 210.110.34.167 210.110.34.177 AMQP 230 Basic.Publish
43 8.718345438  210.118.34.177 239.255.8.2 RTPS 124 INFO_TS, DATA
44 9.719204893  210.110.34.177 239.355.0.2 RTPS 149 INFO_TS, DATA
46 @.772180564 210.110.34.167 210.110.34.177 AMQP 230 Basic.Publish
50 8.820374374  210.110.34.177 239.255.0.2 RTPS 124 INFO_TS, DATA
51 8.821387495 219.118.34.177 239.255.8.2 RTPS 149 INFO_TS, DATA

octetsTolextHeader: 8
Timestamp: Mar 4, 2821 88:54:21.781264999 UTC
~ submessageld: DATA (@x15)
Flags: Bx@5, Data present, Endianness bit
octetsTolextHeader: @
0000 0000 000 0000 - Extra flags: @x0000
Octets to inline QoS: 16
readerEntityId: ENTITYID_UNKNOWN (@x08060800)
writerEntityId: 9x00800002 (Application-defined writer (with key): @xP00@@e)
writerSeqNumber: 1153828
v serializedData
encapsulation kind: D_CDR2_LE (©x2009)
encapsulation options: 8x0003
seriaslizedData: 29080802f0cdo809210000007b2022746573744461746131.

00 04 Q0 @1 0@ 06 dc a6 32 a8 c2 4b 20 00 08 0@ 2--K
45 92 2@ 85 Jf e9 48 80 01 11 14 3e d2 Ge 22 bl E ».p"
ef £ff 88 82 cb b® 1c e9 88 71 c8 3 52 54 5@ 53 q- -RTPS
82 94 91 @3 @1 83 dc a6 32 a8 c2 4b 26 &3 87 91

2- K&

a8 fb 08 c8 15 @5 6@ o2
0@ 90 90 92 20 °@ 08 08
29 60 @0 e f@
65 73 74 44 61
73 74 31 22 3a

@9 91 98 @@ bd
ee 92 10 @0 00
1c 9b 11 ee ee
1 89 2@ 28 7b
22 3a 20 7b 20
2e 3@ 20 7d ©

2f 40 68
2@ 20 0@
89 28 83
20 22 74
22 74 65

eace
eare
eese
2a9e

Fig. 21. Wireshark between Gateway and OPC UA Subscriber
(AMQP).

a2l 21, Alo|Egfo|et DDS #=At Atole] ZL{E{R =tH
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