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Abstract : The use of Field—Programmable Gate Arrays (FPGAs) in the development of safety—related
Human—Machine Interface (HMI) systems has gained much momentum in nuclear applications. Recently, one
of the application areas for the Advanced Power Reactor 1400 (APR1400) is in the development of the
advanced Component Interface Module (CIM) of the Engineered Safety Features Actuation System (ESFAS).
Using systems engineering approach, we have developed a new FPGA—based advanced CIM software. The
first step of our software development process involves the Preliminary Hazard Analysis (PHA) based on the
previous CIM design. In this paper, we describe the qualitative approach used in performing the preliminary
hazard analysis. The paper presents the methodology for applying a modified Hazard and Operability
(HAZOP) procedure for the conduct of PHA which resulted in a qualitative risk—ranking scheme that informed
the decisions for the safety criteria in the requirements specification phase. The qualitative approach provided

the justification for design changes during the advanced CIM software development process.
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1. Introduction
The interest and momentum in the
deployment of Field Programmable Gate Array
(FPGA) technology for safety—related digital
instrumentation and control (I&C) systems of
nuclear power plants show an increasing trend
.[11,[2] In the Advanced Power Reactor 1400
(APR1400), one of the application areas is in
the development of the FPGA—based advanced
Component Interface Module (CIM) of the
Engineered Safety Features Actuation System
(ESFAS). The CIM interfaces the safety
actuation command signals from safety
systems to the plant’s field components such
as pumps, valves, and dampers to allow for
automatic and manual control of safety
components on demand. The design of such a
FPGA—based

environments  and

system relies on software

hardware  description
languages that fundamentally define the
system’s logic functions and can consequently
contribute to the exhibition of unexpected
behavior by the system due to design
errors.[3] One major consequence of this type
of issue for safety—critical systems is that it
has the potential to put the nuclear reactor
into a hazardous state in which there is a loss
of the prevention of the release of radioactive
fission materials.[4] Therefore, the design and
analysis of digital systems must be such that
failures result in a predictable and acceptable
range of system behaviors.

In the development process of an
FPGA—based system, it is essential to analyze
the design to ensure that the system's
behaviour is deterministic during a failure and

that the hazards are acceptably safe. This
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implies investigating the various hazard

mechanisms and the associated risks
concerning nuclear power plant safety. IEEE
Std. 7—4.3.2 [9] requires the identification and
resolution of hazards with the potential to
defeat a safety function. Also, ISO/IEC/IEEE
15288 [22]

conducting hazard assessment during a system

emphasizes the importance of

life cycle development process. Typically, the
hazard
Hazard
Analysis (PHA). PHA is an initial top—level

safety analysis for identifying hazards, hazard

starting point of this kind of

investigation is the Preliminary

causes, effects, initial risk level, and the

potential mitigation measures during the
conceptual and preliminary design stages of
system development.[5] PHA provides early
guidance on the system’s safety requirements
that will integrate into the development life
cycle of the system.

From a software perspective, the IEEE Std.
1228 [6] requires that a PHA be available
before performing any of the suggested safety
during a software development
Also, the NUREG/CR-6430 [4]

describes many techniques for performing

analyses

process.

hazard analysis at various stages of software
development. However, beyond stating that the
PHA is a prerequisite step for performing
other hazard analyses, the IEEE Std. 1228 and
the NUREG/CR—6430 provide little information
about the actual conduct of PHA. Nonetheless,
it is important for design engineers to evaluate
all credible hazards during system
development. From a general viewpoint, there
are three ways to evaluate hazards: (1)
qualitative method, (2) quantitative method,

and (3) hybrid method. Since, both elements
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of risk — hazard severity and likelihood —
must be characterized in hazard evaluation
studies, the choice of any approach depends on
the method of risk probability estimation and
the final objective of the hazard analysis.[7]
The quantitative method involves a detailed
risk assessment with the unit of probability
expressed in rate and calculated from failure
rates of components. On the other hand, the
qualitative method estimates risk following an
established likelihood criteria. In PHA studies,
it is not necessary to quantitatively estimate
risk since the final objective is to have a
broad—scope view of the system’s hazards at
the preliminary stage. Notwithstanding, there
exist many hazard analysis techniques in
literature that cut across these three general
classifications. NUREG/CR—6430 listed some
47 techniques with potential application to
analysis. Among these

software  hazard

techniques, the classical Hazard and
Operability (HAZOP) study is comparably easy
to use for a PHA study.

This paper describes the use of a modified
HAZOP method for performing preliminary
hazard study of an FPGA-based CIM design.
The study is based on the design entry at the
concept phase of the advanced CIM project
development. The paper outlines the systems
engineering (SE) framework for hazard
analyses and expands the application of the
classical HAZOP method to the PHA study of
the CIM. The modification of the traditional
HAZOP method is one of the focus areas of
this PHA study.

The other sections of this paper are as
follows: Section 2 introduces the background

for SE consideration in the life—cycle process
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for hazard analyses and the life—cycle process
for FPGA application design. It also discusses
related research work. Section 3 describes the
PHA methodology and the process workflow
used for performing the hazard investigation.
Section 4 is the result section that shows the
outcome of our hazard analysis on a PHA
worksheet. Section 5 concludes our approach

for performing the preliminary hazard analysis.

2. Background

2.1 Life cycle process of hazard analyses

A hazard is a condition or event or the
presence of a potential risk situation that can
be internal or external to a system that leads
to an accident.[8] IEEE Std. 7—4.3.2 requires
the identification, evaluation, and resolution of
hazards that have the potential to defeat safety
functions. Therefore, it is necessary, during
each system development phase, for design
engineers to provide adequate assurance of all
hazard resolution. In order to obtain this
assurance, the hazard analysis process must
exist within the systems engineering
management framework. The framework can
be domain specific to achieve higher
engineering success as proposed by.[24]

Kossiakoff [23]
engineering framework for a typical waterfall
model. NASA—-GB—8719.13 [8] describes the

various hazard analyses within the elements of

describes the systems

the system’s life cycle from the conceptual
phase to the operation phase for the waterfall
model, as depicted in Figure 1. The figure
illustrates the relationship between the various

stages of hazard analyses and the stages of a
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typical waterfall life—cycle model. Each level
of hazard analysis is to identify and eliminate
or reduce potential hazards as much as
possible. The PHA cuts across the three
stages of concept development, requirements
phase, and preliminary architecture design.
The PHA is based on a baseline conceptual
design and forms the foundation for other
hazard analyses. It establishes the initial
system safety criteria at the early stage of
development. During system development, the
initial safety criteria are flown down to the
requirement specifications. Detailed criteria
are then generated from a Requirements
Hazard Analysis (RHA) that uses the PHA
results as inputs along with other industrial
and regulatory requirements. Typically,
hazards are tracked throughout the entire
analysis process and the PHA is continuously

updated.

2.2 Life cycle model of FPGA application
design

The design of an FPGA logic is by writing a

program into an FPGA chip using a hardware

System
Concept
oncept

System
Requirements
oftware

System
Architecture

Preliminary Hazard Analysis (PHA)

Requirements Hazard Analysis (RHA)

Architecture Design Hazard Analy.

Detailed Design Hazard Analy.
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Detailed
Design

oftware
Design

description language (HDL). FPGA devices are
hardware—based but the design of logic
functions into the FPGA device depends on a
software environment. Several standards and
regulatory bases exist that describe the
development process for FPGA applications in
Nuclear Power Plant (NPP) 1&C systems. For
instance, EPRI TR 1019181 [10] provides
FPGA design,

implementation, and

guidelines for modification

planning, verification
processes. NUREG/CR-7006 [11] identifies
the design life cycle and the design flow for
FPGA application. The IEC 62566 [12]
provides the general requirements for the
development life cycle of FPGA-based
system.

Figure 2 shows a typical life—cycle model
and the design flow for an FPGA-—based
application described by.[13] The life—cycle
model of the FPGA application development
follows the traditional V—model with the
associated verification and validation (V&V)

process. The input to the FPGA application

design process is a set of technical
requirements and design architecture
;
Implementation Integration
&
Testing 1’
Verificati
o Vedtgmien
Code Hazard Analysis Validation

Operation
e

Software Safety Testing Maintenance

—

Operating & Support Hazard Analysis (O&SHA)

[Figure 1] Hazard analysis tasks within the life—cycle development

24 N2EAMXILY



specifications. At the initial design stage, a
preliminary design of the FPGA logic is
generated and the associated design reviews
include a hazard study. At the detailed design
stage, the functional logic is generated using
high—level HDL such as Verilog or the Very
High—Speed Integrated Circuits HDL (VHDL).
the V&V process at this

Typically, level

includes safety analysis for functional
simulation and static analysis. The detailed
logic is finalized by the elaboration of logic
artifacts and the synthesis of the Register
Transfer Level (RTL) representation, which
describes the behavior of the logic functions in
terms of the signal flow between logic blocks.
At the first implementation stage of the FPGA
application development process, the
synthesizer transforms the RTL model into a
netlist. A netlist defines the configuration for
gate and interconnection requirements for the
particular FPGA application being designed.
The second implementation stage is the Place
and Route (PNR) which identifies the best

physical positions on the chip for the logic
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blocks and the interconnections. This stage
Requirements System
Specification Validation

leads to the generation of a bitstream, which is
then loaded onto the FPGA chip.

Hazard analysis is part of the design and
review processes for FPGA application design.
IEEE Std. 1012 [21] describes the various
applicable hazard analysis tasks for system,
software, and hardware development. Figure 2
highlights part of the targets of hazard analysis
within the V&V process.

2.3 Research trends

For

processes, there are a few literatures that

systems and software development
describe the application of hazard analyses for
safety—critical systems in the nuclear power
plant at different stages of the development
life cycle. [14]
practical use of NUREG/CR—-6430 for software

requirements hazard analysis by redefining the

Jung et al. describe the

analysis guide phrases and process to
accommodate the analysis of circuit and
memory aspects of the FPGA software

requirements specification. They presented a
case study to justify the applicability of their

proposed method, by using a safety-—related

Verification

Preliminary
Design

Verification
Integration &
Testing

Verification

Detailed
Design

Verification

Implementation

Verification

Verification

T FPGA
electronic design

|~ Functional
t> Simulation, e

Detailed FPG A electronic
design development
{elaboration & RTL synthesis)

FPGA electronic design Gate-level

logic synthesis

FPGA electronic design |11 T™"9 <
{ placementandrouting [~1 Simulation. b
I L _ _sTa 1

Targets of Hazard Analysis in V&V process

Integration
L Testing |

Arlifacts Development Process V&V Process

[Figure 2] FPGA application design model
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FPGA controller module and comparing the
results obtained to that of a HAZOP analysis
performed on the same software requirements
specification. Their work is the most relevant
hazard study to the work we present in this
paper. Nevertheless, their paper is on software
which
presupposes that the prerequisite PHA study

requirements hazard analysis,
has been performed.

In a similar work, Li & Duo [15] presented
a V&V model for software requirements safety
They listed

activities and techniques to be performed

analysis. important  safety
during the requirement phase of software
safety analysis and applied their analysis
model to the landing gear control system as a
case study. They determined that their
approach is useful for specifying constraints
on software processes and for verifying
software safety requirements.

Bao et al. [16]

modularized

propose the use of a
approach  for conducting a
system—wide hazard analysis for systems with
multi—level redundancy design, to address the
issue of common cause failures (CCFs) in
Their

work considers the interaction and complexity

hardware and software components.

of redundancy in system design and uses Fault
Tree Analysis (FTA). They presented the
application of their approach on a four—division
digital ESFAS.

Similarly, Bai et al. [17] propose a colored
Petri—Net—based software hazard analysis and
modeling method for safety—critical digital
systems that captures both software and
hardware aspects and identifies potential CCFs
in software. They demonstrated the application

of their proposed method for the modelling and
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analysis of the control logic for Main Steam
Isolation Valve (MSIV).

The works of both Bao et al. and Bai et al.
are on system—wide approach of hazard due to
CCF and inherently assume the availability of
detailed system design information. A common
attribute of the hazard analysis efforts
described above is that they did not target the
early stage of system development. Since
important decisions that may affect system
safety occur at the early stages of design,
hazard analysis conducted afterward may fail

to capture necessary safety criteria.

3. PHA methodology

The CIM PHA process used in this work is
shown in Figure 3 and follows the general
in.[5]

involves six main steps of system definition,

PHA process provided The process

functional analysis, generic hazard checklist,
(PHL), Hazard

analysis, and risk level assessment. Table 1

Preliminary Hazard List

describes the main steps of the analysis tasks.

{Table 1> Description of PHA tasks

SN Step Tasks
1 System Review concept, operations, functions,
Definition architecture, material and energy flow,
components, interfaces, constraints,
etc.
2 Analyze Review functional flow diagram,
System component layouts, etc.
3  Hazard Acquire generic hazard checklists,
Checklists lessons learned, failure modes, failure
states, etc.

4  PHL Evaluate system elements & energy
sources and compare them with hazard
checklists.

5 Analyze Evaluate system/software functions

Hazards with hazard list. Identify hazards,

causes, and effects. Build hazard
worksheet

6  Evaluate Evaluate hazard severity, frequency,
Risk and risks.
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[Figure 3] PHA process workflow

3.1 System definition and functional analysis

Table 2 shows the system definition and the
general decomposition of the CIM into

operations,  functions,  architecture, and
material & energy flow. Figure 4 shows the
general CIM system architecture. The CIM
consists of a base module, a communication
module, and priority/feedback modules. The
base module is a hardware assembly that
I/O  bus

supports and interface for the other modules.

provides continuity, mechanical
The communication module provides the I/O
bus protocol and interfaces to the
priority/feedback  modules. The priority/
feedback modules provide the priority and
component logic for safety signal commands
for field component actuation. The priority
logic is implemented in an FPGA chip. The
CIM receives command signals from four
engineered safety

sources, namely: the

features—component control
(ESF—CCS), the diverse protection system
(DPS), the Diverse Manual Actuation (DMA)

switch, and the local front panel switch. The

system
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CIM prioritizes these control signals using
priority logic and then sends the signal with
the highest priority to a field component such

as a pump, or a valve.

(Table 2> System Definition

Operations Functions

O Automatic control O Actuation control
o Local Manual control O Priority command logic
O Remote Manual o Feedback logic
o Setup & Maintenance o Signal interface
o Power interface
o Self—monitoring function
o User interface
o Diagnostic function
o Hot—swap function
Architecture Material Flow
o Base Module o Command Signals
o Communication o Feedback Signals

Module o Energy Flow (DC, AC,

O Priority Module surge, ESD)
0O Feedback Module
- Priovily Feedback
Communication
<] (FreATaped iFPGA Tl
o N -
[ —
Conmatd odule Compansnt
A s|:> Hardware) Termirel
F&edhacksc:'
THogde Load
Configuraion ’ Gonfiguralion
sgiing seing

[Figure 4] CIM system architecture

3.2 Hazard checklist and PHL task

The next step in the PHA process workflow
is to generate hazard checklists and combine
the lessons learned from NPP into a
preliminary hazard list. The collation of hazard
checklists and the PHL

performed is a

tasks that we
structured process of

identifying hazards. We collated data from
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generic checklists and combined them during
our brainstorming sessions. Known hazard
information from generic lists and lessons
learned from event reports of plant protection
systems were combined with CIM design
information to generate a list of CIM hazards.
At this stage, we documented all possible
suspected hazards in a structured manner. [5],
[8] and [18] are the sources of our generic

hazard checklists.

Structural

Operational

Human Factors | -

Hazard Category

Failure States
Energy Sources
Control System

0 §F W 1 W B N B
Tally

Material Flow = Functions = Operafions ™ Architecture

[Figure 6] Distribution of identified hazard

The checklists helped trigger recognition of
potential hazards as elements from Table 2
were compared with the hazard elements on
the checklists. The PHL was continuously
updated during the brainstorming sessions
each time we achieve a reasonable match that
triggers ideas for potential hazards. Part of the
PHL worksheet result is shown in Figure 10.

Figure 6 shows the distribution of the
identified hazards, which indicates that most
CIM failure—state hazards are related to the
functions and modes of operation of the CIM.
Also, most of the structural and
energy—source hazards are related to the

CIM’s architecture. This helped us focus

AIZBAXUAT H=X H17# 12, 2021.6

attention on the safety criteria related to
functions, operations, and architecture of the
CIM design and provided guidance for the
design engineers to pay more attention to the
design of fail—safe features into the new CIM

design.

3.3 HAZOP evaluation process

The process flowchart that describes the
tasks undertaken for HAZOP evaluation is
shown in Figure 7. The evaluation process
starts with the use of the PHL result. For each
identified hazard entity in the PHL worksheet,
we evaluated causes, effects, and risks based
on the estimation of severity and likelihood of
the hazard. To implement this task in a
structured manner, we developed a modified
HAZOP worksheet.

There are two major reasons for considering
the HAZOP technique. The first reason is that
it provides a rigorous means of conducting
hazard studies in a systematic and structured
manner. The second reason is that since
HAZOP can potentially identify design flaws in
an existing system, it can also be used in our
PHA study to evaluate existing CIM design
considering that little design information is
available for the new FPGA-based CIM
design. Typically, HAZOP requires the use of
guidewords in the analysis procedure and the
technique is generally more suited for analysis
in plant processes rather than in digital
electronic systems.

We performed two modifications to the
traditional HAZOP procedure to meet our PHA
task requirements. The first modification is in
The guidewords

the use of guidewords.

provided in [4] were used in this study with a
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modification in the orientation of usage since

they are primarily used for software
requirements hazard analysis. The second
modification is the inclusion of an additional
requirement for hazard prioritization. We

provided an additional grouping Iin the
worksheet for safety—critical factor (SCF) and
non safety—critical factor. In this way,
reasonable consideration is given to a SCF that
may have the same risk rank as a non

safety—critical factor.

PHL IEHTIFY SYSTEM
RESULT HAZARDS INFO
[
[ | I
HAZARDY HAZARDY HAZARDV | _ HAZARDI
SYSTEM 1 SYSTEM 2 SYSTEM 3 SYSTEM n
CA Js.:_ I ~ CAUSE/ ~ CAUSE] | ~ CAUSE! |
EFFECT EFFECT EFFECT | = EFFECT
1 m
EVALUATE EVALUATE
FRECHIERCY

[Figure 7] Hazard evaluation process

The task flowchart of Figure 7 also shows
the procedural activities of the hazard analysis.
First, we selected a hazard—system element
pair and then identified relevant factors that
would reveal hazardous scenarios  for
causes/effect using the guidewords. We then
updated the worksheet accordingly with other
entities such as severity, likelihood, risk rank,
and suggested mitigation measures before

moving to the next hazard—system pair.
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3.4 Hazard risk index

Initial risk evaluation of each hazard is one
of the main objectives of the PHA. Risk is
generally estimated by combining hazard
severity and likelihood. The classification of
severity, likelihood, and risk
provided in [4], [8], and [19]. NUREG/

CR—-6430 recommends that the PHA task

index are

assign a preliminary severity rating to each
hazard. Table 3 shows our modification of the
severity rating reported in [4], [8], and .[19]
Below the negligible severity, which describes
the condition for less than minor damage, we
added a description for ‘Very Low’, which
describes the case for no damage. In this way,
we achieved a balanced assessment of hazard
Table 4

likelihood ranking used and describes the

severity. Similarly, shows the
property of each level.

We used the risk ranking of Table 5 and the
risk matrix of Table 6 to derive an estimate of
risk for each hazard. Table 6 maps the hazard
severity to the hazard likelihood to obtain a
measure of the hazard risk. Thus, for instance,
a hazard with ‘high’ severity and ‘medium’
likelihood evaluates to a ‘high’ risk using the
risk matrix. The risk ranking of 4 or 5
indicates that greater resources need to be
applied to the associated CIM component. The
risk matrix of Table 6 was used for the

qualitative risk assessment of the PHA.

(Table 3> Hazard severity

Severity PHA Code Description
Catastrophic Very High (VH) System loss
.. . Major system
Critical High (H) damage
Marginal Medium (M) Mmé)r system
amage
. i Less than minor
Negligible Low (L) system damage.
Very Low (VL) No damage
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(Table 4> Hazard likelihood

AIZBAXUAT H=X H17# 12, 2021.6

Frequency PHA code Description
Frequent Ver&/nglgh Likely to occur frequently
. Will occur several times
Probable High (D) in the item’s lifetime
0 ional Medium Likely to occur sometime
ccasiona o in the item’s lifetime
Unlikely, but possible to
Remote Low (L) occur in the item’s
lifetime
Very Low So unlikely, it can be
Improbable (VL) assumed did not occur

<Table 5> Risk ranking

Description
Very High (VH)
High (H)
Medium (M)
Low (1)
Very Low (VL)

(Table 6> Risk matrix

Likelihood

4. Result

Figure 10 shows part of the PHL worksheet
result. The tick mark on the worksheet
indicates where we found a match between the
system elements of Table 2 and the items
from the hazard checklists. Each matched pair
was evaluated in the HAZOP process. Also,
the distribution shown in Figure 6 highlights
the hazards and the aspects of the new CIM
design where safety criteria must be carefully
developed and flown down to the requirement
phase.

Figure 11 shows part of the PHA worksheet

result for two sub—modules of the CIM. On the

worksheet, the severity (S) was combined
with the likelihood (L) to estimate the risk
rating (RR) using the risk matrix of Table 5.
For instance, hazard item 2.4 on the worksheet
relates to the hot—swap function failure due to
a detector failure with the consequence of
damage to the CIM. The severity of this
hazard is very high (VH) but the likelihood is
low (1) which evaluates to a high (H) risk
value according to the risk matrix. The SCF
provides the

column on the worksheet

additional consideration for identifying
safety—critical items for further evaluation.
The main idea of the SCF is to further
prioritize between items having the same risk
rating so that downstream development efforts
can use graded approach for hazard mitigation.

The distribution of the risks is shown in
Figure 8. Also, Figure 9 shows the distribution
of SCF and non—SCF risk items. The largest
portion of the hazards are high risk and about
7% are which

corresponds to the proportion of SCF in Figure

above low risk level,
9. This is expected considering that CIM is a
safety—critical system.

The analysis did not consider the system’s
existing safeguards, which if considered would
lower the risk of some hazards. This is
deliberate so that the new CIM design can be
safeguards

prompted to re—evaluate the

measures.

5. Conclusion

This paper describes a qualitative approach
for performing a preliminary hazard analysis
for the development of a new CIM. The

approach is a broad—scope identification of
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hazard at the initial stage of CIM development
using a modified HAZOP procedure. The paper
engineering framework
the

describes the systems

for hazard analyses during system

development life cycle. Three key aspects of
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the
systematic approach for evaluating hazards

using the modified HAZOP procedure, and the

conducting the prerequisite PHL task,

qualitative method for hazard risk estimation.

Further work in our hazard study would

this work include the structured method for involve the consideration for safeguards
m High
= Medium m SCF
" Low = NON-SCF
Very Low
[Figure 8] Distribution of hazard risk [Figure 9] Distribution of SCF
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=B
@D o
2| = - =
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= - IS 5 T 5| 5| =
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[Figure 10] PHL worksheet Result
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measures in the existing CIM design and the

evaluation of post—mitigation hazard risks. The

PHA result reflect the scope of the hazard

AIZBAXUAT H=X H17# 12, 2021.6

analysis at the early stage of the new CIM

design.

Node 1: Base Module

Hazard Consequence S | L | RR|SCF Cause Mitigation Measures
1.1. Structural [1.1.1. Dislodgement of modules from Hol v No 1.1.1.1. Misalignment of captive 3. Mechanical improvement of
failure backplane support screws with PEM nuts mounting screws
1.2.1. Electrical shock causing injury to 1.2.1.1. Damaged DIN rail on " ' )
g inury H | M Yes ¢ 2. Provide additional grounding point
1.2. Surge and |personngl backplane
ESD ) 1.2.2.1. Electrostatic discharge
1.2.2. Damage to line components VH | M Yes ‘ ‘ .g
through low resistance circuit path
1.3. High ) o
) ) 1.3.1.1. Looseness in contact mating |3. Mechanical improvement of
contact 1.3.1. Loss of signal integrity M | H 3 | Yes !
) surfaces mounting screws
resistance
14. Module . 1.4.1.1. Looseness of mountin 3. Mechanical improvement of
_ 141 Loss of CIM operability H|L| 3 |vYes 9 _ p
dislodgement SCrews mounting screws
1.5.1. Loss of actuation command
) M L No |1.5.1.1. Broken or deformed port
15. InputPort  {signal
failure 1.5.2. Loss of feedback signal M L No [1.5.2.1. Broken or deformed port
1.5.3. Loss of redundancy M No [1.5.3.1. Broken or deformed port
) 4. Protection against high short circuit
16. PCB 1.6.1. Inoperable CIM H| M Yes [1.6.1.1. High current burns out PCB g 0
intemal ailure current and ground fault
1.6.2. Partial loss of CIM function M| M Yes [1.6.21. Loss of internal connectivity
' 5. continuous monitoring of the pin
: 1.7.1. Loss of field component actuation| H | M Yes |1.7.1.1. looseness of contact i ¢ . p
1.7. Field mating plug for the field terminations
terminal failure 5. continuous monitoring of the pin
1.7.2. Loss of field component feedback| H | VL No [1.7.21. looseness of contact ! 0 ) P
mating plug for the field terminal
ode 2: Communication Module
Hazard Consequence S L RR | SCF |Cause Mitigation Measures
g-nlr;nmunicatjnn 2.1.1. Loss of Communication between M M 3 | Yes 2111 FPGA failure
Ovation bus and the logic module. 2..1 1.2. Onboard RS485 transceivers
function fails failure
22 2.21.1. Steering diode failure
Communication 221, Inoperable CIM H L 3 | Yes 2212 failure of Internal switching
card power regulator
supply fails 2213 Cardterminal failure
23 Hot Swap 2311 module removalinsertion
funciion fails 231 Damage to CIM VH L Yes delecior circuil filure 26 Improve hot swap function design
2.4 Electrical i 2.41.1. Electrostatic discharge
surge and ESD 241 Damage (o line components VH H ves through low resistance circuit path
25 Faulty .
status indication 251 Faulty indication leads to human L L No (2.5.1.1. LED component failure
error
on front panel
26.1.1. CRC timing problems which
26, Sneak 2861 Unexpected interruption of may.cause or prevent communication 10. Communication module periodic
circuit communication or generation of H M Yes |function {esting
command signal due to sneak circuit 2.6.1.2. HDL code problem during
manufacturing
27. Ground 271. Excessive power surges through 27.1.1. Continuity between Earth
) A VH H Yes ;
fault circuit causing damage to component Ground and the wetting supply
2.8 Inadvertent h )
delay in 2.8.1. Delay in actuation of field H | M Yes [2.8.1.1. Watch-dog time synch failure
- component
communicating

[Figure 11] PHA worksheet result
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