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A study on UI/UX Navigating Method for Effective Privacy
Guidance for Online Behavioral Advertising(OBA)
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Abstract As concerns about users’ privacy infringement on Online Behavioral Advertising(OBA)
increase, regulators are taking measures such as drawing up guidelines for OBAs, and websites
provide OBA guidance in compliance with such guidelines. As a result of reviewing the status of
providing OBA guidance on websites, access to OBA guidance pages was rather complicated. In
order to analyze the issue from the UI/UX perspective, following the “Guidelines for Privacy in
Online Behavioral Advertising” applied to all types of OBA transmitted on websites, this study
aims to structuralize a navigation of page movement from two starting points, 1) Main Page, 2)
The page where OBA is delivered, to OBA guidance pages. Also, with understanding the
problems found in the access and navigation of OBA guidance pages by analyzing features found
during the page navigation, such as hyperlinks containing keywords, and movement pages.
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Table 1. Results of the users’ awareness and preference
survey of OBA

M

Category Content (Fii%%%nsf )
No knowledge N 27.4
N knowledgeable
Recognition | apout data-based 14.2
Status Retargeting Y
Approximate
knowledge 284
Better than irrelevant 357
advertising '
likeability fifty—fifty 263
Feeling exposed to
information 3.0




T A AAZCR wAE AIPES] H=52]]
28 =223 il MIHE FE= [l 144
siol 7hs/del A FHol k(1] Suield=
2Rl S Bz dste] SRS AR s
oF Hdd SHE FHaofela, /iddE B AEAE
24| gotol redkel BEY B /jYEES
Ztol=etel & R Thol=2lole 231l s
G AL ARIAE 231 uiA] AFARRZE 0] 84 FHR1E]
YRS AT o Edfor T He A U
o] A= o] ek, 7hol=ztRlo] AAshe 221l gt
59 B3 AAYERE PHost 1) PR >
Y-olg9 £, 2) ol8Ae] FAY B4, 3) Fe
o] b B, 4) QB @ a7 7ot
O 47hxjolet, £ Ao Tlol=etele] 1) 3
AR 20l 80] £Ao] ULo] AAE A} g
29 WL SO Bl UEY B k3 A, SEE
Pej g B ARES ol g7t 4 Teke 4 9l
=5 ok ohy] Wekst BA] W Sl gt Al v
gog BAsth

2R B garet e =4l V1€ A7l
HEC| AT A HEE S5t Mz VIS

= %

2 AR AT, Fe WA B4 B Lokl BEY
719} olo]| W2 o] 8A} AR BF 7ho] 3ta]Zol F
A AAE ARG 477t APEI), wo AvjER
o|gxo] mrlel BHEY B Auls ﬁ% olxjel] ]
A 2ol Qg o] et A7), A BE
BIAE AYSHe £LES 0] S24 To] B AT
(13, Fejrle]o] T 71710} ARIEE ofZelo]
o] AL B3 1el BEY Bao] B A7N14),

F 2. 2201 oS T OHY K Hi

L X&o

Table 2. The Method of delivering OBA settings
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The user notices OBA. ]

The user moves to the main page
in order to get information about OBA.

Is the OBA includes an OBA Icon?

keywords = [ad', 'behavioral!, argeted,
'personalized', 'information’, ...]

The user clicks on the OBA Icon
in order to get information about OBA.

The user clicks on the hyperlink that includes
keywords.

[ The user closes the page. ]
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Fig. 1. A flowchart of page navigation
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Table 3. Hyperlinks included in Main Page
Site ‘advertising’ ‘behavioral’ ‘targeted’ ‘personalized’ ‘information’ total
hankyung.com 2 0 0 0 2 895
donga.com 2 0 0 1 2 623
jobkorea.go.kr 1 0 0 1 0 2009
danawa.com 1 0 0 1 2 570
ppPOMpPPU.COo.kr 1 0 0 1 0 560
msn.com 2 o} 0 1 0 364
nate.com 1 0 0 1 0 213
chosun.com 1 0 0 1 1 440
gmarket.co.kr 1 0 0 1 0 800
naver.com 1 0 0 1 0 805
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Main Page

Business Privacy Policy
Ad info
OBA
OBA settings
settings
OBA settings

D Page D Hyperlink
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Fig. 2. A structure of page navigation from Main Page
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guide pages
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Table 4. Number of mouse clicks to a customized
advertising information page by advertising operator

advertising operator number of mouse clicks
Taboola 2
2H[2 2
EDN Plus 2
Criteo 1
RealClick 1
adpnut 1
Target Push None
HE None
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Company name

Description of this page

* The reason why users saw
this advertisement

* The way to collect behavioral information

( Privacy Policy Overview

* ltems of behavioral information what
company collect

* The purpose of collecting behavioral
information

* How long behavioral information is
held and how it is processed

Ad Configuration Settings

 Elements to which the users can
exercise control (@), ®, etc=»-)

* A way for the user to be relieved
of the damage

O3 b 2 ==0M HAjshs Exo| &Y F10 oY o
USSRV

Fig. 5. Ul of separate customized advertising guidance
page presented in this paper
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