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Abstract Investment of organization in information security is increasing, but information security
threats within the organization are not decreasing. The purpose of this study is to suggest a
direction to increase the information security compliance intention of employees. In detail, the study
presents the positive effects of security motivation and organization trust on the information security
compliance intention, and presents the moderating effect of work promotion focus. Research model
and hypothesis verification are confirmed through structural equation modeling and the study
conducted a questionnaire technique to the employees of the organization applying the information
security policy for quantitative verification. As a result, information security punishment and value
congruence had a positive affect on the compliance intention by mediating organization trust. In
addition, work promotion focus had a moderating effect on the positive relationship between the
precedent factors on the compliance intention. The research has academic and practical implications
from the viewpoint of presenting the factors of the organization's efforts to improve the level of
information security compliance by insiders.
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e gl Agaok s FAY 2EAE o
Fom st AR 2ARE gt Fde
Agee Wea Y AP ezl A
Fow AAddth AAE F AL oyl
g ARET SHAES o5, A% 24
3 EA FEl dF PFL Aol Agsm
Agol Fold AgEW SReES AT A
T A F 314719 5 ZES FgrEdoen,
g RS 240 Zestqc. ®rel ATE
Ae=x EAL Table 13 2t}
Table 1 Demographic Characteristics
Demographic Categories Frequency %
Total 314 100.0
Manufacture 61 194
Industry Service %53 806
Male 174 554
Gender Female 140 446
under 30 86 27.4
Age 31740 127 40.4
g 41750 91 29.0
over 50 10 3.2
Staff 133 42.4
Job  “Assistant Manager 81 25.8
Positio Manager 49 15.6
! General Manager 51 162
4. A7 A
41 ME|M U ElEM B4
AFE o G Awe AR He B
4% delds Hnsn, PP ndye
w3 HE HEE SRR, 8919 74 AHEA
of th3k AP By BAL
A of gE g 29l ddAAdS Tl
7] Sistel NFAY B2 ATk AHY BAL
SPSS  210%  BEate]  gAA  gwAlm
cornbach’s o& gRlgo =z Qgle] S
A EAE Edsith EXd &83 57 290
F 177 dHeo=z FAHEH, g4 a8y
A3 1) &E(PF2)S AAS 16719 52
83t om, BE 299 cornbach’s a7} A1

A o F£F2 072 Eo]A(Nunnally,
= 7

1978),

o 2 YEH(Table 2).

Hiel, FEEd 4§¥ 8o By ¥
qe stgd 894 BAe 4% wBgy, B
gey 2Ae AAdc 4% gl o 3
adlel QA TAH YEAE Hdshe

71¥ o], CR(contstruct reliability)¥} AVE
(average variance extracted)E 3 ZHAANS
golstt}, A ElgAl S B4 2917k Aolvt

.
ERelA EASEAS Ase hon
A5k AVEghS mlastel selgc

B9 BAS fgked, AMOS 220 g8
o Beld aArAe AN Fg g
A A¢ mdo AFYL FAF A ®
£ ogrol FEREA AGH aTAgd 4%

AGFI = 0936, CFI = 0995 NFI = 0981,
RMSEA = 0.033). d% ©EF3AlA CRY 71+
= 07 ol #&E a8, AVEY 7E2
05 °]/d9 #S 87 (Wixom and Watson,
2001). ¥4 A3} CR¥} AVE 2% &7 7|=%
g Ao 2 e tH(Table 2).

Table 2 Result for Construct Validity and Reliability

Factor Guitah
Construct Item ) CR AE
Loading «a
IS IP1  0.896
Punishment P2 0903 0971 0936 0.831
unishmen P 0893
IS Value IVCl 0.833
c IVC2 0849 0930 0.892 0.734
OHBTHENCE s 0811
. OT1l  0.800
Organization
Trust OI2 0803 0%l 0.904 0.759
TSP o1 0817
) cn 0827
Compliance
Intenti C2 0827 090 0962 0.894
HEnton 3 0818
PF1  0.802

Promotion PF3  (0.848
Focus PF4 0.862
PF5  0.876

08% 0.868 0.687

CR(construct reliability)
AVE(average variance extracted)
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e 2 A 2
wste] ghelst™, AVE gk
3 = i e
S FH3YTY EH(Fornell and Lacker,

A= BEE 8o AT ERY
AVE A3 gho]l =& Aoz yehy 9 g
TS R3S H(Table 3)

)

Table 3 Result for Discriminant Validity

Construct 1 2 3 4 5
1S
0.912
Punishrment
IS Value
453" 0.857
Congruence
QAN o gosie g7
Trust
Corpi
HPIACE - s00 644 676" 0.946
Intention
Promotion. 7 o0 5207 577 0.829
Focus

Note: Values in bold type along the diagonal indicate
the square root of the AVE

w6 p < 0.01

npxlgto 2 AFE AEA 7IHES B8 do)
HE Fels¢7] wie] g Wil 4 WS
7ve] FAs Askd Az @Ays 5= gl o]
of FE WA (common method bias) #4]&
FI7F2 A AT Podsakoff et al.(2003)2 &
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o] WsglegkS Hluste] EAsE 7IWolth ¢4
71E FEEY AR (Ydf = 1.341, GFI =

0957, AGFI = 0936, CFI = 0995, NFI =
0.981, RMSEA = 0.033)3}, @d @918 F7}3t
Frrdol AFA(x¥df = 1217, GFL = 0.968,
AGFI = 0940, CFI = 0997, NFI = 0.986,
RMSEA = 0.026)& R% QFAES 2338 3

A= xdf = 1.268, GFI = 0.968,
AGFI = 0948, CFI = 0997, NFI = 0.988,
RMSEA = 0.029% U, #2044 2+ 2
TS T

A, A2 A4S AAEY o, A9 Fig.
2, Table 49} Zt}.

H2

1S Compliance
Intention
(R*=0.571)

Organization Trust
(R*=0572)

IS: Information Security
* ip<0.05
0.359%% "t ip<0.01

Fig. 2 Results of the Structural Model

Table 4 Summary of Hypothesis Tests

Path Coefficient t-value Results

H1 IP — OT 0.362  7.595" Support
H2 IP — CI 0.107 2.125"  Support
H3 IVC — OT 0.515 10.305" Support
H4 IVC — CI 0.359  6.148™ Support
H5 OT — CI 0.389 6.000" Support

TIPS punishment), IVC(IS value congruence),
OT(organization trust), CI(compliance intention)
# p < 0.01, = p < 0.05
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A G dAE =EIUE AoRAN, & AT
T 2dds 208 74 HAE Hes g
Ak A5 WaEe rRugAdls ¥
# 24 53 45 45ALEHE FAPT)

Table 5 Summary of Moderating Effect Tests

Path Coefficient
IP—CI 0.266
H6a PF—CI 0.477
IPxPF—CI  -0.199
IVC—CI 0.494
H6b  PF—CI 0.339
IVCxPF—CI  -0.22
OT—CI 0.528

H6c  PF—CI 0.315
OTxPF—CI  -0.17

t-value Results
5.151"
871"
-4.381"
9.841"
6.75"
-5.387"
10.432™
6.285"
-4.227"

Support

Support

Support

IP(IS punishment), IVC(IS value congruence),
OT(organization trust), CI(compliance intention)
PF(promotion focus)

w60 p < 0.01
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Table 6 Summary of Mediating Effect Tests

Path Coeffidert t-value Results
step 1 ISP—CI 0512 9.89"

P ISP—CI 0.139 2577
step 2 ISP-OT 0.604 11.75"

Support

CI OT—CI 0617 10.75"

Step 2. Indirect Effects of ISP

= 0.308™

step 1 IVC—CI 0676 14.08"

c IVC—CI 0.370 6.29"
step 2 IVC—OT 0.685 1356 Support

CI OT—CI 0447 756"

Step 2. Indirect Effects of IVC

= 0.290™

IP(IS punishment), IVC(IS value congruence),
OT(organization trust), CI(compliance intention)
#x p < 0.01
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