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Abstract

Today people adopt various contents from their mobile devices which lead to numerous platforms. As 

technology of 5G, IOT, and smart phone develops, the number of people who create, edit, collect, and share 

their own videos, photos, and articles continues to increase. As more contents are shared online, the numbers 

of data being stolen continue to increase too. To prevent these cases, an authentication method is needed to 

encrypt the content and prove it as its own content. In the report, we propose a few methods to secure various 

misused content with secondary security. A unique private key is designed when people create new contents 

through sending photos or videos to platforms. The primary security is to encrypt the “Private Key” with a 

public key algorithm, making its data-specific “Timeset” that doesn’t allow third-party users to enter. For the 

secondary security, we propose to use Message Authentication Codes(MACs) to certify that we have produced 

the content.
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1. Introduction

As shown in Figure 1, as telecommunications infrastructure and broadcasting converge, new types of digital 

content are emerging through various platforms. The population of digital content usage continues to grow 

exponentially with the rapid development of 5G, network transmission methods and mobile devices [1].

Therefore, contents theft has increased, the importance of security to protect contents, copyrights and 

watermarks becomes to be more considered [2]. Because “Leapfrogging phenomenon” of the mobile expands, 

making security management of content more urgent [3]. This study analyzes the security characteristics of 

the content management system of the platform. We would like to propose a security management model for 

multi-platform web contents with enhanced protection.
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Figure 1. Process of the Content Utilization

2. Related Research

2.1 Asymmetric Key Algorithm

Table 1 shows the aspects of public keys and private keys. Public key algorithms disclose content and hide 

certain information, such as private key, so that it can only be known by itself. The characteristic of public key 

algorithms is that even when cryptographic algorithms and cryptographic keys are exposed, the decryption key 

cannot be calculated. One of these two keys is used for encryption and the other for decryption. It is impossible 

to steal this content because it is difficult to access it without the creator [4]. 

Table 1. Aspects of Public Keys and Private Keys

Public Key Private Key

Same algorithm, different keys for decryption Same algorithm and key for decryption

Key exchange not need (use public keys) Exchange keys between recipients and 

sender

Keep one of the keys (private keys) 

confidential

Keep the shared keys confidential

Expose a public key Hard to distribute keys

1000 times slower than private Key 1000 times faster than public key

Public key cryptography plays an important role in security management, because it verifies cryptocurrency 

transactions from computer system. Through interlinked private keys and public keys, the asymmetric 

cryptographic algorithm solves the security management problem raised in symmetric cryptography. Public 

key cryptography has been used as an authentication method for many purposes for years. In recent, a new 

security program is being used in the blockchain and cryptocurrency markets. Examples of public key 

algorithms include RAS, Elagmal, and DAS [5].

2.2 Message Authentication Code

In the Internet of Things (IoT) environment, encryption technology is widely used to prevent security 

threats providing encryption message authentication code and algorithm with integrity and confidentiality [6]. 

There are already several encryption technologies that have been verified for safety. Since it is difficult to 

apply the new technology to IoT mobile devices that have low quality of performance and power, many other

types of lightweight encryption technologies have emerged. Interests of the block-type cryptographic 

algorithms steadily increase [7]. 

Message authentication code (MAC) is used for certification of message. The message is authenticated by 

inputting the secret key with the message authentication code (MAC) algorithm. The value of MAC protects 

the authentication of data by the verification procedure. MAC usage is shown in Figure 2.
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Figure 2. Process of the MAC Exploitation

3. Changes and Applications of Content Management Systems

The Contents Management System (CMS) efficiently manages a lot of content collected in various ways. 

It has been optimized so that users can provide services in the desired form. It was used as an archival of 

common documents made in a common format used by all, so that many documents could be shared and used 

in convenience. Now, content is produced in digital form, regardless of usage field, therefore CMS has also 

evolved with digitization. The importance of the web continues to increase, as managing web contents and 

web sites has become more essential, thus, the Web Content Management System (WCMS) was introduced

[8].

Strictly, CMS is a higher level including WCMS, but these days it is mostly used as an alternative term for 

WCMS. The CMS that most people currently use is in the form of blog software, recognized in opening and 

managing web blogs [9]. However, CMS is related to a series of content management processes that are carried 

out in order to process the accumulation, operation, management, distribution, etc. in stages for efficient use 

of contents. It creates, produces, collects, manages, and distributes various media contents according to various 

media types. In other words, it is a system that manages the entire content life-cycle from content production 

to use and disposal. In addition, CMS is a system that manages content within a company according to the 

purpose of the content platform company. In addition, it is developing into a system that can manage various 

types of contents that make up a website.

4. Suggestions of Security

A Timestamp refers to electronic information to which verification information at the time of occurrence 

of the record. It is added to verify the validity and authenticity of the record [10]. Electronic data can be easily 

forged and altered. Therefore, many problems can arise; how to check when data is newly created or changed. 

This can assist to confirm the evidence for a point in time using timestamps. Timestamping is a digitally signed 

value by encrypting a hash value of data and time that is currently occurring. The electronic document is stored 

at a certain point in time (the time stamp is issued) and thereafter, guaranteed to be unmodifiable by a trusted 

third party. After hashing the original text, it is encrypted with a private key.

As shown in Figure 3, Saving images after shooting with the mobile device camera, TimeStamp, that is 

displayed to verify that the data existed at some time, proves the interface of a specific mobile device connected 

to the network on the web and the location of the device. It stores the IP Address that acts as an authentication 
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to display the message. In the process of transferring images between mobile devices, TimeStamp and IP 

Address engraved on the images can increase security.

Figure 3. Example of using TimeStamp and IP Address built into Mobile devices

5. Conclusion

With the development of technology, various digital contents are being used in mobile devices. As the 

market size of digital contents grows, the broadcasting environment are expected to continue to change too. 

According to the content usage statistics, the scale of infringement due to illegally copied content is about 1.4 

million cases, which is about 20% of the total content usage 6.9million cases. If we consider all the contents 

that have not been investigated as infringement, the scale of damage is expected to be greater. (2012). The 

emergence of personal media broadcasting services; such as IPTV (VOD), online video streaming (OTT), and 

web contents, and distribution platform, we intend to propose a model as above in accordance with the demand 

for supplementing the imperfections of security technology. In addition, multi-DRM and watermark 

technology according to the expansion of distribution environment, carving technology that measures the loss 

of additional information such as meter data and restores it to the original image, and proactive response 

through artificial intelligence monitoring technology and technology enhancement that applies self-do content 

recognition technology need.
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