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Abstract Recently, ransomware attacks have been infected through various channels such as
e-mail, phishing, and device hacking, and the extent of the damage is increasing rapidly.
However, existing known malware (static/dynamic) analysis engines are very difficult to
detect/block against novel ransomware that has evolved like Advanced Persistent Threat (APT)
attacks. This work proposes a method for modeling ransomware malicious behavior based on
graph databases and detecting novel multi-complex malicious behavior for ransomware. Studies
confirm that pattern detection of ransomware is possible in novel graph database environments
that differ from existing relational databases. Furthermore, we prove that the associative analysis
technique of graph theory is significantly efficient for ransomware analysis performance.
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Fig. 1. Examples of Structured, Semi-structured and
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Table 1. Ransomware-related Research Issues

Author Proposed Problem

Lack of specific
development measures,
relying on restoration
techniques

Platform-independent
Ko,Y.S. structures and restore
techniques

Lee, J. w. Detections by placing | Possible pattern bypass in

bait files the form of a decoy file
Park. S. K. Kernel-level backup Relies on proactive

methods technology

Machine Requires combination of

machine learning algorithms
from various perspectives
other than SVMs

Joo, J. G. |leamning-based feature
extraction/analysis

Limits of existing PE
feature extraction ranges

Extract/analyze PE

Kim, H. B.
m structural features

Behavior Limitations of traditional PE
Joe, W. J. |similarity-based variant| feature extraction, limit of

detection 1000 sample data
Machine Select various algorithms
Seong |l . ) -
Bae learning-based feature (high accuracy), limit

extraction/analysis system call area
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Table 2. Behavior Analysis Data Definition

Attribute Type Description

PC_ID long PC ID

C_Time long Collecting Time
Action string Suspicious Action
Process Struct Current Process
P_ID long Process ID

Pre_ID long Previous P_ID
Target_ID long Target P_ID

PE_File Struct PE File Information
F_Name string File Name

F_Path string File Path

F_Size long File Size

Registry Struct Registry Information
H_Type string Hive Type

K_Name string Key Name
x:g:ge' string Value Name, Data
Network Struct Network Information
L3_Protocol string L3 Protocol(IP)
L4_Protocol string L4 Protocol(TCP, UDP)
L7_Protocol string L7 Protocol(HTTP)
Source_IP string Source IP
Source_Port integer Source Port
Dest_IP string Destination IP
Dest_Port integer Destination Port
Send_Data string PaylLoad
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