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ABSTRACT

Recently, as cyber attacks targeting industrial control systems increase, various studies are being conducted on the
detection of abnormalities in industrial processes. Considering that the industrial process is deterministic and regular, It is
appropriate to determine abnormality by comparing the predicted value of the detection model from which normal data is
trained and the actual value. In this paper, HAI Datasets 20.07 and 21.03 are used. In addition, an ensemble model is
created by combining models that have applied different time steps to Gated Recurrent Units. Then, the detection
performance of the single model and the ensemble recurrent neural networks model were compared through various
performance evaluation analysis, and It was confirmed that the proposed model is more suitable for abnormal detection in
industrial control systems.
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Table 1. Comparison of HAI Dataset Versions

Normal Abnormal
Release Data

Points| [nterval | Size [Attack|Interval| Size

Vo
CESIO | /sec | (hour) | (MB) [Count| (hour) |(MB)

HAT 20.07
(HAI 1.0) 59 177 | 225 | 38 123 | 181

HAT 21.03
(HAI 2.0) 78 352 | 471 | 50 112 | 205
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Table 2. Parameters Used for Model 9] AAZF AdAe TEEle] AHA o9 o =21}
No| Parameter Range Select %ﬂ] ‘—i—?jf]‘:gﬂ F‘%L}]fjooﬂfij? 3;36}:i
1| Time Step | 29 ~ 119 55 ~ 59 el s el was] S j—gﬂ_] 1=
of Arjesel A g, BTN FE 59 A

2 RNN LSTM, GRU | Stacked GRU % AErds Guse 2-35dAs S48 A
3| Cell(Node) | 100 ~ 300 200 B w Al Aol PEEA TaPrh o
4| Hidden Layer| 2~ 4 3 (28] &) Adelel ] TaRe] EH&(vlghe] )
5|  Epoch 30 ~ 80 50 749 E4S A= AL BEL TaPol MFS ¥
6| Batch Size | 250 ~ 2000 2000 TP B Aol gelEE S4L Ak

7] Faaton Relu Relu HAT 20.07¢] <. Table 3.3} %] P1.2le]
8 | Loss Function| MSE, MAE MAE (B2004, B4002, FCV02D, FT01Z, PCV027),
9| Optimizer |, XMSEIOR. 1 Aqamwion) P2.EJ¥(24Vde, P2 VTOle)dlA & T/He] 54<
10 Dropout 0.1 ~ 0.3 X Ak, sk 2l Table 4.9} 7o AR
11| Data Shuffle | True, False True 0.072 AAstYS o] TaPRE 7|£22 87.3%9]

AAes Hola glor 387 FAAYUR L F 34ME

A A= At} EARE 2 Adr|HS g sdet. veEAE Avg o= 11W(P3_SPO1,
chekslA|nt & BAS FEEE Aol skl P3_LCPO1), 12¥(P3_SP02, P3_LCV01), 229
olele] tieRy, Alo]= Hol wekx] 719 EAL (P3_SP01, P3_LCP01), 25%(P1_B2016)°]t}.
Ausl 4= 9le A2 Wyl vl Zeld 4 gl HAI 21.03¢] 7%, Table 5.9} #o] P1.2d¥
g EQAE s F 2993 EASS AAss (FCV02D, PITO1)., P2.E®(SITO1, VXT02.
FAAARE ARkt w4, 23 7 A= VYTO02)ol4 F 5708 5AS AAsIa, 8 =
EATS 0]437] ¢le] HILAEZE (P4)} d WS Table 6.9 7+o] AL 0.04% AAstde
olelel] W3} ¢lE EAL AlA skl HAIL 20.07¢ gl TaPRS 7|F0% 93.3%2] Al5S Holx glon,
A 59708l B4 2 1170, HAL 21.03<14 7874¢] 50/ EAAUEL F 480 exsidc). ek El
2 2 28709 EAS AAsACh FAAAYL Ael 2= 109 (P1_B2016), 25¥(P3_LCVO1D)
AHEste] AAE EAS Adsls 75 #HE 2d olc},

Table 3. Feature Selection using Backward Elimination in HAI 20.07 (Remove checked features)

1Round 2Round 3Round
Drop Loss |Train Data Test Data Dr Test Data Dr Test Data Dr
Features |MAE| Max |[Mean| F1 | TaP | TaR |op| F1 | TaP | TaR |op| F1 TaP | TaR | 0P
P1_B2004 2.03410.068(0.007{0.117]0.063|0.789 0.82810.949(0.734 0.873]0.980|0.787| V
P1_B4002 2.108]0.070(0.007{0.211]0.122|0.765 0.87310.973|0.791| V| - - - \%
P1_FCV02D |1.817]0.051{0.007]0.279]0.169|0.803| V| - - - - - - - \%
P1_FT01Z [2.034(0.067(0.007]0.573]0.455|0.776| V| - - - - - - - \
P1_PCV027 [2.008]0.068|0.007]0.836|0.920|0.766| V| - - - - - - - \Y
P2_24Vdc 1.457/0.065[0.005{0.191|0.107|0.843| V| - - - - - - - \%
P2_VTOle 1.809/0.061]0.007|0.236(0.138|0.821| V| - - - - - - - \
Result 1.288(0.040]0.005(0.851{0.902|0.805 0.873(0.973(0.791 0.873(0.980(0.787
Table 4. Evaluation of Detection Performance by Threshold in HAI 20.07
eTaPR Classification Evaluation Metrics
Threshold F1 TaP TaR Detected | Accuracy | Precision Recall F1 score
0.065 0.871 0.963 0.796 34/38 0.984 0.873 0.711 0.784
0.070 0.873 0.980 0.787 34/38 0.984 0.877 0.696 0.776
0.090 0.981 32/38 0.982 0.892 0.633
0.095 0.828 0.987 32/38 0.982 0.893 0.618
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Table 5. Feature Selection using Backward Elimination in HAI 21.03 (Remove checked features)
1Round 2Round 3Round
Drop Loss |Train Data Test Data Dr Test Data Dr Test Data Dr
Features |MAE| Max [Mean| F1 | TaP | TaR |op| F1 | TaP | TaR |op| F1 | TaP | TaR |op
P1_FCV02D|3.644|0.061]/0.008|0.925/0.978(0.878| V| - - - - - - - \Y
P1_PITO1 3.735/0.060(0.008{0.914/0.965/0.868 0.929]/0.982|/0.883| V| - - - \Y
P2_SITO01 3.529(0.057[0.008|0.921/0.980(0.868| V| - - - - - - - \Y
P2_VXT02 |3.590/0.054/0.008/0.919/0.976({0.869| V| - - - - - - - \Y
P2_VYT02 |3.592(0.055/0.008/0.919/0.974{0.870| V| - - - - - - - \Y
Result 3.407/0.042(0.075(0.917(0.980|0.862 0.929(0.982(0.883 0.929(0.982(0.883
Table 6. Evaluation of Detection Performance by Threshold in HAI 21.03
eTaPR Classification Evaluation Metrics
Threshold F1 TaP TaR Detected | Accuracy | Precision Recall F1 score
0.040 0.933 | 0.975 0.894 48/50 0.989 0.760 0.736 0.748
0.045 0.929 | 0.982 | 0.883 48/50 0.989 0.764 0.711 0.736
0.050 0.915 | 0.979 0.858 47/50 0.988 0.767 0.685 0.723
0.055 0.908 | 0.982 0.844 47/50 0.988 0.768 0.657 0.708
Classification Evaluation Metrics®] AE %= 432 YAE =AY DEIo| HSHIL
(Precision)& A3 AAl 3436014 919 A
e ot el oAk Q) wiel AR A 2 mRle 2 AR AR wdle] EF
0.09(HAI 20.07), 0.045(HAI 21.03) %o H74A el 3 A5-S Table 8.3 Rt} Hgre
8 7|1F2o AP}, dloleAle] wAlel el 98.6%, 98.9%% Falzle
1} HAI 20.075 7|52 AHAHole] 427,073,
4.3 AAE MO o] Ms T} FAdelE 17,5272 27 B4 ]' | el
wele] A% el olelgol oleh mak AUE, A
431 7|1& 229 N5ET} #& Fl-Scorex HIZEHo]E] 9] 3-7]9Jr FAAY
2 9.0] ol whehy Afolzh whAlsha A A e o]e 2]
P #AAT wde] AT 543} syl FaA $h] B F Ao AAHoT Fael]
B 5ol AAHG R SatolHe M-l M= A3 Erels FAS Ao R ©xsle] SEke]
galod 55~599 ellawlE 2= 5e mdE A WAEE Aog Hrlwe] AA Ao Hrix xR
Ayt b mele] 452 Table 7.3 ek 42 ARg8L7] ofelg o] glr}. 2@ =R Table 9.9
SR Rd S exte] WS AEE TaPe A% eTaPR A %7} Heh A4st 70w Yehte}
o] 98%2 FE= Holw, ©x]AFE 88.8%(HAI

20.07), 92.9%(HAI 21.03)7} vtebstet.

Table 7. Performance of Each Model

DATA | Time eTaPR
SET | Step F1 TaP TaR | Detect
55 0.871 0.990 0.777 34/38
HAI 56 0.867 0.981 0.777 34/38
20.07 57 0.879 0.990 0.790 35/38
’ 58 0.876 0.985 0.788 34/38
59 0.888 0.980 0.811 35/38
55 0.923 0.980 0.872 47/50
HAI 56 0.921 0.978 0.870 47/50
91 03 57 0.929 0.981 0.882 48/50
’ 58 0.923 0.982 0.871 41/50
59 0.929 0.982 0.883 48/50

Table 8. Classification Evaluation Metrics of the
Proposed Model

DATASET Classification Evalua‘.clf)n Metrics

Accuracy | F1-Score | Precision | Recall
HAI 20.07 | 0.986 0.810 0.873 0.755
HAI 21.03 | 0.989 0.751 0.755 0.747
Table 9. eTaPR of the Proposed Model
DATASET cTaPR

F1 TaP TaR Detect

HAI 20.07 | 0.898 0.974 0.833 35/38
HAT 21.03 | 0.938 0.977 0.902 48/50
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