291
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.31, NO.3, Jun. 2021 ISSN 2288-2715(0Online)
https://doi.org/10.13089/JKIISC.2021.31.3.291

‘NS F2e) T} BE 27 Akl g Bk )
5 2% 7F5e QRS o]43t A

F =
AN B A R
Teppjchstn MEESCHSte (CHSHIAl m4)

Security Analysis on ‘Privacy-Preserving Contact Tracing Specifications by
Apple and Google’ and Improvement with Verifiable Computations

Byeong Yeon Kim,"™ Huy Kang Kim?
2Korea University School of Cybersecurity (Graduate student, Professor)

(@] ok
4 =

%< COVID-199] 3H4H% %3 A% AAsslels do] Rl 49 3 948 9o 457 4

7o) Aol ARt Aol o7 S FA spdellA THE AdAre] Al AR Asfel 3§27t A7
= glaz, o]l Google® Apple 7Ql AR Hsel BWeks wejste] Ay} Bl 7|38 COVID-19 2t ¥
°ﬂ e 23e B2 RS BRRR Ve AR AS 34 Ve Ry 2ev o v A5 A

<& A A AAFeR Bt 93 2 FHokd EEshe Aol Z83v. £ =3el4= STRIDE,
LINDDUN $8 =rd=s 53 COVID-19 AZF 34 7|sd] Wizt BdS #435la, o7& 7=
Zero-knowledge Succinctness Non-interactive Arguments of Knowledges(zkSNARKs)<®} Public
Key Infrastructure(PKI)E o]&3] AA= <l dlolg] F447 71l AR B3 HA wAlS Agksic)

ABSTRACT

There has been global efforts to prevent the further spread of the COVID-19 and get society back to normal. ‘Contact
tracing’ is a crucial way to detect the infected person. However the contact tracing makes another concern about the privacy
violation of the personal data of infected people, released by governments. Therefore Google and Apple are announcing a
joint effort to enable the use of Bluetooth technology to help governments and health agencies reduce the spread of the
virus, with user privacy and security central to the design. However, in order to provide the improved tracing application, it
is necessary to identify potential security threats and investigate vulnerabilities for systematically. In this paper, we provide
security analysis of Privacy-Preserving COVID-19 Contact Tracing App with STRIDE and LINDDUN threat models. Based
on the analysis, we propose to adopt a verifiable computation scheme, Zero-knowledge Succinctness Non-interactive
Arguments of Knowledges (zkSNARKs) and Public Key Infrastructure (PKI) to ensure both data integrity and privacy
protection in a more practical way.
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2.1.2 LINDDUN

LINDDUN+< Linkability, Identifiability,

Non-repudiation, Detectability,
Information disclosure, Content
unawareness, Policy and consent

noncompliance 5 A 7lsg 7714 Bl 48
& opgme AOgn el A8e ohelel A
t}(18).
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3.1 Data Flow Diagram (DFD)
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3.2 Attack Library FAg 34 22ES gl dn AlE A
9 Az} A= Table 1.3 %t}

Attack Librarye #4038l diatelx] wtAe o]#]3dt Attack LibraryZ =Hdshl ¥4 oAt
T ol 3AEY BaER B =4 Attack o] Hel 9)8e TAEE 4 glon odexl 24 |
Library Z—Vé < %18l  Bluetooth, Server, A 2o f38S Bk F7F Aol AAIE] Wk
Mobilext #3% A% 7Fsdt 713 &2 7] B s %= 9},

N, R EECUE A deleelad 54 Fhz, $AT 24 elam Qe A2 A
Eips 8] 28 A4 AL Table 2.9} 2t}
Table 1. PPCT Attack Library

No Type Year Title Ref

1 2020 CVE-2020-6616 (28]

2 2020 CVE-2020-0022 (29)

Vulnerability

3 2020 CVE-2020-9770 (30]

4 2020 CVE-2020-9023 (31]

94 92020 Security Analysis Of The COVID-19 Contact Tracing (23)

Specifications By APPLE INC. And GOOGLE INC.
The pandemic of social media panic travels faster

25 2020 than the COVID-19 outbreak (32)

26 2019 Tracking Anonymized Bluetooth Devices (33)

97 92019 SMART HOME PERSONAL ASSISTANTS: A (34)

Paper SECURITY AND PRIVACY REVIEW
28 2018 Testing vulnerabilities in Bluetooth Low Energy (35)
Ransomware Prevention using Application

29 2018 Authentication-Based File Access Control (36)

30 2018 Implementing Privacy Policy: Who should Do What? (37)

31 2018 AES Vulnerabilities Study (38)

34 2017 Exploiting BlueBorne (39)

Conference
35 2014 MITM on smartphones (40)
37 . 2017 Gattacking Bluetooth Smart Devices (41)

Technical

Report . . .
38 2015 Making an SSL Auditing Proxy with a Mac and Burp (42)
39 2016 CALLJAM (43)
Web document

40 2008 CRNG Cracked - SSH Vulnerable (44)
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Table 2. PPCT Attack Library with explanation

Vulnerable

no| Title Category | Explanation
The randomness implementation does not meet the
1 | CVE-2020-6616 Network requirements of the Bluetooth Core Specification
Remote attacker within proximity can silently execute
arbitrary code with the privileges of the Bluetooth daemon
as long as Bluetooth is enabled. No user interaction is
2 | CVE-2020-0022 Network required and only the Bluetooth MAC address of the target
devices has to be known. For some devices, the Bluetooth
MAC address can be deduced from the WiFi MAC address.
3 | CVE-2020-9770 Network An.attacker in a privilegeq network position may be able
to intercept Bluetooth traffic.
4 | CVE-2020-9023 Network deVi.ces have. two users that are not documented and are
configured with weak passwords
Security Analysis  of SECURITY ANALYSIS OF THE COVID-19 CONTACT
24 the CCPT Platform | TRACING SPECIFICATIONS BY APPLE INC. AND
GOOGLE INC.
The pandemic of social
media panic travels . Need to unpack the influence of social media on such
25 Social .
faster than the measures that carry a huge economic loss.
COVID-19 outbreak
Tracking  Anonymized The vulnerability discovered by BU researchers exploits
26 . Network | this secondary random MAC address to successfully track
Bluetooth Devices .
a device.
SMART HOME
PERSONAL review of the security and privacy issues in SPA,
27| ASSISTANTS: A | Platform categorizing the most important attack vectors and their
SECURITY AND countermeasures.
PRIVACY REVIEW
Testing vulnerabilities There are known vulnerabilities in the Bluetooth protocol,
28| in Bluetooth Low | Network and that given the right technology, those vulnerabilities
Energy can be exploited.
Ransomware
Preventlop 'usmg Ransomware may attempt to attack AntiBotics and explain
29| Application]|OS
. . how these attacks can be thwarted.
Authentication-Based
File Access Control
Implementing Privacy Without  substantial upgrades of institutions and
30| Policy: Who should Do | Policy infrastructure, privacy law and policy will continue to fall
What? short of what it should achieve.
31 AES Vulnerabilities Crypto Particular weak values that can be inserted in the data
Study stream by an attacker in order to get the key are found.
34| Exploiting BlueBorne Network Exploiting BlueBorne in Linux-based IoT devices
35| MITM on smartphones Network Mitigating man-in-the-middle attacks on smartphones
37 Gattackmg- Bluetooth Network Introducing a New BLE Proxy Tool
Smart Devices
Making an SSL
38| Auditing Proxy with a | Network Many mobile apps don’t properly implement SSL/TLS.
Mac and Burp
39| CALLJAM 0s CallJam malware includes a premium dialer to generate
fraudulent phone calls
40 CRNG Cracked - SSH 0S OpenSSL bug is to reduce the entropy in the seed to only

15 bits
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3.3 STRIDE Threat Modeling Table 4. DFD Elements per STRIDE
S T R I D E
331 STRIDE Entity | J
Process | v/ v v v v v
b A4 wish o] STRIDE: 1k 27} Data y |
7} obd ALEAE Aol T ARESs] @l Flow
ata
TE AL ] waee ST 5 e Yot Store VoV Y Y
gt S AlFsta ool +4 diade] A WHelel o
3 TS HAsl 245 Zlo] rlssiet Table 4. STRIDEZE o]&d A& 7}s3
kS Table 3.& 7]&e| 43 DFD 240 w DFDel| wet v FA3F A& Table 3.& qHE
2l STRIDEE ol&dl A1gS AldHst A3 d7& ] ZAZ AR Aot o] AL $¥ A8 7HsA
HolF | Attack library AR of % 2 A o] glth= omloln] HlzA] FFEE AL ot}

& Easch

Table 3. STRIDE for PPCT DFD

od# 2 DBel i3t Repudiatione logs %33}

.. Attack Threat
Type No Name Threat Description Library | No
. DoS attacks cause social panic by
Entity | E1 Affected User S tricking the Affected User. 25 T1
Entity | E1 Affected User R Bzgy the diagnosis result by Affected 3 T2
Entity | E2 Exposed User 3 Social panic by Attacker who creates a 95 T3
large amount of random packets.
. DoS attacks cause social panic by

Entity | E2 Exposed User R tricking the Affected User. 3 T4
Pro P Bluetooth Processor | S LlnAklng‘ through random mac address 40 T8
cess estimation.
Pro P2 Advertising I Extract TEK through syst‘em 1011 T15
cess Payload Process information leakage or sniffing.
Pro Unix Time Interval Editing the time period causes denial 78,12,

P3 D . T16
cess Process of service 13
Pro P5 Random No I Estimates TEK with low randomness 40 T18
cess Generator(CRNG)
Proce P7 RPI Generator B RP.I.creatlon through elevation of 7.8,12, T20
S8 privilege 13
Proce P8 AEM Generator B AEM creation through elevation of 78,12, T91
SS privilege 13
Proce i Illegal access to user’s information
ss P12 | API Processor S through sniffing or MiTM. 35.38 T27
Proce P12 | APT Processor T Infect.ed 1nfor1pat10n transmitted by 35.38 T98
SS man-in-the-middle attack.
Proce P15 ENExposure ~ T Social rr}edla panic due to incorrect risk 95.36 T37
Ss Detection Summary calculation.
Datas Database for Malicious modification of payload data
tore b2 Payloads T through SQL injection. 33 T42
Datas Malicious modification of TEK data
tore D3 Database for TEK T through SQL injection. 33 T44
Datas . . Intercept and editing data through
tore D4 Diagnosis Server T man-in-the-middle attacks 32 T47
Datas D5 Database for T Malicious modification of Diagnosis key 33 T52
tore Diagnosis keys through SQL injection.
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3.4 LINDDUN Threat Modeling HMAC Key
Process P9 Derivation  func | L
3.4.1 LINDDUN (HKDF)
Process | P10 ?ﬁ%tf)lgg eS| g
LINDDUN=2 7HelAR RS FZe] fgdrdz, 1 .
DFDE 7|4hes #43tche F-#ol4 STRIDES Process | PLL | 1o qiﬁowe I
Hlslet. Table 5.4 LINDDUN= ol84f =8 ENSelf Exposure
7}58 DFEDel| wet / FA8F Aot} Process P11 Info Request U
= ylelo <
(Table 5)& w®letez DFEDel 7]ulks]l PPCTel Process P11 fll\fTSeéf EXIZosure N2
3k LINDDUN $13S Asigled, 2 Avbe nfo Reques
(Table 6) o] LINDDUN <Ad# L. I. N. D, Process P12 | API Processor L
D2, U, N2 & Mapping 3] 23k}, Process P12 | API Processor I
Process P12 | API Processor U
Table 5. DFD Elements per LINDDUN Process P12 | API Processor N2
L I N D D U N Process P13 1];131\1I EProcessor N2
Xposure
Entity v v v Process P14 Detection Session N2
Process | v v v v v v ENExposure
Data Process P15 | Detection| D2
St v v v v v v Summary
o ENM (E
anager(Expo
Process P16 sure Notification) b2
Table 6. LINDDUN for PPCT DFD
Datastore | D1 r]?g%abase for L
Type No Name L TN
DDUN Datastore | D1 ’lI)‘EE?base for U
Entity E1l Affected User L
9 Database for
Entity E1l | Affected User Datastore | D Payloads L
Entity E2 Exposed User L Datastore | D2 Eatlabadse for U
Entity E3 | Health Authority | I ayloads
- - Database for
Entity E3 Health Authority | N2 Datastore | D3 TEK L
Bluetooth
Process PL 1 plocessor L Datastore | D3 ?E;{abase for | iy
Process P1 Bluetooth D Datastore | D4 Diagnosis Server L
Processor
. Datastore | D4 Diagnosis Server U
Process P2 Advertising N2
Payload Process Datastore | D5 Database for L
b - Unix Time L Diagnosis keys
rocess Interval Process Datastore | D5 D.atabas'e for U
p P4 Period Time Sync L Diagnosis keys
rocess Process Database for
Datastore | D5 . . N2
b b5 Random No L Diagnosis keys
rocess Generator(CRNG)
Temporary 342 Threat Tree
Process P6 Exposure Key | L
Generator DFDdl o3k SRy Alelg]g] o m g
Process P17 RPI Generator L LINDDUN =2ddx =33 ¢3S Ao g 3od
Process P8 AEM Generator L Threat trees 2Hdstc},
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Table 7. A part of Process of LINDDUN

S
Linkability | P1 | Data subject identification by inference through signals
P3 Linking information through broadcasting cycle 2,39
P4 Linking information through address synchronization cycle 22'38'
P12 | Linking information through sniffing and spoofing
P5 | Inferring MAC address through an weak randomness 1,2,

P9 Possibility of random key collision using weak hashing algorithm | 31

P6 | TEK collection through privilege elevation and hooking

P7 RPI collection through privilege elevation and hooking 12813
P8 AEM collection through privilege elevation and hooking
glglrtll;aliance P2 | Personal information leakage through payload collection
P11 | Affected user information is processed without compliance 10 11
P12 Information leakage about infection without compliance 30Y Y
P13 | Cookies does not comply with the law
P14 | Infection risk information does not comply with the law
Threat treex $139 WFE AEssid xd Misuse Case(MUC)E 2Md3he, 7t $go] ¥
e Zo®, (Table 7) ¥4 ez A4 A AR A AR, AdEe, A3 55
PPCTel &t Threat tree % U¥-5 HojFrh E3sto] At
STRIDES®} vFt7FA| 2 Attack library<he] Abt (Table 8) < Threat treeel 3 MUCY <
IAE 23 F5 Hol Frt

3.4.3 Misuse Case

Threat treed] ©igt oJs|=E Eol7] <4

Table 8. A part of Misuse Case

Misuse

Case 1 Details

Tree Linkability

Summary | Attackers can connect information such as MAC, timing, and signal strength.

Attacker An attacker who wants information from an Affected user

Scenario bfl. Bluetooth MAC address inference through Wifi signal

bf2. Inferring MAC address through an weak randomness

bf3. Linking information through address synchronization cycle

bf4. Linking information through broadcasting cycle

bf5. Possibility of random key collision using weak hashing algorithm

bf6. TEK, RPI, AEM collection through privilege elevation and hooking

Result User identification through Key, MAC, Cycle timing
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lé/[i:sze Details
Tree Non-Compliance
Summary | User information is processed without compliance
Attacker | Theft of sensitive data. Such attacks lead to high financial loss.
Scenario | bfl. Personal information leakage due to government server
bf2. Exposed user information is processed without compliance
bf3. Affected user information is processed without compliance
bf4. Cookies does not comply with the law
bf5. Infection risk information does not comply with the law
Result Authorities W’ill have the ability to impose fines of up to 20 million euros or 4%
of a company’s total global annual turnover. (GDPR)
V. ® 7} AR} A%l AR,
zkSNARKs oA 87} F53 3714 4 &
4.1 PPCTO| CHt 7HMot A& thes Zrk:

2= 3%9l4 PPCT Specel wigt Z‘]ﬁ]ﬂ‘i

1. Short proof in constant size :

A Q1 Ag) edabe] Babwel

Aale] S

=
=5

N o
oX

oo

BEAS 2U2 =4 Ao AR =3 7t AR 9] =7]+= 34 288 bytesZ UA A Aol A
Soll g FAo] rFesithe ARE WA E]S’d‘ﬂr. ZAo W& peer kT "W A] HHE H]
TFAARezZE= A WA Misuse Case 19 9384 Lol tigl Heto|u) dlole] £l w2 AR oF
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Table 9. Roles and Access permissions
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User
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