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ABSTRACT

Recently, the advantages of high-speed arithmetic in quantum computers have been known, and interest in quantum
circuits utilizing qubits has increased. The Grover algorithm is a quantum algorithm that can reduce n-bit security level
symmetric key cryptography and hash functions to n/2-bit security level. Since the Grover algorithm work on quantum
computers, the symmetric cryptographic technique and hash function to be applied must be implemented in a quantum
circuit. This is the motivation for these studies, and recently, research on implementing symmetric cryptographic technique
and hash functions in quantum circuits has been actively conducted. However, at present, in a situation where the number of
qubits is limited, we are interested in implementing with the minimum number of qubits and aim for efficient
implementation. In this paper, the domestic hash function LSH is efficiently implemented using qubits recycling and
pre-computation. Also, major operations such as Mix and Final were efficiently implemented as quantum circuits using
ProjectQ, a quantum programming tool provided by IBM, and the quantum resources required for this were evaluated.
Keywords: Grover algorithm, quantum cryptography, LSH hash function, quantum, quantum circuit
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Fig. 1. MAJ quantum circuit

Fig. 4. LSH hash function
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Fig 6 : LSH Quantum circuit implementation
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Input: T(), TU1+8), SCU) (0<i<T)
Output: T = {T(0) -~ T(15)}
1: ripple_carry_add (T(i), T(i+8))

 a_rotation(T())
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. ripple_carry_add(T(i), T(i+8))
 b_rotation(T({i+8))

. ripple_carry_add(T(i+8), T(i))

© c_rotation(T(i+8))

s return T = {T(0) - T(15)}
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Table 1. WordPerm Substitution tablel

0 1 2 3 4 5 6 7

o(I)| 6 4 5 7 12| 15| 14| 13
I 8 9 | 10| 11| 12| 13| 14| 15
ao(D)| 2 0 1 3 8 | 11| 10| 9
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Fig 7 : LSH-256-256 Quantum circuit
implementation of Final

Input: CV(i]), CV(i+8) (0<i<T)
Output: h = { h{0) , -~ , h(256) }
l:for k =0to7

2: for i = 0 to 31

3: CNOT (CVg+sli), CVk(i))
4: for k = 0to 7

5: fori =7t 0

6: print (CVk(i))

7: fori = 15t0 8

8: print (CVk(i))

9: for i = 23 to 16

10: print (CVk(i))

11: for i = 31 to 24

12: print (CVk(i))

Fig. 7. LSH-256-256 Quantum circuit impleme-
ntation of Final
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