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Changes in the environment of electronic finance and its challenges
—Focusing on the prospects and implications of changes in electronic finance—
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Abstract For this study, we have extensively analyzed the presentation data of the government's
financial—related departments and the data of each financial institution and electronic financial
institution.. As a result, In Korea's electronic financial environment, real changes such as first)
expansion of non—face—to—face finance, second) teleworking in the financial sector, third) abolition of
accredited certification, fourth) advanced voice phishing, fifth) openness of the financial industry and
diversification of forms, sixth) the'walletless society'. In addition to the above, however, global changes
triggered by the Fourth Industrial Revolution spread to the financial security sector, making it difficult
to respond to problems such as artificial intelligence/ deep learning/ user analysis/ deepfake
technology. As the proportion of electronic finance is increasing socially, it should be studied in the

fields of electronic finance and its environment, and crime and criminal investigation.
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Fig. 1. Daily use of internet banking service
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Fig. 2. Number of domestic bank stores
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Table 1. Major security threats from Telework

Division Major security threat

- The loss, theft, or the peek of others
of the remote working terminal may
cause data in the terminal to leak or
access the company's internal
network.

Insufficient Physical
Control of Telework
Terminals

- External networks (Internet) used by
Teleworkers are difficult to control, so
there is a concern that important
information will be leaked due to
wiretapping or mid—person attacks

usage (MITM).

- Incorrect network equipment (VPN,
etc.) setting or vulnerability exists in
network equipment.

Unsafe network

- Illegal infringement of system when
connecting to internal network with
Teleworking terminal infected with
malicious code.

Internal Network
Infringement due to
Malware Infection

- As Telework terminals become
accessible to internal resources that
were only accessible within the
company, there is a security threat
such as unauthorized access.

Source : Souppaya & Scarfone(2016)[16]

Remote access
threats to internal
resources
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Table 2. The change of the accredited certification
system in the financial sector

Year Content
Establishment of Authorized Digital Signature System by
1999 R
the Enactment of the Electronic Signature Act.
Mandatory use of accredited certificates when using
2002 ;
Internet banking.
2003 Mandatory use of accredited certificates when trading
securities online.
2005 Use of an official certificate when paying more than
300,000 won by credit card.
2006 Mandatory use of accredited certificates in electronic
financial transactions.
Repeal of Duty to Use Certificates in Electronic Financial
Transactions
2015 . A - e
(Various certifications appear in financial institutions, such
as biometric and private certificates.)
The abolition of the accredited certification system
2020 (Enforcement Decree of December 10, 2012) by the
amendment of the Electronic Signature Act.
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) A )
Federation of R . 2 o] Akl 8T EE W, Bl 12 5
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Bank s‘i;gn Consortium Blockchain. F9] HotA o7 A Tl dsgd 2153 =
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joint JLojo|E=A] = ExlyY k1 e [e] kel
Financial Full implementation). &l © ‘13 7:]]—‘ ]’%O]—J‘X]— O]—“ _'—"LX]—Oﬂ EH 2 Hek
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within KB Financial Group TES - o] A~ Al
KB Kookmin (insurance, securities, cards, 3.4 J—J‘ﬂ‘ﬂ B ]'_"4 ©
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’ Z] o 19 Wz o <3 A
KB mobile - No valid period of certificate mi"'—‘l 11 ﬁZ}UB’ u}’] 11 EO]MJJ o](VOICG Phlshmg)
Financial certificate (but automatic disposal when O A~ = = =
SPOs o =2 = ol = == o]
company not in use for more than one & A AL} B AEshE T AR vERaL 9l
self—cert ] > 5 215
fication vea). wolssly MARA L thE A1, /)3 A, B
IBK Industrial - It can be used in its mobile ] - 5 =
Z Al 71 2] A Hl z)E] o o5l Hz Z=Ho A
Bank, banking service. i “’4 o X H ] ]‘—l— oZ]' S o«] E]’o el 1:!“"] Tu= ]’
i — Mobile - A 6—digit password—based a3l AAHDoz A2t Yri[19].
certificate in certificate for replacing an
ONE Bank authorized certificate.
- Used for Naver electronic e . . L. .
Naver, document (notice) service. Table 4. Classification of voice phishing crime methods
Naver certificate | - Available in mobile and PC
(self—browser)—based services. Kind Content
* Interworking with Messenger Loan fraud - Demanding commissions, pre—interest, etc. on
Platform Kakao Talk'. type condition of low interest rate loans.
operator - Introduced to more than 200 - —
Kakao pay, institutions including financial Agency - Request funds in the name of criminal
Kakao pay companies (insurance, imperson‘aﬁo investigation, protection of mmps' fgnds, ete.
certificate securities, cards, etc.), 1 type after impersonating the prosecution, financial
financial institutions, i authorities, etc.
governments, and public - Request funds transfer/personal (credit)
Institutions. information through messenger (or text) under
- Perform real—time telephone Messenger the pretext of online payment, debt repayment,
number, name, and terminal P};iéhing etc.
Three mobile authentication when issuing ) - In some cases, non—face—to—face account
Carrier communication and using certificates. opening, loans, transfers, etc. are implemented
arne companies, - Introduction to financial with information taken from the company.
PASS certificate companies (banks, insurance, Kidnapping/a
securities, etc.), Nice public ccidzital - Request money under the guise of kidnapping or
services, etc. . accident of a child.
icebreaker

Source: KFTC press release (Nov. 17, 2020), KB Kookmin Bank
press release (Nov. 4, 2020), 1IBK Industrial Bank press
release (May 21, 2019), Naver press release (May 22,
2020; Sep. 26), Kakao Pay certificate official website,
PASS certificate introduction (Sep. 2020).

Source: Financial Services Commission Press Release (Jun. 24,
2020), Financial Supervisory Service Press Release (Nov. 4,
2020), and National Police Agency Press Release (Nov. 6,

2019)
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Fig. 3. Recent Voice Phishing Cases
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Table 5. Status of Financial Industry Opening Promotion

Division Content

- Open financial settlement network that opens
the services of a particular financial company
through the application programming interface
(API) so that other financial companies can
develop services using it — All bank accounts
can be inquired and transferred through one
app.

Open banking

- A project to develop new additional services by
delivering personal information to a third party
company based on the right to send personal

MyData credit information — New services such as
collective inquiry and management of personal
information or recommendation of customized
financial products can be provided.

- A project that delivers financial consumer's

Payment payment order (payment, remittance, etc.) to

instruction financial companies and helps them

delivery implement it — Payment and remittance

business services can be provided even small

(MyPayment) businesses without having financial consumer
funds.
- It is a platform project that can provide all
Comprehensive electronic financial services such as fund
payment transfer, payment, and payment agency based
settlement on the account. — It is possible to open an
business account, but it is expected to participate

mainly in big tech companies.

Source: Financial Services Commission press release (Jul. 24, 2020;
Oct. 21), The Hectronic Financial Transactions Act (Nov. 27, 2020)
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Table 6. Measures to secure competitiveness of
financial companies and big and fintech
companies

Division Content Case

- Strengthening
cooperation
within group

Shinhan Financial 'Shinhan
Plus' — It is possible to
use services such as

Financial companes, §uch banks, cards, financial
companies as establishing a | ;0 ' ont and life
(traditional group company insurance without a
financial integration separate mobile app.
companies platform
such{ as banks, Woori Bank —
credit ;ard Convenience Store
companies, E 'Seven—Eleven' signed a
securities ' Cﬁ)li}abqratmg business agreement to
firms, and ‘f’,”t L;]lg and support low—interest
insurance ntec . loans to franchise owners,
companies ) companmes or develop customized
other industries . .
financial products, and
promote co—marketing
based on big data.
Big Tech - Partnership with | Naver — Mirae Asset
(provides existing financial | Capital to lend to Naver
financial companies Smart Store operators.
services based
on

non—financial
platforms such
as portals and
SNS, which
are the main
businesses)

Kakao - Internet bank
'Kakao Bank' and
securities company 'Kakao
Pay Securities'.

- Direct entry into
the financial
business

NHN Payco - Provides
financial services such as
payment, remittance,
account and card inquiry,

- Provide various
financial services
based on

FinTech credit management,
Companies innovative ideas exchange, shopping
(Providing accumulation, and
Innovation transportation card.
Financial . .
Services Using rceix;]&;n:fémg, PINK - Provides financial
IT Technology) or providing companies wnh‘ loan
brokerage prod}lct comparison
services for services and customized
financial nsurance i
products recommendation services.

Source: Shinhan Financial Group Press release (Aug. 13, 2018),
Kakao Pay press release (Feb. 6, 2020).
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Table 7. Classification of Central Bank Digital Currency
(CBDC)

Criteria Classification Characteristics

For small amount
Use payment
(General —purpose)

- Use for general transactions
of all economic entities.

Purpose
(Use For large amount | - Use for transactions
Subject) payment between financial
(Wholesale only) companies, such as banks.
- Central managers (e.g.,
Single ledger central banks) keep and
method manage CBDC accounts
(account—based) and related transaction
Implementa information.
tion method

- Manage the same
transaction record with
multiple participants having
mutually synchronized
ledgers.

Distributed ledger
method
(token—based)

Source : Bank of Korea(2019)[22]

= AFAR= B AT EYS F3 Fol
W, T FAEA ol 5 EAl 3AL 52 muld 4w &
ol Mul2~E 2020 7¥€d EA13 vl gtk

Table 8. Status of Offline Simple Payment Service

Service Provider Service Features

- Register a credit card or account of a
financial company affiliated with its mobile
devices and pay without a physical card
(Samsung Pay, LG Pay, etc.

Mobile Device
Manufacturer

- Provide 'app card payment' service that
allows users to register their credit card
information in a mobile app and pay with a
mobile device rather than a physical card.

Card company

- Register payment method on our platform
(portal, SNS, etc.) or charge advance
payment, and use barcode or QR code to
make offline payment (Naver Pay, Kakao
Pay, etc.)

Big Tech Company
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