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A Study on Defense and Attack Model for Cyber Command Control System
based Cyber Kill Chain
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ABSTRACT

Cyber Kill Chain is derived from Kill chain of traditional military ferms. Kill chain means "a confinuous and cyclical process from
detection to destruction of military fargetfs requiring destruction, or dividing it info several distinct actions." The kil chain has evolved
the existing operational procedures to effectively deal with time-limited emergency fargets that require immediate response due to
changes in location and increased risk, such as nuclear weapons and missiles. It began with the military concept of incapacitating
the attacker’s infended purpose by preventing it from functioning at any one sfage of the process of reaching it. Thus the basic
concept of the cyber kil chain is that the affack performed by a cyber attacker consists of each stage, and the cyber affacker can
achieve the attack goal only when each stage is successfully performed, and from a defense point of view, each stage is detfailed.
It is believed that if a response procedure is prepared and responded, the chain of attacks is broken, and the attack of the aftacker
can be neutralized or delayed. Also, from the point of view of an affack, if a specific response procedure is prepared at each stage,
the chain of affacks can be successful and the target of the affack can be neutralized. The cyber command and confrol system is
a system that is applied to both defense and attack, and should present defensive countermeasures and offensive countermeasures
fo neufrdlize the enemy’s kill chain during defense, and each step-by-step procedure fo neufralize the enemy when attacking.
Therefore, thist paper proposed a cyber kil chain model from the perspective of defense and attack of the cyber command and
control system, and also researched and presented the threat classification/analysis/prediction framework of the cyber command and
control system from the defense aspect

= keyword : Cyber Command Control System, Cyber Kill Chain Model, Defense Model, Attack Model, threat
classification/analysis/prediction framework
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