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Abstract The purpose of this study is to prove the relationship of the influence of individual
behavior style and organizational culture structure on the information security cognitive factors
of employees. The study conducts cross-design by dividing individual characteristics into task
coping and emotion coping, and organizational culture into collectivism and individualism.
Information security factors consisted of information security awareness, perceived vulnerability,
response efficacy, and compliance behavior.

As a result of the study, it was confirmed that both personal coping style and organizational
culture had an influence on the all cognitive factors of information security. In addition,
information security awareness was found to influence compliance behavior through perceived
vulnerability and response efficacy. The implications of the study were to confirm the difference in
the impact on the compliance behavior according to the individual coping style and organizational
culture, and to present the precedent factors for improving the compliance behavior. In other
words, the research suggests the information security strategy direction for each
individual-organizational dimension.

Keywords: Coping, Organizational Culture, Security Awareness, Perceived Vulnerability,
Response Efficacy, Compliance Behavior
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Table 1 Demographic Characteristics

Sex

Position
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Ferrdle Asitat Margger

Total

Task Co
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(47%)
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(63%)

40
(53%)

33
(37%)

28
(37%)

28
(32%)
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(63%)
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(68%)

76
(100%)

88
(100%)

91
(55%)

73
(45%)

56
(34%)

108
(64%)

164
(100%)
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(50%)
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34
(52%)
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(80%)
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(91%)
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(86%)
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(20%)
7
(9%)
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(14%)
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(100%)

8
(100%)
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(100%)

Total Co
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76
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Table 2 Exploratory Factor Analysis

1 2 3 4 Gl a
ISA1 0103 062 004 0.788
[SAZ 0023 0157 0042 0758 0.763
ISA3 0183 000 020 0.727
PV1 0846 003 0116 0151
PV2 0812 0041 0209 0124 0816
PV3 0828 0168 0121 -0011
RE1 000 0214 0802 0118
RE2 0166 016 079 012 0.785
RE3 020 0167 0793 00%
CB1 0063 0823 0217 -00%
CB2 008 089 026 00 0807
CB3 0146 0819 000 0192
#* ISA(Information Security Awareness), PV (Perceived

Vulnerability),

Behavior)

RE(Response Efficacy) CB(Compliance

AA, AT 22Est Wl

(information security awareness)el|
gt A5S AAsAtHTable 3). tA
M = 6.12)9]
AHM = 580)H T} HHHESE <14
Aoz Yelyom tix £33 W

H| =] &=

L

ot % 1>
flo 2

th A

=
=

LR,

oot M om> do o o
[e]

214l

=
+

M HA

214 °
BRSO, 320) = 1334, p < 0.01). 23 &
$9e PuFe AHM = 60700 AT 4
HM = 58)ET Auuer A4 Wit EL
Aoz vegton, zHE3
EEES

2

Sk

JFe Fold Aow
(F(1, 320) = 59.32, p < 0.01). th¥s} =25
el FEGEFE )54 Fe AoR e

Lo

e 6 era
FdF o A

A

JoH(F(1, 320) = 0.34, n.s.).

Table 3 ANOVA of Information Security Awareness

4R E

m A=

=
H5

ot

o

—

=

Variables SS df MS F
Coping 885 1.00 885 13.34™
Culture 502 100 502 7577

Coping X Culture 0.23

1.00 023 034

. p < 001, * p < 0.05

A, AFE 2AE3 Wl QX
¢kA (perceived vulnerability)o] w]X & 43
gt AFS AASATHTable 4. tx F3

A M = 543)9]
AGM = 51D)EG X" FHefAo
[e]

)
2 v

=
59.32, p < 0.01). tHA &} A Esh1He] G548
e fofskA e Ao YEETHE(,
320) = 1.19, n.s.).

Table 4 ANOVA of Perceived Vulnerability

Variables SS df MS F
Coping 1076 1.00 10.76 10.49™
Culture 60.82 1.00 60.82 59.327

Coping X Culture 122 100 122 1.19
#x p < 0.01, = p < 0.05

AA, AAFE 2278 Wl
ZH(response efficacy)ol ®]X+&= <
=< A tHTable 5). A
A dA JaM = 5340 4

o
A0,
L = 2
oL r_?i
X ol

o%
2
Lol Y off

ﬁoﬁi’ﬁ
w2 rle =
2 [o 2

frt

o,
3
o
R
=
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& o
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o &
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o
=
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= YeEbehFEd, 320) =
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Table 5 ANOVA of Response Efficacy 6.4
Variables SS df MS F . 62
=]
Coping 1258 1.00 1258 1342 g W i
—
Culture 5094 1.00 59.94 6391% £ 1 Emotion Coping_—
56 o
Coping X Culture 167 100 167 173 E -
= 54
wx p < 001, % p < 0.05 g e ————
S 52 Task Coping
Q
QA WAFE N 248 WY 5 AE
(compliance beahavior)oll W X|+= <Jgko] sk 48 Individualism Collectivism
AZES AAEA TG (Table 6). A F3S AA Organizational Culture
== Al = &t} = o] o] EZA) v |
A dA AEM 5'7:_3) I drea oA A Fig. 2 Moderation Effect of Compliance Behavior
SH(M = 53H)RY FF P o] =2 Aoz
Eltow tix 3 wWle] &4 o A= Aolsk 220 B mAAAS 2 olal
BUE AR AR HEHEL 20 s gaw as, guwer Repelds e o
o = o] MAFe et = H . . -
SO SO0l NTA AR - SERT 4 w95 w0 24w de dew vy
T Ggool . Z\-——i ]/]'H'M-——D:L -’——17':3’:]' _E_E_” O*IE?J: Z‘E‘T”]"E_ zéﬁ.i?l’ %01:01] ‘:Hj%
= g Q= 3EFEO o olE Ao . _
£ SR SR HEREL 3200 = 6160 o g w g5 dete A4aE dem g
< 0.0L. s, 243 AAGEE Aol AwTeld
) , A YERY7] wjiEd Aoz daEn
Table 6 ANOVA of Compliance Behavior =5, wot G5 teld 7 YU 4L
Variables SS df MS F 297 &S A ed, JAdT9 74
Coping 1196 100 1196 1298 WA 8 Aol ARHESE g0 Ao
. 2 eyt F, JdFoge Ui o] qAZ
Culture 290 100 290 3.15 B qde] e ZAsw A o151,
Coping X Culture 567 100 567 6.16™ ARl Hopo| AE AgdS sholsleln)
=k p < 0.01, = p < 0.05
43 A7=E 2
AHEBEF = AFo tigt AHFF Y =4 F
S}7te] A gadEs A A3(Fig. 2), 7 AFoNA  AAEE olTHiNEE =
1o HutolA AFFTA A AAFAH dA SPSS 21.09 HAZA AR 2wWHzE
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Table 7 Hierarchical Regression Analysis of Mediation

Model
Step Path Beta
0 step H3 ISA — CB 0.19™
H4 ISA — PV 0.24™
1-1 step
H5 ISA — RE 0.25™
H1 PV — CB 0.14"
1-2 step
H2 RE — CB 047
2 step H3 ISA — CB 0.06

* ISA(Information Security Awareness), PV(Perceived
Vulnerability), RE(Response Efficacy) CB(Compliance
Behavior)

=k p < 0.01, = p < 0.05

AR, JHRHEF Qo] AAH FHFYS T3
T BFOoE oA wAEHRE HFE
AA, JEHEL Q1Ao] F4 T WA=
FAAHeE fFostdoemH3, B
0.19, p < 0.01), AH B 21 Ao] oAAH Z
of mxl= g (H4; B = 024, p < 0.01)3}
AE FHeAdol =4 FEol HA= AH 3
(Hl; B8 =014, p < 0058 % EAZHO=
o3t Aoz yehytl gl FRHEE 912

F5 A%l AL JPYEe FAHOR fo
o)

[*]
e}

o2k 4
O o ® 9 o

ol
-

FFHe TAHR FosIdowH3 L =
0.19, p < 0.01), FH B o1 2o] A & 7ol
nx= g H5 B = 025 p < 0.0 thA
astel 4 dEel mA= ANE FFHMH
B =047, p < 001)& BF EAZHOZ fHo]3t
Aoz vesth Ela AREeE Qo] F4
BEo nHes JFHe FAHeR FosA &
2 Ao g YeElYtHHI; £ = 0.06, n.s.).

Perceived
Vulnerability

H1
0.14*

Information
Security
Awareness

Compliance
Behavior

H2

Response 0.47%*

Efficacy
Fig. 3 Result of Multiple Pass Mediation Model
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A Z2A-RHA FA 24 5 BHu gk =
A 2AS FEste] B4 fovs A9 E
AN = S Aoz oAt AA, il &
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T e AHHS FF WIS AANTYE ¢ S
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