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An Efficient Implementation of AES Encryption Algorithm for
CCTV Image Security
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Abstract In this paper, an efficient implementation of AES encryption algorithm is presented for CCTV
image security using C# language. In this approach, an efficient S-Box is first designed for reducing the
computation time which is required in each round process of AES algorithm, and then an CCTV image
security system is implemented on the basis of this algorithm on a composite field GF((2%)%?. In
addition, the shared S-Box structure is designed for realizing the minimized memory space, which is
used in each round transformation and key scheduling processes. Through performance evaluation, it
was confirmed that the proposed method is more efficient than the existing method. The proposed

CCTV system in C# language using Visual studio 2010.
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Fig. 1. Configuration of image security system
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private string s_box(string value) {

smﬂg[] sbox = newstring[16, 16] {
' 7C, 77, 78, 'F2, 68, '6F, 'G5, 30", 0T’ '67, 2B’ 'FE', ‘DT’ A8, 76},

g "

', "6E", "5A", "AD', 62", "

", FC, UGl 'Ce, 'BE, '39", A, ac, 'S8, CF"},

", 4D, " DT I I e T
90", '8C. 86", DA, "21°, "0, ¥ ¥ D2,
T | "C4', AT, 'TE, "3D", "64", "5D", "9, ‘73,

|2 | 46", 'EE', 'B8", "4, "DE", "5E", "0B", ‘DB,

, 06", " , 'C2', 'D3', "AC", 62, "91", "95", "E4", 797,
D5' 'A%, '6C", '66", 'F4", "EA", '65", "TA, "AE", "08,
A ‘06", "E", 'DD", 74", "F', "48', 'BD", '88", '8A'},

w6, 0", 61", 35, ‘57", ‘89", 86", ‘1", “ID", ",
"8E", 04", "9B", “IE", '87", 'E9", "CE", "S5, '28", "DF),
! ", "E", 42", '68", "41", '99", *2D", "OF", "B0", "54", 'BB", “16'};
r= Convert Tolnt32(value.Substring(0, 1), 16);
¢ = Convert.Tolnt32(value.Substring(1, 1), 16);

result = sbox[r, cl; return result;
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Fig. 3. LUT based S-Box code
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public byte getSBOX(byte inputi
del = delta(input);
del_high = (byte)(del )) 4);
del_low = (byte)(del & 0xO0f);
val = Op_gf8(del_high, del_low);
output = del_and_aff(val);
return output;

}

a3 6. JHME S-Box 7S 2I5t getSBOX() &4
Fig. 6. getSBOX() Function for advanced S-Box
implementation
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publicbyte Op_gf8(byte high, byte low) {
tmp2= lambdaAndSquare ((byte) (high));
tmp3 = (byte)high " low);
tmp4 = mul_gf2_4(tmp3, low);
tmp5 = (byte)(tmp2 * tmp4);
tmp6 = inv_lut(tmpb);
out_high = mul_gf2_4(high, tmp6);
out_low = mul_gf2_4(tmp3, tmp6);
output = (byte)((out_high << 4) | out_low);
return output;

1

a8 7. MEREl Op_gf8()
Fig. 7. subroutine Op_gf8()
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