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Improved Network Intrusion Detection Model through
Hybrid Feature Selection and Data Balancing

Byeongjun Min" -+ Jihun Ryu’ * Dongkyoo Shin'" + Dongil Shin®

ABSTRACT

Recently, attacks on the network environment have been rapidly escalating and intelligent. Thus, the signature-based network intrusion
detection system is becoming clear about its limitations. To solve these problems, research on machine learning-based intrusion detection
systems is being conducted in many ways, but two problems are encountered to use machine learning for intrusion detection. The first
is to find important features associated with learning for real-time detection, and the second is the imbalance of data used in learning.
This problem is fatal because the performance of machine learning algorithms is data-dependent. In this paper, we propose the HSF-DNN,
a network intrusion detection model based on a deep neural network to solve the problems presented above. The proposed HFS-DNN
was learned through the NSL-KDD data set and performs performance comparisons with existing classification models. Experiments have
confirmed that the proposed Hybrid Feature Selection algorithm does not degrade performance, and in an experiment between learning
models that solved the imbalance problem, the model proposed in this paper showed the best performance.
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Aol getsf AL Qlt. FZ olH%t #AE s HAsl 71

Asks 719Ee] HA] AlAE|S] A7) SEShEH1-3, 5-71.
7IAlsks 22 glole 2R g Mol digh #e W]
ARt 2E Edo] skEsrlol, ol S3 AsshE AUH
A Al2EE FEE 5 ATh, A AT ARE F 8
EAE HEY = Ak EI Aze 54 HfEdS] dish &
HhotdE dee EAT o Ak SHAT Yoz AR 5
=2 A8t A2 7IAIsks 2] 459

2G4 Aol AFE 7HeE B2 &4 FolA S5 B4 3
EAEEZ Adsts A F85HA aFHALL A5 o]
1= @A AANA FHEe B2 HolHE2 ATt
ShA] g2 o] YEEo R, 55| Y ¥A &
AA| glole F Y dole 9] H&o] F 1%E &
A ATHG]L. Z1ASHEoA o3t A% Y HlolHE F
AehES ohe A2 Wi olEfH(4, 5l ol S5 {%t
HrHo g 9 WAEY(Over Sampling)® At AE3(Under
Sampling) 71¥<& &8 4= ATHTL

2 =EBAE 7ASSs 2dd Eda3t £457 3
EXES AASH| YA HES (Hybrid Feature Selection)
7S AR, olg 4% AAWol o]-&3t HFS-DNN
(Deep Neural Network) Z&-& A|Istc}, 7]&9] w2 ¢
g &4 FEZ 25 shgol AMgske A g HFS 718
Bl 32% RO AYTE AHES] St e ANE B
Sh= AL AFS B9 d5chH, shgol AME NSL-KDD
glojg A9 ExE EAIZ Qs &4 ZiA(Minor Class)s
o] Ax3F FAE&S Rt R} SMOTE (Synthetic Minority
Over sampling Technique)[10]7]¥3 RUS (Random
Under Sampling) 7|HEZ €8sl 43 A tH=3th
Adlof| A8 BH7} A FEE Accuracy, Precision, Recall,
F1-Score°]™, A% Z3M= Decision Tree, Random Forest,
KNN (K-Nearest Neighbor), SVM (Support Vector Machine),
Multinomial Naive Bayes &S} B w5} T}.
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Table 1. Attack Type of NSL-KDD Dataset

Type Description
Normal normal traffic
DoS Denial of Service
Probe Pre-operation for \./ulner.ability analysis before
intrusion
U2R Unauthorized access to take over root authority
R2L Attempting unauthorized access from remote




3. HFS-DNN

3.1 Data Preprocessing
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3.2 Hybrid Feature Selection
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- Pearson Based Feature Selection
- Feature Importance Based Feature Selection
- Attribute Ratio Based Feature Selection

1) Pearson Based Feature Selection
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Table 2. Features with a Pearson Correlation of 0.9 or Higher

Table 3. Set of Features Selected through HFS

Complete graph node

Selected Features (39)

1 dst_host_srv_count(31), dst_host_same_srv_rate(32)

rerror_rate(19), srv_rerror_rate(18),
dst_host_rerror_rate(20), dst_host_srv_rerror_rate(17)

serror_rate(26), srv_serror_rate(25),
dst_host_serror_rate(27), dst_host_srv_serror_rate(24)

4 num_comproimised(15), num_root(28)

A4 519 EA S A9 A o B Y &
a3t & £ gloH, ol FHa A JF FAMinimum
dominating set)® AZHCH1]. 4 Awj I EA=
NP-Hardoll s sh= EAIX5H13], & A o)A = Table
29} Zo] 449 & J= AE F5stglen, oldf o
g} ojE gk 4TS g 7HA] ARESHl e HAfTt HAE =
Ae & 5 Ao A B =EoA= Table 29 7+ 39
WS 4712 $ATE ARESH, UH R S EFE2 AlA
gt o] B9l 113719 EXS AEstatt

2) Feature Importance Based Feature Selection

EA %95 (Feature Importance)E ©]83t £ A€
HoA= JAEAED BdE g A7l H, R I5F
(Information Gain)oll 7|8t stof k<30l AMRH ZF EXE
9] F8LE Totd 4= it JAHEAER = AH g5HE
Fslete EYL 71F08 LEE 94 Badit ol

9] F8 % Fo] 255 ofd LToA9 E<-Trt A
Aot AL 9ujgitt. E =FolA+= Random Forest Sh&
Bl Foff olHet £ FR8EE FE3 § HHsto, AA
Zk 0.00014k= Bl 49 55719 &4 A&Estelth

LR

3) Attribute Ratio Based Feature Selection

AR (Attribute Ratio) 7|5t % A€ Wl 9jo] = vf
Wi g dubaolA] gk M= A Wos, E49 |
Lo gHgE B9 EX 8L E AAbstH, NSL-KDD
tlolg A9 S5 BAoA wi A EALE 7R E o
&o] & He AoZ Bty Q2] & =EoAE 0.1
AAZS &3l 49 5071 EAHE A&l

Table 2+ Pearson 43 A57} 0.9 o442 B#AE 713l
E452 Ul o 2 EFE9 Qo= Random

Forest g5 LA B9 A&5H EA 259 <& FA
=0

5 b)EolA A 49l 5570 EaEo] Ik RS L 4
k. ol 54 FAEWS B 5 AL T 59 ol
& 3H EAES 1T & 982 ouatth webA 557
o] 24 UgolN 1Moz sro 4L AAT & U
2 & % Uk ol o5 B4 418 7S] Avto] s
L o9 WEEY DTV T 45 Utk £ ERA A

count, diff_srv_rate, dst_bytes, dst_host_count,
dst_host_diff_srv_rate, dst_host_same_src_port_rate,
dst_host_srv_count, dst_host_srv_diff host_rate, duration,
flag_RE], flag_RSTR, flag_S0, flag_SF, hot, is_guest_login,
logged_in, num_compromised, num_failed_logins,
num_file_creations, protocol_type_icmp, protocol_type_tcp,
protocol_type_udp, rerror_rate, root_shell, same_srv_rate,
serror_rate, service_domain_u, service_eco_i, service_ftp,
service_ftp_data, service_http, service_other, service_private,
service_smtp, service_telnet, src_bytes, srv_count,
srv_diff_host_rate, wrong_fragment

S} HFSE olgist & 714 o] 5458 ws defd 4
9ie. olgk ol Sl A 3714 B Ad 719e] BT
2 Bl 9 54 A=) vl o owA o5 e A
sebd g 98 B4 Wge Asst AFHom

Table 3914 A|AE 39719 42 AR ol 7I&
121 AR div] 32% RO 3715 7k
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3.3 Data Balancing

E++3 dlolH &5 F#A(Minor class)oll HlolE
7t & S AMajor class)oll 23 Hlolg 4=} B3]
dA5] A2 Hol"HE gnigith. 714 sk BE9] 52
o|gjo]] oj&Ho|m, o]F SAsHA] F2 A ShG Hdlo] &
g Al BF A9 AskE o 4= IOl §95] &% &
259 HA &2 24 YojAA HeT, ol a4 A
HE7E theo]] iAo s A F5h7] wEoltH14] &
=Fo| A shkof| AR8dk= NSL-KDD Hlolg] Al T3t Table 4
of go] SHA 7 BE 529 AJol7} WS- Atk olRt A
Sdslr] oA 2 = olie 2B AEF(Over sampling)
7183} ] MEFY 7|H(Under sampling)S 53 &%
EAE sfadi

glo]g 9] Ayl #F5l= Normal SfAE b SHA
2 RUS (Random Under Sampling) 71H< 53l dlo|E|&
ME FE FZadiglon, AFHoz A SHjio sidst

£+ Probe, U2R, R2LZ SMOTE (Synthetic Minority

Table 4. Percentage and Number of Samples in
NSL-KDD Train Data Set

KDD Train Balanced KDD Train

Normal 67343 (53%) 45000 (19.99%)

DoS 45927 B7%) 45927 (20.04%)

Probe 11656 (9.11%) 45000 (19.99%)

U2R 52 (0.04%) 45000 (19.99%)

R2L 995 (0.85%) 45000 (19.99%)
Total 125973 225927
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Table 5. The Neural Network Configuration used in the Experiment

DNN Parameters

Layer 39-256-512-512-5
Activation Relu, Softmax
Initializer He Uniform

Regularizer / Strength L2 / 0.0001

Optimizer / Learning rate Adam / 0.0005

Loss Cross Entropy

Over Sampling Technique) 7|8 &3] AIZ & H|
=3t 29 3712 585U} Table 48

& 4@ dols Mo B4} V8L
o) o

w7 2] a5 SHASY] HAE HA

3.4 Deep Neural Network

2 =2oAs YEHD MY EA 7 Z4E 45 414
TS AFEEIT}. Table 58 B9l AUE A5 AFY HES
39| 25 AT & glon, 24 AS(Hidden layer)d
&g TE relus AHESIRITE AFWY Y ASS 3.1
Aol AAY P} 3.249 £ A9 A B3l 397)0]
92 27|12 7FNH, Fully Connected NetworkES AR&3}
Aot ALY SFoA 7] 7HEA] AR uiS 52T I
&L sk=d|, ol 7]&7] A4(Gradient vanishing)¥ &
ZAE o]ojd & 17| wjZolch. UvtH o R wol Agx
Xavier Initializer= relu <=8} o] AREE H-¢- o]
0]9] Zo|7} ZojALE Ed7to] 0ol 7Rl EAI7
s 15]. webA o]Hst EAIS siZA3S He InitializersS
Argsto] A9 27132 AR E3L sk TlolH
Aol = AZ WAISH] YsiA L2 FAIE ARESHTH

¥

rr rlo

4
£ AFoxE A¥E A NSL-KDD tHloj& AlojjA] &
3 HAEE s AlF=+= KDDTrain+, KDDTest+ Tl
ol & AR&RITh g HolEl= 3.3EoA AJE Data
Balancing ©AE 74 Table 49] Balanced KDD Train
I Zo] M & ARgstH, AA| sk TlolH F 30%E AS
& dlolE(Validation set)= ARESIo] 4AF AFY Hd9|
Sk oA AT RS WHgith o] Bl AT F
& (Validation loss)°] 10 epoch o4 37t H¢- =7 H
Fotolon, o|% oA 7MY HE eFEo] Wd =E
< HAEO] AR HA| epoch2 50& AMEsHoH,
batch size: 64 AMESHSIC)

HAEO] AMBEE HolH Al Table 109] supportE
Fgh A9 SYAT E9EE SR & o, olFd &
Y HlolEE Brlet=t YWHE o AMEE= Accuracy
o= Briste AL AAsHA gt ol AA BE 5 &

oo o

P

A B7HE AE 59 HEE grlstrlo] Bl E¥o] HF

= FHAR dE&SdiuEte w2 Z3E Hol7] w&oltt.
w2hA Recall, Precision, F1-Score®} Z-2 £+ Hlo]E]
ox9] gol AHgE= ARE M B5= HlwEth g5
ndo] A% A= Decision Tree, Random Forest, KNN
(K-Nearest Neighbor), SVM (Support Vector Machine),
Multinomial Naive Bayes R@¥} Hlw 9 FEA3c}

4178014 = 3.2720]4 ARkt HFSY) 8842 AJHI
Azt AEE Ao, 4280 A= 3.2 o]0 3.380A]
Alestll Sl W8S F7etd 2EH A 448 Eugt
o}, Ao ALH AE AFY BEL B 3 4HoA A&
gt YIEYIE SYstA ArEgith

41 S8 M8 70| 02 A5 HE
Table 62 3.28014 AAF% 54 4d ¥5L 59 A

g 54 5t9) APEC) 2719 o) e S Hwshy

ole}. shrol A8E A% 4177

Ega9} AT FEZ AL Yor], ov BE
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ASAYS A2 A(Vanilla model) 2 Z}o]& HolZ|

U= AL IR 5= St AT AFDAA A Zhe &

& SE9foF 2 7 AI7E ° Eole AS 9nlstd, ol&

ALt ZE&97 AZH. olg dE B9l & =EolA Al
%

IRt HFS garz|go] 92 54 A9 dazEsd) vlus,
AR RIS At 2e A oY B4 9 e o e
A& A5t

SRt £ g WSS 53 o

F Ae2 ofAs] MAEA g2 AL EAT 5 Aok 55
fREe] BdEo] o SHA

5, precision JHHOE 24, o]
F F2HEE 45 S ASS AL, AA &%
SA9 ER AHSIS & 5 Ut mEbA oG 2d
o] thg= SA0] HEFE] g5 HASS & 5 3deH, ¥
ZAIE 59 3.340A4 AF3t Data Balancing THES] E

84S EIE &+ A

SD;;Q‘

Table 6. Performance Comparison of DNN between Feature
Selection Techniques

acc pre recall f1
Vanilla(121) 0.78 0.79 0.78 0.75
Pearson(113) 0.77 0.78 0.77 0.73

RF Importance(55) 0.78 0.78 0.79 0.76
Attribute Ratio(50) 0.78 0.83 0.78 0.75
Hybrid(39) 0.77 0.82 0.77 0.75
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Table 7. Comparison of Minority Class Detection Performance
of DNN between Feature Selection Techniques

Vanilla DNN
precision recall f1 support
R2L 0.68 0.11 0.19 2754
U2R 0.75 0.1 0.18 200
Pearson FS DNN
R2L 0.68 0.03 0.05 2754
U2R 0.63 0.11 0.19 200
RF Importance FS DNN
R2L 0.47 0.13 0.20 2754
U2R 0.69 0.10 0.17 200
Attribute Ratio FS DNN
R2L 0.97 0.14 0.24 2754
U2R 0.8 0.02 0.04 200
Hybrid FS DNN
R2L 0.92 0.1 0.19 2754
U2R 0.67 0.07 0.13 200

Table 8. Performance Comparison between Classification
Models with HFS

Table 82 Hybrid Feature Selection2 &3l 7-3|%
A s S vlud BEET ok 52 Hlwgk oo
. 4714 B AR BF B =RoA At A4S A%
Hdo] 7bF £2 AL gelstlon, wollH= ds 49 &
ol Ho|x] ¢ Ut} o] g AT AAFTS ALY U
A Aol A= Random Forest Z&o] v|w& Q<=5 Ax}
£ HEqth

Jlm

==

4.2 Hole Ed¥=

2 HolA= 4. 18004 ob] sastA] &3t ExtF EA
Table 4 AAE WA ZFP3E dlolg AlS &3 A
AYota, e FASE BAST e vlmstel B
o} Fig. 2% Table 98 #=old 2+ E‘:“':—J A< Hlu
o S olon, 7F HdEo] B4ty EAIE dastisolE &
ot Decision Tree, Random Forest, Multinomial
NB € 8}Z0|ME precision} recall®] %8} B2 Fl-score
71Zo & BV Al {ou|EE A5 7HAo] o]FofX|A] gk

AL & 4 3ok oA KNN, SVM, DNN 2g2 2%
Fl-score 7|1&02 6~8% JEo & £9] A% /4lo] o]F
ojglon, & =ZoA AAG 45 AAYel 7P £2 A5
< Holi qlth

SiASH Bk Qoo

ol o

O
o

=]

Table 9. Performance Comparison between Classification
Models Learned through Balanced Data Sets

acc pre recall f1 acc pre recall f1
Decision Tree 0.75 0.79 0.75 0.72 Decision Tree 0.73 0.75 0.73 0.71
Random Forest 0.76 0.82 0.77 0.73 Random Forest 0.76 0.82 0.76 0.72
KNN 0.75 0.78 0.75 0.71 KNN 0.79 0.79 0.79 0.78
SVM 0.74 0.79 0.74 0.71 SVYM 0.79 0.82 0.79 0.79
MultinomialNB 0.72 0.77 0.72 0.70 Multinomial NB 0.73 0.79 0.73 0.74
DNN 0.77 0.82 0.77 0.75 DNN 0.82 0.84 0.82 0.81
0.9
O (S —
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Fig. 2. Performance Comparison through HFS and Data Balancing
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Table 10. The Detection Performance of the Proposed
Learning Model in NSL-KDD Dataset

HFS-DNN
precision recall f1 support

DoS 0.96 0.86 0.90 7458
Probe 0.86 0.72 0.78 2421
R2L 0.85 0.36 0.51 2754
U2R 0.22 0.14 0.17 200
Normal 0.75 0.97 0.84 9711

Total 0.84 0.82 0.81 22544
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