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[Abstract]

In this paper, we propose a API Gateway technique for the expansion of human resource management
module, one of the ERP functions. The institution has introduced ERP (Enterprise Resource Planning)
based on its efforts to transform all human and physical resources into business competitiveness and its
response to the digital knowledge informatization environment, and listed it as multiple success factors.
Human resource management is one of the factors that have been dealt with. However, ERP's Human
Resources Management Module remains in the role of functional personnel management. How to utilize
human resources begins with navigating and recognizing human resources. The proposed API Gateway
technique leverages blockchain networks to design and implement APIs for human resource sharing and
navigation, including the possibility of extending ERP's human resource management module. Secondly,
it was designed and implemented using a smart contract that behaves like an API for preventing
information forgery. The proposed method will not only be used as a tool that can actively utilize

human resources, but will also be a complete resource for utilizing big data technology.
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I. Introduction
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II. Preliminaries

1. Related works

1.1 ERP (Enterprise Resource Planning)

RAPA AFd T2)(ERP)= 79 AH A|AEIQ]
24 7)7e] BE FRmt opjat 588t0] Ao Y
200X} Am EYo]jo|t}, ERP= ‘Enterprise Resource
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Table 1. Definitions of ERP[2]
Name Definitions
a series of applications designed
Gartner to bring business functions into
Group balance and represents the next
generation of systems
APICS accounting—grien.te(.j information.
. system for identifying and planning
American . .
. the enterprise-wide resources
Production and
Inventory Control needed
: to take, make, ship, and account for
Society
customer orders
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Table 2. Major Modules of ERP (SAP)[3]

Group Item

Sales & Distribution
Material Management

- Production Plannin
Logistics g

Quality Management
Plant Management
Project System
Human Resource

HR Management

Financial
Controlling
Accounting Treasury
Investment Management
Real Estate Management
z2A~0) SETR| Qo] ERPY) 434 Y U &3}
o} FAF A7 Fol ARAIAS Tl LAl Al
0 A7t Hut YK,
1.2 Module of HR Management in ERP
QRRIGTEIE 7|To] 2EES 0]27] 93] Bagt o
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Table 3. Summary of functions of HR Management
module[3-4]

Group Item

Employee
Employment Type
Branch

Department
Designation
Employee Grade
Employee Group
Employee Health Insurance
Attendance
Employee Attendance Tool
Attendance Request
Upload Attendance
Auto Attendance
Leave Management
Holiday List

Leave Type

Leave Period

Leave Policy

Leave Allocation
Leave Application
Compensatory Leave Request
Leave Encashment
Leave Block List
Staffing Plan

Job Opening

Job Applicant

Job Offer
Appointment Letter
Training Program
Training Event
Training Result
Training Feedback

Employee

Attendance

Leaves

Recruitment

Training

Employee Lifecycle Management
Employee Onboarding

Employee Promotion

Employee Separation

Employee Transfer

Employee Skill Map

Employee
Lifecycle

Payroll Management
Payroll Period
Income Tax Slab
Salary Component
Salary Structure
Salary Structure Assignment
Salary Slip

Payroll Entry
Additional Salary
Retention Bonus
Employee Incentive

Payroll

Appraisal

Perf .
erformance Energy Point System

] Expense Claim
Expand Claims Employee Advance
Shift

Management

Shift Management

HR Management 253
A &5 Ak &4
w2 IR0 TR 4 9
o] L siri(7).

1.3 MSA

MSA(Micro Service Architecture)= AJ8]A X|gF o}7]
Ellix]e]l SOA(Service Oriented Architecture)g 27He
=1 9tk SOA7} olEjmato] = FAlo 2 yot glojrtad
MSA+= T2 oFo] XS A3H Au|A Jiddo]] BHA| Z3=gat
53, O g 240 e WEE opp|Elolt,

o]2j3t LAxE =Yooz Bay AR AMU|AU H]
ZU~ g9l2 Ge] 7Rsd SYAY R o] 7t
Soto] iz T E tds BAL & Aok 2E A
B A 7o) BAIL u]5Y] AR FEshAY 9l £

} L2EF, Hitps 52 AR 4 AR

1.4 API Gateway
APl Gateway:= oj@ 129} EjE AP

lrl
rulm
rp-
P
N
]

d. AL w4 B RUEEE & & 91% e
Mu|Ao] s stk APl Gateway:= offZ2]7|o]4o]

3 v 9 2 o] i Al
—,—‘?j End- Pomt‘*‘ APl & 3l Q15 Al BIA| APIAH
2o 2E WA, U ¥R 3F vlzyA 24 He] oAl
HR m= &F wgto|t}{9].

2 Aol A= API Gateway”} 7HR|= 57 % 1%
217}, End-Point® APl &, 35 H|2YyA 2A1S A
Moz o]&sh= Zlo] At

J >1E

III. The Proposed Scheme
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1. Concept of Basic Model

A|etst= API Gateway(0|5t AG)= Fig. 11} o] 24|
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HR
Management
Module

Organizations of|
Verifying to
evidence

ERP

Organizations of Verfication

APl Modules
(Application Protocol Interfaces)
Predefined Predefined
Processes Process

to verify evidence

RDBMS BlockChain

APls Gateway

Fig. 1. System Architecture of Proposed Concept
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Fig. 2. Overall of Operation Flow (Input Data)
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Fig. 3. Overall of Operation Flow (Inquiry Data)
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2. Models of Data Parameters
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Table 4. List of Data Parameters

Parameters Type Value
CareerNo string ‘json:"careerNo™
OwnerNo string ‘json"ownerNo™

OwnerName string ‘json:"ownerName"

OwnerWallet string ‘json:"ownerWallet"

AcgDate1(start) string ‘json:"acqDate1™
AcgDate2(end) string ‘json:"acgDate2"

Description string ‘json:"description™

DocsUrl string ‘json:"docsUrl™
State string ‘json:"state™
RegDate string ‘json:"regDate"’

CareerType string ‘json:"careerType"”

CareerName string ‘json:"careerName"’

AcqOrgName string ‘json:"acqOrgName"”
Reason string ‘json:"reason””

CareerClass string ‘json:"careerClass"”

UpdateDate string ‘json:"updateDate™
TrainType string ‘json:"trainType™
OnoffType string ‘json:"onoffType"”
AcqOrgNo string ‘json:"acqOrgNo™
TrainNo string ‘json:"trainNo""

Table 5 9 2o 58, el 5o Wiol 52 74
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Table 5. Details of Parameter Values

Parameter

Deatils of Values

careerType

0: Career,

1: Degree,

2: Qualification,

3: Educational Training

careerClass

100:
101:
200:
201:
202:
300:
301:
400:
401:

Qualification,
License

Bachelor,

Master

Ph.d

Leaving comp.

In office,
Educational Training,
Education

state

0: Accepting,
1: In progress,
2: Rejected,
3: complete

3580z SEAIQI0 Aol ¢ Hlo|&+= Fig. 4
Q}F Z¥+o] Transaction ID(_id)?} Previous Hash ID(_rev)
= gstslo] AAkE AL sto] 3t 2 9jr}

: "TTX_CAREER_100018",
: "TTX_CAREER 100018",

b619a2b8c14a4187fBa8bb3f@375f6d6™

TTX_CAREER_100018",
: "4-b619a2b8c14a41878a8bb3fO375F6d6™,

Fig. 4. Example Result of Generated Parameters

3. Register to use AG (Generating WalletID)
AGY ERPQ] OIXAIY #e] 52 &4tslr] 95t nel
24 A WA % L ieh BIE Aol Basich
Hyperledger Fabric®] CA(Certificate Authority)g 0]
&l 15 % W7t 7|5 AR 4 URIRE ol& 7]
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MagnetoCorp DigiBank

1D1: MagnetoCorp.member

ID1: MagnetoCorp.member
1D2: MagnetoCorp.admin

Fig. 5. The Importance of WalletID[10]
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Fig. 6. Example Web Page of Registering User
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Table 6. Example code of register to use on Front-end

app.post('/join’, (req, res) => {
const id = reqg.body.item.id;

const name = req.body.item.name;
let walletPrefix = ";
const userType = Number(req.body.item.type);
if(luserType === 1) walletPrefix = 'indv_"

7—15); /\}_9_81- A ol%

=2 Z(Form)?l Fig. 6 of

else if(userType ) walletPrefix = 'entp_"
else if(userType === 3) walletPrefix = 'verf_";
const walletld = walletPrefix + id

const password = req.body.item.password:
const sex = reqg.body.item.sex:

const callNums = req.body.item.callNums:
const birth = reqg.body.item.birth;

const hasJob = req.body.item.hasJob;

const profile = req.body.item.docsFile;

const employeeNums =
empty(reg.body.item.employeeNums)
reg.body.item.employeeNums:

const jobGrade = empty(req.body.item.jobGrade)
true ? '0' : req.body.item.jobGrade:;

const companyNo = req.body.item.companyNo;
const departmentName =
empty(reg.body.item.departmentName)
req.body.item.departmentName;

const openlnfo = req.body.item.openlnfo:

true ? "

true ? "

post(
'api/setWallet’,
{ userName: name, wallet_id: walletld },
function(rst) {
ok
ok
B

Table 7. Example code of Generating WalletID

app.post('/api/setWallet’, function(req, res) {
console.dir(reg.body):

let name = reqg.body.userName

let walletld = req.body.wallet_id;

let walletName = name + "'s Wallet";

let args = [ walletName, walletld I;
sdk.send(true, 'setWallet', args, res):

b:

Table 8. Examplle code of smart contract

Generating WalletID

in

mart
Contractz AFM8APL 45t ID AW Table 7 1t

func(s *SmartContract) initWallet(APIstub
shim.ChaincodeStublnterface) pb.Response {

//Declare wallets

indv :=Wallet{ Name: "INDIVIDUAL", D: "indv" }
entp =Wallet{ Name: "ENTERPRISE", ID: "entp” }
verf =Wallet{ Name: "ORGANIZATION", ID: "verf" }

func(s *SmartContract) setWallet(APIstub
shim.ChaincodeStublnterface, args []string) pb.Response {
if len(args) 1= 2 {

returnshim.Error("Incorrect number of arguments. Expecting
)

}

var wallet =Wallet{Name: args[0], ID: args[1]}

WalletasJSONBytes, _ :=json.Marshal(wallet)
err :=APIstub.PutState(wallet.ID,

WalletasJSONBytes)
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iferr 1= nil {
returnshim.Error("Failed to
create asset " +wallet.Name)
}

returnshim.Success(nil)

{
"id™: "entp_ entp@koreatech.ac.kr™,
"key™: “entp entpjikoreatech.ac.kr™,
“value”: {
“rev”: "1-f16e830bed9147a886abdcb7@c95dech™

1
"™ _id": “entp_entp@koreatech.ac.kr™,
*_rev”: "1-flee@30bes8d147a886abdcb7@c9s5dech”™,
"id": "entp_entpfikoreatech.ac.kr™,
"name™: "Ef LO=HED s wallet™,
\uBeBACEMBUWA="

“~yersion”:

Table 9. List of APIs and Smart Contracts

off ZI7F A E Y, Ak B2/ JES CRUDE ¢
WalletlDZ 7|50 2 AlsksA] o}

4, Use APIs with Smart Contracts

AGE= @A ERPO] QIMAMA 2] RgoflA AlgshA] &
+ AR FH B FAE R YRS Yl 55
Moz Aalsiofd APIE AL, ¢ R YRIE ¢
off A&t =5AI%IS] A= ¢lsll Smart Contracts
AP} (Pair)2 o]f&E 3519ty APIeF Smart
Contract= AHEA}O] oJal HoJE{of] AHARl dak-Z U]
Aoz AREARY] HEQl 7HQl(Indv), 71(Entp), A5
(Verf)ol] w2} AAME th27 51912 # ofet AL 5
5, Ho]&le] CRUD, QIAAAE #ed 7]9E AM 5 3
7R &2 F-Estt. Al 522 Table 9 oF 2t} Aot
Sh= APls+= 3 AN 2 ¥R YR|IE Qs ARFS
S AAISIAAL, AES @ tARto] HAE 749 /s

F71 4 ok

URI of APIs Name of Smart Contracts | Indv | Entp | Verf Descriptions
/api/getWallet getWallet [ ] [ ] @® |Use to Check the WalletID.
/api/setWallet setWallet [ ) [ ) Create WalletID when registering for first use.
/api/getCareer getCareer [ [ @® | Use to search user’s Career data.
/api/setCareer setCareer [ o Save user’s Career data.
/api/deleteCareer deleteCareer [ [ delete user’s Career data.
/api/updateCareer updateCareer [ [ @® | update user’s Career data.
/api/getCareerHistory getCareerHistory o o Inquire data change history.
/api/getCareerWithNoneKeyword | getCareerWithNoneKeyword [ J Use to search for HR with Keyword
/api/getCareerWithKeyword" | getCareerWithKeyword" [ J Use to search for HR without Keyword

Table 10. Example code of API and Smart Contract

Example code of API

Example code of Smart Contracts

function _uploadCareerToNetwork(_item, res) {
let item = procStr(_item);

item.regDate = getCurrentDate();
item.updateDate = getCurrentDate();
item.acqDate1 = item.acqDate1.replace(/'/g, "):
item.acqDate2 = item.acqDate2.replace(/'/g, "):
// console.log('testtest')

// console.log(item.acgDate1):

if(Number(_item.careerType) ===

&& Number(_item.state) === 3) {
_item.state = '3"

} else {

_item.state = '0"

}

post(

'api/setCareer’,

{

func(s *SmartContract)
setCareer(APIstub shim.ChaincodeStublnterface, args []string)
pb.Response {
if len(args) = 20 {
returnshim.Error
("Incorrect number of arguments. Expecting 4")

var careerKey =CareerKey{}
json.Unmarshal(generateKey(APIstub, "latestKey"), &careerKey)
keyidx :=strconv.Itoa(careerKey.ldx)
fmt.Printin("Key : " +careerKey.Key + ", Idx : " +keyidx)
var career =Career{

OwnerNo: args[0],

OwnerName: args[1],

CareerNo: args[2],

OwnerWallet: args[3],

AcqgDatel: args[4],

AcgDate2: args[5],

RegDate: args[é],
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ownerNo: String(item.ownerNo), Description: args[7],
ownerName: String(item.ownerName), CareerType: args[8],
careerNo: String(item.careerNo), CareerName: args[9],
ownerWallet: String(item.ownerWallet), AcqOrgName: args[10],

DocsUrl: args[11],
CareerClass: args[12],
UpdateDate: args[13],
TrainType: args[14],
OnoffType: args[15],

acgDate1: String(item.acqDate1),
acgDate2: String(item.acqDate?2),
regDate: String(item.regDate),
updateDate: String(item.updateDate),

description: String(item.description), AcqOrgNo: args[16],

careerType: String(item.careerType), TrainNo: args[17],

careerName: String(item.careerName), State: args[18],

acqOrgName: String(item.acqOrgName), Reason: args[19] }

docsUrl: String(item.docsUrl),

careerClass: String(item.careerClass), careerAsJSONBytes, _ :=json.Marshal(career)

trainType: String(item.trainType),
onoffType: String(item.onoffType),
acgOrgNo: String(item.acqOrgNo),

var keyString =careerKey.Key +keyidx
fmt.Printin("careerKey is " +keyString)

trainNoi_ String(item.trainNo), err :=APIstub.PutState(keyString, careerAsJSONBytes)
state: _item.state, iferr 1= nil {
reason: String(item.reason) returnshim.Error
1, (fmt.Sprintf(“Failed to record career catch: %s", careerKey))
function(rst) { res.send(rst); }): }
}

}

5. Run Testing APIs and Smart Contract

Table 11. Result of running ‘/api/updateCareer’ Table 12. Result of running ‘/api/getCareerWithKeyword’
{ rlr:ﬁgs}age An\n” "level {'message": \n\n","level
: . Pinfo”
o dmecarcer o into 1 Ador {'message"'===> [Begin] _SQL//Addr:
{"message":"===> L Request Data","level":"info"} /getCareerWl_tb_Keyworldl vafl dinfoty
{"message"{"careerKey""TTX_CAREER_100033", {'message™"=== Request Query"level™"info"}
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