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Abstract

In electronic warfare, beamforming using multiple antennas is applied for effective transmission of electronic
attack signals. In order to perform an electronic attack against multiple threats using the same frequency resource,
it is necessary to apply a multi-beam transmission algorithm that has been studied in wireless communication
systems. For electronic attacks against multiple threats, this paper presents an MMSE(Minimum Mean-Squared
Error) beam-forming technique based on the prior location information of threats and an optimization method for
power allocation. In addition, the performance of the proposed method is evaluated and received signals of
multiple threats are compared and analyzed.
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Electronic Attack Signal
Transmission System

Fig. 1. Electronic attack signal transmission system
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Table 1. System parameters

o
fol

Parameters Value

# of Tx antennas 64 7Y

Circular array antenna

Array antenna placement (Radius + = 0.4 m)

Antenna spacing : max, min 80 cm, 3.92 cm
Target activity frequency f MHz
# of targets 4
Target azimuth 10° | 20° | 50° | 80°

Required transmission power
ratio by target (dB)
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Table 2. Required transmission power values vs.
optimized power values

[tem Comparison value

Target azimuth 10° ‘ 20° ‘ 50° ‘ 80°

Required transmission power

Log-scale

10 1 0.1 7
(dB)

Linear-scale 10 1259 | 1.023 | 5.012

(x10° mW)
Ratio of normalized pllevel — pg,evel — plevel — | Level

linear-scale value (a)| 0.578| 0.073| 0.059| 0.290

Optimized power

Log-scale

(dBm) -75.83 | -84.80 | -92.34 | -78.70

Linear-scale

(x10° mW) 26.1 3.31 0.58 13.5

Ratio of normalized |p; = Py = p3 = Py =
linear-scale value (b)| 0.600| 0.076| 0.013| 0.310

Normalized linear—scale value ratio error

e=1(b)—(a)| (%)| 2.185 | 0331 | 4574 | 2.058

)7t =2 oF -75.83 dBm, -84.80 dBm, -92.34 dBm,
-78.70 dBm & &<l8 4= ¢ oW linear-scale 41 &
g Al7]E Fig. 69 (00F k] oF 261x10° mw,
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T Atk

S .

A B4 A5 A% Azge o7 $4 E3
e g9 HA45E B9 24 4Y AE A

% linear-scale H| &% H|1l BA3}l7] €5Fo] Table 2
of sttt oA W7 AR 8T FA FY
o] A58} ¥ linear-scale W& 0.578, 0.073, 0.059,
0290 °]ar =3} ¥ A A7]e] 44t3 F linear-
scale H|E-& 0.600, 0.076, 0.013, 0.310 o|H, H|& 3F
S} e 2,185 %, 0.331 %, 4574 %, 2.058 % & 5
% o= A3} o] FolFs gRIE 4= vk
Aoty WAooz = o] FHHskE MMSE
IS Fsle] Ax #4 NEvF AgEa At
N5 FAE A, 72 A H A s ~FE
g Ayl 29 kS M&S(Modelling and Simulation)
£ &dko] Fig. 7 ~ Fig. 103} #Zo] &1 = St}

ofl
b
>,
fol
2
ofy
>
[>
o

Received Signal Spectrum

40 T ™ -40

50 - Signal Power difference { 59
(2FSK vs. Electronic attack signal)

60 19.17 dB 60

70 [Electronic Attack Signal : -75.83 dBm

1-70

100
N 12100
1410

1-120

Received Slgnal Power w/ BF [dBm]

Received Slgnal Power w/o BF [dBm]

M -130

L A L I | L4 _140
£003  f0.02  f0.01 f f+0.01  f+0.02  f+0.03

Frequency [MHz]

Fig. 7. Received signal spectrum when transmitting
electronic attack signal(Azimuth : 10°)

Received Signal Spectrum

-40 -40

50 1-50

60 | Signal Power difference | 60
(2FSK vs. Electronic attack signal)

70 10.20dB 79

80 | Electronic Attack Signal : -84.80 dBm

90
-100 |
10t 1-110

-120 |

Received Slgnal Power w/o BF [dBm]
8
Received Slgnal Power w/ BF [dBm]

1-120
1 H
. L . — 140
f003  f0.02 f0.01 f f+0.01 f+0.02 f+0.03
Frequency [MHz]

-130

-140

Fig. 8. Received signal spectrum when transmitting
electronic attack signal(Azimuth : 20°)

A T AE7 EAEA e FANA mHA U
At mAA F209 Aloldl] Aoz A ()Y b, s,
AT E FAIEH= 45 oF 95 dBme] 2FSK 2le & A
BAo R A 4 glom, e AW Asrt A8
A F2 AMz7F EAQT B9 2FSK ATHTF ES
AT AZIZ A Az 34 AZE Qdste] thaA|
= A9 2FSK A5 E FAE 4= gl Ae ol
|



o] 4l Al AAER ] A 3R Fig 8 otk W
A7F 1009 AxF F4 Az 10 dB] &+ $4 &
g HE AHgste] xS FAT A9, A &
2% il 19.17 dB 3 -75.83 dBm A1 S A7) <]
A 34 A37r $4l¥e A Fig 79 A9z &
A = glrh =R Wz 2009 AA w4 Alwel 1
dBe] 87 $A =9 HE &3l REYS 4T
A%, A A A5 thH] 1020 dB 2 -84.80
dBm A3 Al7]9] "R FF At FAEHE AS
Fig. 8& &3t & 4 Aok

40 — i Ref:eivedSigynalSpectn‘Jm a0

50 - 4-50

60 +4-60

Signal Power difference
(2FSK vs. Electronic attack signal) |~
2.66dB |

-70 -

-80

Received Signal Power w/o BF [dBm]
Received Slgnal Power w/ BF [dBm]

hEY. 1 | i ! ke -
f003  f0.02 f0.01 f f+0.01 £+0.02 f+0.03
Frequency [MHz]

Fig. 9. Received signal spectrum when transmitting
electronic attack signal(Azimuth : 50°)

Received Signal Spectrum

40 T -40
S0 - Signal Power difference | -50
ol (2FSK vs. Electronic attack signal) | 0
16.30dB |~
-70 [Electronic Attack Signal : -78.70 dBm v -70

80 fi -80

90 | i1.90
100 | N 1100
0 {4110

-120 - 1-120

Received Slgnal Power w/o BF [dBm]
Received Slgnal Power w/ BF [dBm]

-130 1

140 i L 1
5999.97 5999.98 5999.99 6000 6000.01  6000.02

Frequency [MHZ]

==l 140
6000.03

Fig. 10. Received signal spectrum when transmitting
electronic attack signal(Azimuth : 80°)

48 / = At 8l ek g A A24 A122021d 29)

W97t 5009 Az T4 Azel] 8 74 9y

0.1 dBE A&ste] HEYS THL

Al AF tiH] 2.66 dB . A

o) A &4 A7 FAEE AL Fig 9% 81l
S }

o
RN
[0e]
(e}
°
o
2,

A
Hl 7 dBE A&ste] WExS 33 F9, Fig 10
ANE Fole] AgAQ FAl A& U] 1630 dB =
7

Eas T AHEH Ay AF Ay}
5 Fotod, Ax ¥4 2lEe 87 541 &9 4] 10
1:01 :7 v A8 &3 HHslo] oJsfe] -75.83 :

-84.80 : 9234 : -7870 (dBm) = 10 : 1.39 : 022 :
s.16 Wl&e] A TP o] Fol P HAT & Atk

5.4 &

WA FUF Fug 492 AHgse o
S A EAT A5 A A AH AR
(BA7HE ol 8ste] ASHE MY FA A et
Apole] S14F Am 7)E MMSE WEWI o] we
Ae FY 4% NS 8% A4 ¥4 AE A
% N=ue AN

ARk WA A gel whE A% B 2 gabAle] 54
Aste] i $HE Fahol MMSE WEWo] H8d

A ¥ g At A2

A2 4 AsEe] te ¥ HEo]
o 3]

water-filling algoritms 3t Q75+ £ &9
Hl ] 5 9% olu] ko] 4 EF9o] &= A
= glakelth

References

[1] D. Adamy, “EW102: A Second Course in Electronic
Warfare,” Artech House, Norwood, MA, USA, 2004.

[2] O. Shmuel, O. Gurewitz, and A. Cohen, “Multi-
Antenna Jamming in Covert Communication,” I[EEE
ISIT, Paris, France, pp. 987-991, July 2019.

[3] G. J. Foschini and G. Gans, “On Limits of Wireless
Communications in a Fading Environment When

using Multiple Antennas,” Wireless Pers. Commun.,



Uz HUE o] &%

Vol. 6, pp. 311-335, Mar. 1998.

A. J. Paulraj, D. A. Gore, R. U. Nabar, and H.
Bolcskei, “An Overview of MIMO Communications
- A Key to Gigabit Wireless,” in Proc. IEEE, Vol.
92, No. 2, pp. 198-218, Feb. 2004.

M. Joham, K. Kusume, M. H. Gzara, W. Utschick,
and J. A. Nossek, “Transmit Wiener Filter for the
Downlink of TDD DS-CDMA Systems,” in Proc.
IEEE ISSSTA, Vol. 1, Prague, Czech Rep., pp.
9-13, Sept. 2002.

R. L.-U. Choi and R. D. Murch, “New Transmit
Schemes and Simplified Receivers for MIMO
Wireless Communication Systems,” IEEE Trans.
Wireless Commun., Vol. 2, No. 6, pp. 1217-1230,
Nov. 2003.

S. Serbetli and A. Yener, “Transceiver Optimization
for Multiuser MIMO Systems,” IEEE Trans. Signal
Process., Vol. 52, No. 1, pp. 214-226, Jan. 2004.

Z. Pan, K. Wong, and T. Ng, “Generalized Multiuser
Orthogonal Space Division Multiplexing,” IEEE Trans.
Wireless Commun., Vol. 3, No. 6, pp. 1969-1973,
Nov. 2004.

J. Zhang, Y. Wu, S. Zhou, and J. Wang, “Joint
Linear Transmitter and Receiver Design for the
Downlink of Multiuser MIMO Systems,” IEEE
Commun. Lett., Vol. 9, No. 11, pp. 991-993, Nov.
2005.

ofl
b
>,
fol
2
ofy
>,
[>
o

[10] M. Stojnic, H. Vikalo, and B. Hassibi, “Rate
Maximizing in Multi-Antenna Broadcast Channels
with Linear Preprocessing,” IEEE Trans. Wireless
Commun., Vol. 5, No. 9, pp. 2338-2342, Sept. 2006.

[11] A. D. Dabbagh and D. J. Love, “Multiple antenna
MMSE based Downlink Precoding with Quantized
Feedback or Channel Mismatch,” IEEE Trans.
Commun., Vol. 56, No. 11, pp. 1859-1868, Nov.
2008.

[12] B. Beavis and I. Dobbs, “Optimization and Stability
Theory for Economic  Analysis,” Cambridge
University Press, New York, pp. 40-48, 1990.

[13] A. Ruszczynski, “Nonlinear Optimization,” Princeton
NJ, Princeton University Press. pp. xii+454, 2006.

[14] J. Huang, R. Cendrillon, M. Chiang, and M.
Moonen, “Autonomous Spectrum Balancing(ASB)
for Frequency Selective Interference Channels,” in
Proc. IEEE ISIT, Seattle, U.S.A., pp. 610-614, July
2006.

[15] J. Yuan and W. Yu, “Distributed Cross-Layer
Optimization of Wireless Sensor Networks: A Game
Theoretic Approach,” in Proc. IEEE GLOBECOM,
San Francisco, U.S.A., Nov. 2006.

[16] P. Patel, G. Kumari, and P. Saxena, “Array Pattern
Correction in Presence of Antenna Failures using
Metaheuristic Optimization Algorithms,” in Proc.
IEEE ICCSP, India, pp. 695-700, Apr. 2019.

S tAL 2 el 7|48k 8] A A4 A1Z2021d 249) /49



