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Summary

The rapid growth and development of ICT (Information and
Communication Technology) and internet services has boosted the
adoption of Mobile Government services all around the globe.
There is a huge increase in the adoption of government services
during COVID-19 pandemic. Existing Mobile Government (MG)
solutions are not trustworthy and secure. This paper provides
secure and trustworthy solution for mobile government, proposes
a centralized smart governance architecture which is based on trust
manager. Our proposed work has Wireless Bridge Certifying
Authority (WBCA) and Wireless Public Key Infrastructure
(WPKI) thereby ensuring security and privacy. Our proposed work

ensures trust with WBCA as WBCA acts as a Trust Manager (TM).

Proposed protocol has less computational cost and energy cost
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1. Background

The rapid growth and development of ICT (Information
and Communication technology) and internet services has
boosted the adoption of Mobile Government services all
around the globe. There is huge rise in the usage of smart
phones for payments, voting and government services [1].
The usage of ICT and internet services played very
important role in changing the priorities of government [2].
The unprecedented growth and development of wireless
technologies boosted the morale and confidence of citizens
in the adopting Mobile Government services [3]. UN
defines electronic government as the usage of ICT which
includes the Internet, cloud computing, mobile and fog
computing [4]. According to [7] Mobile government is
defined as an approach and its implementation using
wireless networks and smartphones, applications, and
communication devices for enhancing the advantages to all
the participants in the mobile government which includes
citizens, business establishments and all the government
entities [7].

[5] defines Mobile Government as an approach which uses
wireless technology, cloud and fog computing compared to
the conventional e- government solutions [5]. The main aim
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of mobile government is to deliver services to its citizens at
their current locations [6]. The favorable outcome of M-
Government solutions depends on citizen’s trust, security
and privacy of the framework, but the existing solutions are
not trustworthy and secure. The main hindrance in the
massive growth of Mobile Government include lack of laws,
lack of trust, security and privacy. The government should
ensure the safety and security of citizen’s personal data and
the transaction data. The government should guarantee the
citizens that their privacy is protected and will overcome all
the vulnerabilities in the government applications and in the
wireless networks. Most of the works in the literature of
mobile government does not focus on trust and security. We
are the pioneers in proposing a trustworthy and secure
mobile Government framework which ensures trust and
security. Authors of [8, 9] has proposed an electronic
governance system which is based on smart cards and
digital certificates. Authors of [10] has proposed a secure
electronic governance system based on Multipurpose
Electronic Card (MEC). All the above solutions have the
following limitations

i) Management of keys are not possible

ii) Secrecy and newness of the stored keys are
not possible

i) communication and application security are
compromised

iv) There are no evidences of security and privacy

in the proposed solutions

The following are the contributions made

a) Proposes a centralized smart governance
architecture which is based on trust manager.

b) Our proposed work has Wireless Bridge Certifying
Authority (WBCA) and Wireless Public Key
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Infrastructure. Thereby ensuring security and
privacy.
¢) Our proposed work ensures trust with WBCA as
WBCA acts as a Trust Manager (TM).
d) Proposed protocol has less computational cost and
energy cost.
The rest of the paper is organized as follows. Section 2
proposes a centralized smart government architecture based
on trust manager, Section 3 presents the Security analysis
of our proposed system, Section 4 presents the comparative
analysis of the protocol with related work. Section 5
presents the comparative analysis of the protocol with
related work. Section 6 presents the performance analysis
of the protocol with related work. Finally, we conclude the
paper with conclusion in section 6.

2. Proposed Centralized Smart Government
Architecture based on Trust manager

State Government, Central Government, Citizen, Mobile
Government Community Cloud (M-GOVT Community
Cloud) and Certifying Authority (CA) are the participants’
in the proposed framework. Figure 1 depicts the proposed
M-GOVT architecture containing community cloud which
is used for only mobile governance needs. Central
government controls the M-GOVT community cloud, all
the state governments connects with the M-GOVT
community cloud through dedicated network. State
governments acts as a Registration Authority (RA) and
caters the needs of citizens at the local level. Our proposed
framework ensures trust as trust plays vital role in the
success Mobile Government. Mobile Government’s
success depends on the collaboration of government
institutions such as bank and CA involved in the
framework. If all the Mobile Government transactions are
transparent and accountable, then it ensures trust in all the
citizens. Certifying Authority (CA) is a trust manager in our
framework responsible for ensuring trust. CA also issues
short lived certificates and X.509 v3 certificates. Our
proposed Mobile Government framework uses Wireless
Public Key Infrastructures (WPKIs) for all the mobile
government services. Wireless Bridge Certification
Authority (WBCA) is used to link different state
government PKIs. Our proposed framework installs and
uses firewalls and Intrusion Detection and Prevention
Systems (IDPS) in order to overcome Network security
configurations and Internet protocol vulnerabilities.
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Fig. 1. Proposed M-GOVT architecture
Notation Full-Form/Meaning
SKEYc

Session Key Shared between the Citizen (C) and
Government (G)

CID Citizen (C)’s Identity
Tc Citizen (C) generated Time Stamp
Tg Government (G) generated Time Stamp
N¢ Nonce generated by Citizen (C)
N¢ Nonce generated by Government (G)
ACK Ack
TID Transaction ID
SERVICE Service provided by
AuS Authorization Server
AS Authentication Server
C Citizen
G Government
TABLE L. NOTATIONS
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Technical Architecture: There are two servers at the M-
GOVT end, and they are Authentication Server (AS) with
credential directory, and Authorization Server (AuS) with
identity directory. Authentication Server (AS) verifies the
identity of the citizens, when they try to use the government
services.  Authorization services are delivered to the
authorized citizens by the Authorization Server (AuS),
these services are delivered based on the role and
permissions of the citizens and the government policies
which are in force.

Our Proposed Protocol: Our propsed protocool has two
steps in the protocol, Figure 2 shows the two steps

Step 1 .
(T
I . Step 2. ."

Citize

HRENAL

Server
9>

- =
Authorization Identity

M-GOVT Community Cloud

Fig. 2. Proposed Protocol in M-GOVT Framework
Step1: C - G: {SERVICE, N¢, T, CID, }SKEY¢

Step 1: Citizen (C) authenticates himself to the mobile
application with a PIN. Citizen sends the encrypted
message {CID, SERVICE, N, Tc }to the Governmnet server.

Step2: G
— C: {TID, SERVICE, ACK, N, T, CID}SKEY;

Step 2: Government (G) server decrypts the encrypted
message using the session key and provides the requested
services if the received message is authentic.

3. Security Analysis

Confidentiality: Encrypted messages are encrypted using
session keys generated by the mobile government
application which ensures confidentiality property.

Integrity: Proposed mobile governance framework
adopted application and communication security thereby
ensuring integrity property.

Mutual Authentication: Short lived, X.509 certificates
and session keys ensure mutual authentication in the
proposed mobile governance framework.

Replay Attacks: Encrypted messages are encrypted using
session keys generated by the mobile government
application. Encrypted messages also contain nonce and
timestamps, which helps in withstanding replay attacks.

Impersonation Attacks: Encrypted messages are
encrypted using session keys generated by the mobile
government application. Encrypted messages also contain
nonce and timestamps, which helps in withstanding
impersonation attacks.

Man-In-The-Middle Attacks: Encrypted messages are
encrypted using session keys generated by the mobile
government application. Encrypted messages also contain
nonce and timestamps, which helps in withstanding Man-
In-The-Middle attacks.

4. Comparative Analysis with Related Work

Table. 2: Comparative Analysis of our proposed work with related work

Protocols [8] [9] [10] OURs
Features
Mutual Authentication v v v v
Confidentiality v v v v
Authorization v v v v
Integrity v x x v
Replay attacks v v v v
Impersonation attacks v v v v
Man In The Middle | v v v v
Attack
Trust x x x v
Privacy x

Table 2 brings the comparative analysis of our proposed
protocol with the related works [8, 9 & 10]. Our proposed
protocol out performs the protocols discussed in the
literature.



568 IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.12, December 2021

5. Performance Analysis with Related Work

Table. 3: Computational Costs of the proposed protocol

[8] [9] [10] OURs
Protocols
Features
Computation 2TS=0.2 | 3TS=0. | 2TS=02 | 1 TS =
cost of the | 606 3909 606 0.1303
Citizen (C) in | seconds seconds seconds
seconds
Computation 2TS=0.2 | 3TS=0. | 2TS=02 | 1 TS =
cost of the | 606 3909 606 0.1303
Mobile seconds second | seconds seconds
Government S
(MG) in seconds

Table 3 presents the comparative analysis of the
computational cost of the proposed protocol against the
protocols discussed in the related works. The notations used
in the table are TH and TS, denoting the complexity of time
for computing the one-way hash function (TH) and
symmetric encryption/decryption (TS) operation. As shown
in [13], the time complexities are TH =
0.0004 and TS = 0.1303 in seconds. One ECPM (Elliptic
Curve Point Multiplication) is equal to 0.001015 seconds
from [14]. Clearly, our proposed protocol has better
performance and is shown in Figure 3.
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Fig. 3. Computational Cost Comparison

Table 4 presents the energy consumption of our proposed

protocol against the protocols discussed in the related works.

As shown in [15], the energy consumed to generate
encryption/decryption using the AES algorithm is (ES):
1.21 Micro Joules/byte and to calculate SHA-1 hash (EH)
is 0.76 Micro Joules. The energy consumption of One
ECPM (Elliptic Curve Point Multiplication) is equal to
578.55 Micro Joules from [14]. As shown in the table, our
proposed protocol outperforms other works based on the
same platform and is shown in Figure 4.

Table. 4: Energy Costs for the proposed protocol

18] 9] [10] OURs
Protocols
Features
Energy cost | 2ES= | 3ES=3.63 | 2ES= 1ES=
for Citizen (C) | 2.42 Micro 2.42 1.21
in Micro Joules Micro | Joules Micro Micro
Joules Joules Joules
Energy cost | 2ES= | 3ES=3.63 | 2ES= 1ES=
for Mobile | 2.42 Micro 242 1.21
Government Micro | Joules Micro Micro
MG) Joules Joules Joules
in Micro Joules
4
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=
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Fig. 4. Energy Cost Comparison

6. Conclusion

This paper proposes a centralized smart governance
architecture which is based on trust manager. Our proposed
work has Wireless Bridge Certifying Authority (WBCA)
and Wireless Public Key Infrastructure (WPKI) thereby
ensuring security and privacy. Our proposed work ensures
trust with WBCA as WBCA acts as a Trust Manager (TM).
Proposed protocol has less computational cost and energy
cost. Our proposed framework overcomes the flaws in the
existing literature.
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