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Abstract In this study, major research trends at home and abroad were compared and analyzed in order
to derive key research fields in the financial security field and to suggest directions. To this end, 689
domestic and 20,736 foreign data were collected from domestic and international academic journal DB, and
major research fields related to financial security were extracted through LDA analysis. After that, hot &
cold topics were derived through time series linear regression analysis. As a result of the analysis, studies
related to government policy issues, personal information, and accredited certification were derived as
promising research fields in Korea. In the case of foreign countries, related studies were drawn to develop
advanced security systems such as cryptographic protocols and quantum security. Recently, it has become
possible to apply various security technologies in Korea through the abolition of public certification.
Accordingly, as changes in promising research fields are expected, the results of this study are expected to
contribute to the establishment and development of a successful roadmap for domestic financial security.
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Table 1 Journal of Financial Security
Scholar DB

Reason for Scholar selection
It provides journals in various

iiurl;gz academmc fields such as humanities
and business administration.
Provides journals such as
SAGE business administration,
Journal | international relations, political
science, and psychology.
Science About 2,000 e-journal texts
Direct from all fields published by
Elsevier Publishing
. Provides about 2,070 electronic
SpringerL | . . . .
ik journals in all fields provided
by Springer Publishing
Wiley Interscience and
WILEY Blackwell Publishing's

integrated platform provides
over 1,200 e—journal texts
IEEE/IET copyrighted
IEEE journals, proceedings, and

Xplore materials provided by Active
Standards
IEEE/IET igh
ACM 'oum/ls rccz) I:Zescfirlfested d
DIGITAL |’ téal’pf © o an
L IBRARY materials from Active
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Math o
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Table 2 Selected Keyword in the Field of application transactions
Financial Security 23 cryptocurrency 49 hash function
No Keyword No Keyword 24 | blockchain networks | 50 | PoW blockchains
blockehain 25| blockchain service 51 | PoS blockchains
1 blockchain 21 system 26 encrypting data 52 | DPoS blockchains
2 | cryptocurrencies 28 | security of data 30 B HMA
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15 cryptography 41 | decrypting data Extraction . Fgreign;zw Q?CELCS
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Table 3 Domestic Financial Security Topics

Topic Contents
. insurance, market, variation
[Topic 1] ) X
. . risk, company, increase,
Financial .
product, data, industry,
Products .
necessity
secure, information protection,
[Topic 2] personal information,
Personal management, enterprise,
Information | outflow, system, control, final
institution, transaction
blockchain, transaction,
[Topic 3] | technology, regulation, contract,
Blockchain | money, derivatives, apply, OTC,
authentication
[Topic 4] .
. authentication, method, otp,
Authentic
i attack, technology, base, secure,
ation .
user, safety, electronic
method
electronic, financial, transaction,
. financial institution,
[Topic 5] o ..
responsibility, provision,
E-commerce . .
financial, bank, user, law,
protection
technology, fintech, financial,
[Topic 6] industry, service, innovation,
Fin-tech internet, domestic, enterprise,
various
[Topic 7] L
. authentication, secure, user,
Authentic .
d technology, service, base,
ation i ) . .
financial, attack, internet, mobile
technology
[Topic 8] payment, bank, local tax,
Electronic | electronic, system, api, customer
payment service, money, introduce
[Topic 9] | cyber, attack, hacking, nation,
Cyber response, secure, crime, analyse,
Security threat, security
. certification, Accredited
[Topic 10] . i
. certificate, electronic, user,
Certified technol bi - bl
. echnology, biometric, problem,
Certification 8y

confirm, tool, self

TR o 107 mH ] A

1) a8%8%

Fg71¢e] HFEE du-HAFAEFIS
1A T AYPstd FFES Lo FH
o= olu FAIE MEFFHEFS A B &
Fste] &3t HdasdEel wol st
A= FAIT

2) MAA

TEAH 2 AFE Yl S AET = 9
v AHEZ olF FUSEHIE T Ui I
3 ARE o v|gt)

3) =54

dElsfoF & i dHolHE P2P WS 7wt
o2 A A Feeo] FAF deoly A% 3
el AFste] do=E dHolHE Hx, WHxd
T s et dFHE V2N JIAge] gl
= Public blockchain(ZF%3}), 543 A
H-o]&= Private blockchain(Z%3h) ¥ €59
st Ay Sdste AR @A z2E FEH
Hybrid blockchain®. 2 Y& 4 o}

4) A5

A2 3 1S AdsteE ®Hel dAE 9v
ghot. o] HAA S AAle] Fateal F
et s BAgstARE Ale] H Agtde o
&S A FErh AR olF H s E,
QR=E=, AAZAH =AY T34 22 A5 W2
=°] AUt

5 AAZA

AFE, 2uEE 53 7o
ol g3ate] IE U e FpFErol A AEY
€92 Ataske A A=A 44 AR A
g3 ou A AR AG 75O 2 Abo]dl u ey
olE] ~7|mte] As T3S A ety FgAY
2g 2 AH A g e =
vEldolE ZgdYas B

o
o, fol

_89_



Analysis of Domestic and Foreign Financial Security Research Activities and Trends through Topic Modeling Analysis

6) e =

& (Financial) @ 7]%(Technology)2] 43 o]
2 mutyd, v dgolE], SNS Ho He AR 7
&L JHto g 3 FFgAHA Z Ao HEE
=
5

Ao 219
v/_\_Eﬂ oﬂ 7(4 :L_Q_ }\] 1:»5‘]_‘-:-;1
spQletel 1 Abgre]l 4FE

rr o

8) A2 A

OAdse Fgo sty me AR o
g FE g 2 AR o] gl ek o
EYIE E3 dAA < HF =

i Alzgolu Auag ojn gl

ol

2o oo
g

_YE o

o rE

9) Apelr K.k

Segol, 2ZE] i dolEe] Eilol

W &4, HAFEE Alwets AMulze] Td E
= 8o 2RY HFEH ALEHES Bids A
S ol2E wolt. FFEH A" Qg F
A UESZC gd e Tkt AvtEE,

AbEIE UL (IoT) AA o] Badt stae] A
2 FaAdol tFEHa k.

o) FHHeH F8 ATRol EEgS 99
=RrolE e LDA 4 2713 SUstA A=
FE= 10,0003 = AAs9oH azte /K, B
200/W, W7 A= 1002 Aol 1 A3
Table 48} 7o) 10719] EXS E&3gon £
A B g NEST b 2 =R 3E

ol Ak 3916 AER EAHE A4S
E=EFE = SERe 2ok 1071 B A
e o 2

Table 4 Foreign Financial Security Topics

Topic Contents
. propose, algorithm,
[Topic 1] . . e
. implementation, multiplication,
Encryption ..
. hardware, elliptic, curve,
Algorithm .
performance, cryptography, design
[Topic 2] | security, protocol, cryptography,
Gyptograhic | model, secure, leakage, proof,
protocol key, base, problem
commerce, electronic, online,
[Topic 3] model, trust, business,
E-commerce information, web, research,
internet
. security, information, system,
[Topic 4]
. . research, health, system,
Biometrics . .
technology, privacy, medical,
Technology
base
. uantum, key, state, protocol,
[Topic 5] d Y b
photon, entanglement,
Quantum C . ) .
. distribution, single, information,
security
entangle
[Topic 6] | scheme, key, security, signature,
Digital propose, scheme, public, secure,
Certificate protocol, authentication
[Topic 7] security, network, key,
Authentic authentication, base, propose,
ation mobile, communication,
technology wireless, secure
[Topic 8] | image, propose, secret, scheme,
Image encryption, base, security,
security chaotic, key, method
. cloud, base, system, blockchain,
[Topic 9] . .
i distribute, propose, computing,
Blockchain
network, access, storage
. hash, sequence, function,
[Topic 10] ) )
Dat algorithm, linear, problem,
ata .
o number, complexity, show,
Validation
attack
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Table 5 Comparison of domestic and international
financial security topics and trends
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