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The Influence on the Information Security Stressor on Information Security Compliance
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ABSTRACT

Organizations continue to increase investment in information security(IS) policies and technologies to prevent external
intrusion and internal exposure to information assets. However, as the organization’s regulations and behavioral
requirements for strict IS policy increase, employees may induce negative behaviors through IS-related stress. The
purpose of this study is to suggest the effects of challenge and hindrance stressors on IS compliance intentions and to
confirm how authentic leadership moderates the positive and negative effects of stressors. We reflected employees of
the organization who are applying IS policy to their work as a study target and applied a survey to obtain a sample
for research hypothesis verification. As a result of analysis through structural equation modeling, challenge and
hindrance stressors affected IS compliance intentions, and authentic leadership moderated the effects of stressors on
compliance intention. Our research helps to establish insiders support strategies to achieve internal IS goals, because the
results suggested stressor conditions and leaders’ behavioral directions that influence employees IS compliance behavior.
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Table 1. Demographic characteristics of samples

Demographic Categories | Frequency %
Cender Male 276 78.0
Female 78 22.0

Under 30 52 147

Age 31 - 40 140 395
Over 40 162 458

Industry Manufa.cmre 64 18.1
Service 290 819

Under 50 139 39.3

Size 50 - 300 53 15.0
Over 300 162 458

Job Under Manager 138 39.0
. Manager 104 29.4
Position Over Manager 112 31.6
Total 354 100.0
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Table 2. Result for construct validity and reliability

C Factor | Cronbach
onstructs Loading | s Alpha CR AVE
CS1 | 0.765
CS2 | 0826
Cs cs3 | oss2 0.928 0.887 0.662
CS4 | 0.783
HSI | -0.880
HS2 | -0.868
HS as3 | 0870 0.939 0.886 0.659
HS4 | -0.840
cn 0.773
CI | CI2 0.825 0.877 0.858 0.669
CI3 0.850
SAl | 0.746
SA2 | 0679
SA sa3 | 070 0.893 0.783 0.553
SA4 | 0687
RT1 | 0.683
RT2 | 0.709
RT RT3 | 0744 0.925 0.857 0.601
RT4 | 0.689
BPI | 0.722
BP2 | 0.758
BP s | 0745 0.927 0.862 0.610
BP4 | 0.745
IMP1L | 0.782
IMP | IMP2 | 0.747 0.910 0.879 0.645
IMP3 | 0.764

CS(Challenge Stressor), HS(Hindrance Stressor), CI(Compliance
Intention), SA(Self Awareness), RT(Relational Transparency),
BP(Balanced Processing), IMP(Internalized Moral Perspective)
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Table 5. Results of moderating effect tests (H3)
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Table 6. Results of moderating effect tests (H4)

Path Coefficient | t-value | Result Path Coefficient | t-value | Result

CS — (1 0.392 6.067" HS — CI -0.300 | -5.353"

H3a | SA — (I 0.282 4.343" | Supported H4a | SA — (I 0.383 6.427" | Supported
CSXSA—CI | -0.262 | -4.864" HSxSA—CI | 0.303 5502™
CS — (I 0.384 5.891™ HS — (I -0.291 | -5.099"

H3b | RT — (I 0.296 4584 | Supported H4b | RT — CI 0.392 6.576™ | Supported
CSxRT—CI | -0.169 | -3.328" HSxRT—CI | 0.19 3735
CS — (I 0.414 6.139™ HS — (I -0.297 | -5.020"

H3c | BP — (I 0.231 3507 | Supported H4c | BP — (I 0.339 5587 | Supported
CSxBP—CI | -0.255 | -4976" HSxBP—CI | 0.279 5.244”
CS — ([ 0.401 6.155" HS — CI -0.302 | -5.214"

H3d | IMP — (I 0.268 4.112" | Supported H4d | IMP — (I 0.357 6.012" | Supported
CSXIMP—CIL | -0.259 | -5.029" HSxIMP—CI | 0.230 4.379"

CS(Challenge ~ Stressor), CI(Compliance —Intention), SA(Self HS(Hindrance ~ Stressor), CI(Compliance Intention), SA(Self

Awareness), RT(Relational Transparency), BP(Balanced Awareness), RT(Relational Transparency), BP(Balanced

Processing), IMP(Internalized Moral Perspective)
wp < 005, #x p < 001
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