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Abstract The ultimate aim of this study is to examine the effect of security policy characteristics (policy
threat, policy effectiveness, policy compliance cost, policy compliance self—efficacy, social influence)
on organizational information security policy compliance motivation based on TTAT (Technology
Threat Avoidance Theory). We found the following results. First, the security policy threat has a
significant positive effect on policy compliance motivation. Second, it was found that the policy
effectiveness has a statistically significant effect on the compliance motivation. Third, the policy
compliance cost has an influence on the policy compliance motivation. Fourth, the policy compliance
self—efficacy does not have an effect on compliance motivation. Finally, social influence has a

significant effect on compliance motivation.
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Table 1. Demographic Information of Respondents

Criteria Freq. % Criteria Freq. %
Male 100 69.9 High School 1 0.7
Gender Female 41 28.7 2yrs College 11 7.7
Missing 2 1.4 4yrs College 96 67.1
18—24 2 1.4 Education Master Degree 26 18.2
25—-34 69 48.3 Ph.D 4 2.8

Age Group
35—44 59 41.3 ETC. 1 0.7
45-54 13 9.1 Missing 4 2.8
Technical 43 30.1 Regular worker 118 82.5
Managerial/Clerical 45 31.5 Temporary Employment 1 0.7
Position Middle Manager 37 25.9 Employment Worker by the hour 2 1.4
Professional 15 10.5 e Contract worker 20 14.0
ETC 3 2.1 Missing 2 1.4
Years of employment (avg.) 5.9085 yrs Office 139 97.2
Time spent on computers at work approx. 8.8759 hour/day Main Home 2 1.4
Subjective computer literacy level(1—7) 5.2624 Workpalce ETC 1 0.7
Missing 1 0.7
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Table 2. Exploratory Factor Analysis

Construct Measurement Factor Communaity
(Cronbach’s a) Variales 1 2 3 4 5 6 Initial Extraction
PolicyEffectl 0.807 0.134 0.112 0.036 | 0.063 | 0.105 0.782 0.681
PolicyEffect2 0.777 0.172 —0.046 | 0.004 | —0.033 | 0.149 0.783 0.649
PolicyEffect3 0.811 -0.151 -0.024 | 0.032 | 0.004 | —0.029 0.781 0.720
Policy Effectiveness | PolicyEffect4 0.852 0.048 -0.083 | —0.056 | —0.018 | —0.009 0.811 0.742
(a=0.931) PolicyEffect5 0.790 0.030 -0.136 | —0.075 | —0.055 | 0.011 0.783 0.664
PolicyEffect6 0.697 -0.087 | —0.015 | 0.060 | 0.045 | 0.038 0.673 0.568
PolicyEffect? 0.664 -0.297 | —0.058 | 0.072 | 0.107 | —0.190 0.751 0.614
PolicyEffect8 0.721 -0.003 0.068 | —0.044 | 0172 | 0.065 0.737 0.649
PolicyEffect9 0.191 —0.037 0.135 | —0.024 | 0.585 | 0.078 0.576 0.461
Policy Threat PolicyEffect10 0.097 -0.162 | —0.014 | 0.044 | 0.795 | —0.054 0.749 0.771
(a=0.850) PolicyEffect11 -0.162 0.056 —0.047 | 0.051 | 0.960 | 0.004 0.731 0.849
PolicyEffect12 0.059 0.096 -0.143 | —0.043 | 0.669 | —0.071 0.609 0.535
PerBenefit1 -0.038 0.061 -0.119 | 0.642 | 0.015 | 0.048 0.577 0.440
PerBenefit2 0.033 0.035 0.018 | 0.891 | —0.038 | 0.022 0.799 0.793
CO‘?EE%‘T;‘EQC)"“ PerBenefit3 -0.055 | —0.050 | —0.024 | 0.905 | —0.016 | 0.039 0.812 0.799
PerBenefit4 0.078 -0.001 0.056 | 0934 | —0.005 | —0.047 0.894 0.890
PerBenefit5 0.001 0.013 0.071 0.879 | 0.052 | —0.057 0.852 0.808
PerIntent1 0.014 -0.835 0.034 | —0.041 | 0.006 | 0.132 0.872 0.843
PerIntent2 -0.022 -0.888 0.032 | -0.022 | 0.007 | 0.097 0.886 0.883
Compliinjg'é\i(;t;“ﬁon Perlntent3 0.023 —0.886 | 0.051 | —0.035 | —0.024 | 0.061 0.850 0.857
PerIntent4 0.021 -0.888 | —0.008 | —0.016 | —0.065 | 0.004 0.814 0.794
PerIntent6 —0.074 -0.730 | —0.106 | —0.020 | 0.077 | 0.070 0.675 0.605
SubNorm1 -0.003 -0.106 0.148 | 0.045 | 0.007 | 0.799 0.861 0.716
SubNorm2 -0.083 —0.044 0.004 | 0.030 | 0.037 | 0.928 0.884 0.858
Soc(fl:ér_lgggfce SubNorm3 0.127 -0.080 | —0.108 | —0.017 | 0.021 | 0.791 0.885 0.807
SubNorm4 0.068 -0.017 | —0.103 | —0.072 | —0.056 | 0.884 0.914 0.891
SubNorm5 0.107 -0.105 | —0.063 | —0.009 | —0.072 | 0.806 0.858 0.823
PBC3 ~0.029 0.014 —0.685 | —0.060 | 0.067 | 0.171 0.662 0.530
PBC4 0.008 0.033 —-0.918 | 0.025 | 0.008 | —0.044 0.845 0.848
Self— PBC5 —0.062 0.014 -0.920 | —0.009 | 0.060 | 0.022 0.861 0.846
55331{) PBC6 -0.022 -0.010 | —0.915 | 0.027 | 0.017 | 0.021 0.846 0.840
PBC7 0.087 -0.035 | —0.825 | 0.043 | —0.059 | —0.081 0.810 0.698
PBC8 0.131 -0.035 | —0.804 | 0.016 | —0.006 | —0.022 0.813 0.711
Eigenvalue 8.724 5.898 3.822 3.354 | 2.408 | 1.468
% of Variance 26.437 17.874 11581 | 10.165 | 7.297 | 4.448
Cumulative % 26.437 44.311 55.892 | 66.057 | 73.353 | 77.802 | Extraction Method:
KO and Bartlett's Test Principal Axis Factoring.
Kaiser—Meyer—Olkin Measure of Sampling Adequacy 0.845 R(A)tationAMethodi Oblimin
with Kaiser
Approximate Chi—Square 4645.190 Normalization.
Bartlett's Test of Sphericity degree of freedom 528
Significance 0.000
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FTHOE AFE Fshr] wlel AT} vk A3t
L3 g vk webA, ool e S AXE ¢ Aok

Fl

T} HS: A 7= &L A F= Fojol] o(—)<]
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= AL olYt} D'Arcy and Lowry[7]13 A &4+ &
sare] Mo A F A9l A e Ik
= 2L 43t} Young et al.[12]9] =4
7] &szte] 39 w7el o3k FI(+)S HA=
© 2 Eldt) Johnston et al.[27]& S1AE 27] &S
A3 AAE g asgto] Bt AA = ok
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WHA | Carpenter et al.[21]¢] ATl 2H7] 3
3)9] F7)ol| frolgh dEks mAx °
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o] G v Aot

35 AVEH
A}8] 2 od8ke] (social influence)S 7]& AREAF] 9
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E le H}\q— ]
ARSA ek A P rR AR TR s
ojrzo A FFgS U]ﬂ% A7 O?JO]V/HZS].

BYOD "l‘%oﬂ vAti} 03%% vl XIt Ao Lepsitt. &t
A%t D'Arcy and Lowry[7]¢] AA7-ol|A] T4 o] A



334 yA"EgETAT A19AH AllE

WS T4 Qlel Frolat S v Fahe sloz
etk mebd, el e AN S Ak

7 H: A S

S 1]

=] O =] =A<
2 G T

o/

&7 H(+)9]

N

)

AFAA AN 5714 7PE o R ATRE S
AASA ohele] [7 117 2,

Policy Threat

Compliance
Motivation

Policy
Effectiveness

Policy
Compliance
Cost

H5(+)

Social

Compliance
Self-Efficacy

Influence

Fig. 1. Research Model

2 Goel and Chengalur—Smith[16]9]] 4]
470e] e AEA. 4™ g9 Goel and
Chengalur—Smith[16]l4 8719 &8 283t} 4

Table 3. Correlation Analysis

A F4 H]-8< Cho and Ip[6], Liang and Xue[1],
Young et al.[12]9]A] 5719 3&& xpgaic) A=A =
4 @572 Cho and Ipl[6], Liang and Xuel[l],
Young et al.[12]¢] AF-ollA 670¢] 58 &3t
AF3] A 9 8F=-2 Chen and Liang[11], Venkatesh et
al.[28]9] Aol A 5719 &S A&k A
%7] Chen and Liang[11], Liang and Xue[l],
Young et al.[12]9] Aol A 57]¢] &5 21230}
Aol ek §H-2 Likert—type 78 HEHS AL
Aok 142 ‘A FoshA] a5 v, 7
AHow 53t ofn| gt
HoATrellA 2o A7) AE (WA A,
Cronbach’s a)& 37hek A2}, 44 9132 0.850, A
A g3 0.931, AF =9 v]8-L2 0.929, A T_%Zl:
B2 0.941, AFR 4 FFH2 0.950 o= B 7]
T %ko 0.7 o] o= YeEpstH301].
% 20071] A viaERaL, 175709] S 3]
3 ek (el lining, 571 ©]&e] &

wol 2 W SF, T 57) ol Buol o

KM0=>0.7
Bartlett<0.05

Qualitative
Adequacy

Sampling

Adequacy for Absol
Factor Analysis bSO(% g;?n r;)lllen;ber =100
Quantitative
Adequacy
Relative Number »
of Samples o

Fig. 2. Sampling Adequacy for Factor Analysis

Mean Sj[d.' Po}icy Policy Compliance Social Self Ayoid.
Deviation Effectiveness Threat Cost Influence Efficacy Motivation

Policy Effectiveness 4.0822 0.97877 1 429" 0.017 .310™ .286" 193"
Policy Threat 3.9231 0.98681 429" 1 0.107 —0.007 2017 0.111
Compliance Cost 3.6755 1.18579 0.017 0.107 1 —0.151 0.037 —.198"
Social Influence 5.1147 1.09660 .310™ —0.007 —0.151 1 0.139 570"
Self—Efficacy 3.6958 1.19095 .286" .201° 0.037 0.139 1 0.026
Avoid Motivation 5.6308 0.98189 193" 0.111 —.198" 570" 0.026 1

#+, Correlation is significant at the 0.01 level (2—tailed).
¥, Correlation is significant at the 0.05 level (2—tailed).
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Table 4. Results of Regression Analysis

Unstandardized Standardized Collinearity
Coefficients Coefficients ¢ value Significa Statistics Results
B Standard Beta nee Toleran VIF
Error ce

(Constant) 3.127 0.492 - 6.355 0.000 - - -
Policy Effectiveness —0.028 0.082 —0.028 —0.339 0.735 0.692 1.445 Rejected
Policy Threat 0.155 0.077 0.155 2.008" 0.047 0.781 1.281 Rejected
Compliance Cost —=0.104 0.058 —-0.125 —1.802* 0.074 0.964 1.037 Accepted
Social Influence 0.511 0.066 0.571 7.723" 0.000 0.855 1.170 Accepted
Self—Efficacy —0.060 0.059 —0.072 —1.009 0.315 0.905 1.105 Rejected

Dependent Variable: Avoidance Motivation
wkx p<0,001, **p<0.01, #*p<0.05, §p<0.1

2 UERTH(B=—0.125, t=—1.802, p<0.1). A3 &5 &
T AN F BTl S vAA Kok slo®

YERFTHB=-0.072, t=—1.009). m}A|=o =2 A}3]4 o
o A F5 B0 §-93) QIS nHE= Aoz

UERGTHR=0.571, t=7.723, p<0.001).
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