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[Abstract]

In this paper, we compare two access control mechanisms for D2D(Device-to-Device) systems in 5G
wireless networks and propose an effective access control for 5G D2D networks. Currently, there is no
specified access control for 5G D2D networks but there can be two access control approaches for 5G
D2D networks. One is the UE-to-Network Relay based access control and the other is the Remote
UE(User Equipment) based access control. The former is a UE-to-Network Relay carries out the access
control check for 5G D2D networks but the latter is a Remote UE performs the access control check
for 5G D2D networks. Through simulation and evaluation, we finally propose the Remote UE based
access control for D2D systems in 5G wireless networks. The proposed approach minimizes signalling
overhead between the UE-to-Network Relay and the Remote UE and more efficiently performs the
access control check, when the access control functionalities are different from the UE-to-Network
Relay in 5G D2D networks.
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I. Introduction

5G O155Al 7142 43} AJsIy Alcie] sy olme)
71&2A, el AFALS, ARBQIE, AR5 5
ClofRt 9] §8 g ol 4 9l $o] B Ao

2 AR UcH1, 4-6, 8, 19]. E3H AFZQIEH(I0T,

Internet of Things)2 ZIE AF=o] AlAQ} EAl 7152
Upgtstol QIEMo] ik 7|4 2m, 95 Clot

gt 7171 3 of2iS(wearable) 71715 5 TF

0] A2 AL AR SAsHAY IEHlat AAE] o]
sAlo] 7Hsgt 71eolH(1, 4-6, 19]. g, 2|2 AFEQIE]
Hlo} B7tog Qlsto AULE Cujo]AQo) Az3 st
A WRE kY shiE g@Et AF BAlD2D:
Device-to-Device) &4l7]&0ll tigh #Aalo] =ox|aL 9l
ot ol2igt D2D Al ]e TE = AlolY 28 718t
07 PP, 34 Yol A mad S, ©TV] Av
A A4, ozl g9 g 39 VleAor W A
AE 7L QITH2-3, 6-7]. ols&Al 7= =X BE
T4S BYstl e 3GPPOJAl= ol2igt D2D 7|&S
ProSe(Proximity-based Service)2till HHst X7t
Al mEet Al Alegs @ lti{8-17].

2 =ooMe 94, 5G B4 D2D AlAEZ 9lgt
3GPP ProSe A|AEIS A7|5t1l, 5G o]5-EAlo] 7]&EA
Al A A& Aol 71ed 3GPP WA|A A|of(Access
Control) 7]&g ATEC} o]&, 5G 74 D2D A|AHS
At T BANA Alof Bokg A 1 /5 vl H7t
&8 BRIl ANA AJof 7]aZ ARt opxEte
, & 3GPP 5G 0o]5-8A1 A|AR M85 $foh &]Alehd
Al Aot 71589] 7HA el tishA aAshact.

Hu o j
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II. Preliminaries

1. D2D Systems in 5G Wireless Networks
D2D(Device-to-Device) EAlo]2t 7|X|=Zo|Lt o] =&
Al @Al oro] olmglE AX|R] %1 THHUE; User
Equipment) {Hol| A4 &Alsk= 7leS ofulgitt. 71&9]
Ag2 g 7199 olF8Al WAl vlwsiA DZD -S4l
o ol Ay sAle S A Yo §skE 2
4 QIth E9 D2D SAloM = g g g2 24 &
ot AHdS 5 AEEstEz A Yo FAof o2 719

o
=
ol

=2 L
DD SAYAE WahH Agel Yol g8 Fuis
85 TUE £ Qoh msh ©¥ ] 24

(Proximity) §4102 tlo|e] A4 A|in} ML FY &
ot T 7o) Peo|(relay)sAil= EaliAl A #u{2
A2 2 o QtH2-3, 6-7]. 3GPPOA = D2D A|AH]
< ProSe(Proximity-based Service)etyl HHsHL 7|&
HZ3HE XIsBsltt. Fig. 12 3GPP ProSe (Proximity-
based Service) A|A8l LX 2 HojZLC} 7| E2A0 7 5G
O] 5-EAl ProSe A|AEIS LTE o] 5-EAl ProSe A|AEI}
ZAdst LR E 7HKIth ProSe Function& ProSe AH|A
£ Alsstz] Yt Aol # glolE gAlS A|¥she =2l
7]'s{Function)Z oJujsl=0], §-81}] A&, tjAAH]
(Discovery)?t g4l Alofal7] Y5t &Y Q15 & A4
7%, ProSe AldxKIdentifier) &3 ¥ 2] 7%, 12
50] 715 4T £, THUB) o) A FA
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Fig. 1. 3GPP ProSe Architecture

gHH, ProSe 419] ARk d¥A oz AR 2 17d
Elo} Qloh. Al ¥z F4lo] 7Hs3t 9 ProSe U=
Fe oh ERB(ProSe Discovery) B2, & sz o
A IS AR U BAYAEE ddstke 2 A
(ProSe Connection establishment) ©7], Al HR|=
A% Y22 ProSe Hloje] £41 49 T2 sk
EFA(ProSe Discovery)= ZF ProSe ©@ao]| A}Al9]
of 2AsH 9= ProSe gA4lo] 7ot g UEE2

L 712 ojujgick. o] WAl BT ot

el
Z 7

ol

vy

2 o

a

fu

il

we koo off rL S all X L opx oX nud o
=T
ol
ol
Ir
¢

AALS A 4 TS S NEE S4
LSo] B YA A& 4110} ProSe S4lo] 7}
3 ThE U So] Wl Yol 91 wHdl. 2} ot
o 9 A5 ol 27 Bue] ZA4 AN & 4 ok
93 ID HRE EFlol AELOZH A EAjE
2] A O]q

=2 T X1



Access Control for D2D Systems in 5G Wireless Networks 105

P

(e}

(ProSe Connection establishment) Y72
AlollA E7AH 2819] ProSe TWHS FojlA
tlol8lE A-E5tlA} she TEat HojH 32 st B

= =

P

S8 S oIt QuEo2 shel Prose U
ol P73 W st NEE PP Yt TiE o]

HUE s THo] o] Aled Wi 3% AleE HUHA
35 2Bkl "ok ProSe HoJEf  FAl(ProSe

Communication) 172 dAH Y35 S5t F oy

So| Mz HolEE Z W SItH10-15]

2. Access Control in 5G Wireless Networks
A2 AJof(Access Control) 7]&2 0] 5841 AlAH]
oA e 7]2Aoln SHAAQl V]le2H, ANA T
(RAN; Radio Access Network)o] &7 Congestion) A}
20l 4§ ©E2] RAN WA A Al =5 Aojshe 7]&oltt.
of7]1A ANA Alofetthe A2 dydos $41 HojF
2o  AAF-H(MO(Mobile Originating) Data or
Signalling)of] ot Tge] MMA Q7 A=g FK|5H
U A|stst= Zi(Barring or Restricting)2 <]ojsict.
3GPP 5G ©]5-8Al AlARIOA = LTE A|ARIQ) of2] 7}
K] HHA A[o]7]4E(SSAC, ACB, ACB skip, EAB,
ACDC)ES E3Isto] UAC(Unified Access Control)ehb=
7122 i mEES sttt SSAC(Service Specific
Access Control)2 ©%9] IMS(IP Multimedia
Subsystem) #AZ0] WA AojS S3Pshe 7|2EM,
SA gEjudo] Aot 3 v Au]A(MO(Mobile
Originating) MMTEL(Multimedia Telephony) voice or
video service)’} =SS mf ©@9] RRC(Radio
Resource Control) A0 23 E SSAC 4382 2|5t
¢ barring JEE A5 Bol IMS AF5oA AAA Alof
£ $°¥ck= Zlojot. ACBx LTE AJARA 7HE 7124
QI WM& Ao} 7]e2H, AT FZoA TIAmo 2R E
barring X (barring time, barring factor )& @&
9] RRC7} A5 8] o). ©de] 3-8 AlSollA $41 o
olE] &2 A|AE™(MO Data or Signalling)o] 23 si-&
o, sig dloly F2 Al1dd Ad2 fsiA o
NAS(Non-Access Stratum) Z|Z0A NAS Ao} HA]X]
(MB]A 273: Service Request)E H&5HA| ==t &Z
RRC(Radio Resource Control) AIZoA= A7] NAS
Ao} HIAIR] AE-2 HsliA 71A]=2 RRC A4 @7 (RRC
Connection Request)2 388514 =0, ot RRC A
2 270 tisiA 7IA=e2RE Ay ¥ barring 7

wol 7]uksio] AN~ Mol 43l Hirt. Andoe
SR AOIA T] RRC 75014 92 Hlojg 2l
sto] 241 glo]g] &2 A|AFH(MO(Mobile Originating)
Data or Signalling)o]] Tt ©@&o] A QX A|ES
AL AL ACB skipe £ A MO
MMTEL voice, MO MMTEL video, MO SMS(Short
Message Service) M| 7HX] Ae]AE ofQjF oz Tl
7Rl B @S Sl8shes A2 Yuisith 1A,
7Rl @ RRCOIA] ACB skip RS Alsstal 4yt
Aol 21 flo|g && A]AFZH(MO(Mobile Originating)
Data or Signalling)o]] Tt o] A QX Ale=
& RRCOJ WA A AlojE &5t GA|sHAY Algtsta,
271 MO MMTEL voice, MO MMTEL video, MO
SMS(Short Message Service) Al 7HA] AH|A9] He=
oelAog T RRCO BNA A|ojE FIAIA TLO
MA@ AlEE 5|8 $H}. EAB(Extended Access
Barring)2 MTC(Machine-Type Communication) &%
of tigt AN Ao} 71e2 2ulsty, MTC We] 3¢
NAS Ao 2% HA]X]o] NAS signalling low priority
indicationg 47gsto] YEY T A&sH =l=d, 7]
A NAS signalling low priority indication& MTC ©&
A2 HEH= RIAARL g Holt). 7|X]=2 EABE 4385}
1A} EAB barring &5 ©% RRCOA| Algstl, ol
Qb MTC THe] AN~ Q7fof] oifshA ©e] RRC AT
o] A% EAB barring &0l 7|8tsto] A A #|of

S AigsiAy FAIsAl Ett. ACDC(Application
specific Congestion control for Data
Communication)2 oo 22 7| 12](ACDC

categories)of] 7]9Fsto] MA|A AOfE £o85l= Va2
A GO S8 fFVR] BAA Aloj g 28T 4 A2
ojojstc}. 7)X]=2o] OEIX|E, ACDC categorieso] 7]
uksh Barring 22 % RRCOA Algsty o &
oAl GurAiel E4l gloly =2 AJAER(MO(Mobile
Originating) Data or Signalling)o] ¥A¥siS ], o=
ACDC categories AHE T NASZT @& RRCOA A

gokl ©@2 RRCE A7] NASPE Alash ACDC
categories?t 7Z|A|mo=z2HE A2 H ACDC

barring ZJ&Eo] 7|gtsto] T 589 ANA QA A&
o gt WA AloS 4aysh e,

ghH, 3GPP 5G O]&-84l AlARI0|A Q] AA|A Aof 7]
%9l UAC(Unified Access Control)2 7]& LTE A|AE]

o] o2 7H] BMA Ao} Ve SY[IReY 7] A
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2 ACDCE} B]23 4t 2312 ik Fig. 2% UACO)
S5 232 BolErk UACE BE Cito] A AHgse
#5791 UAC categories W AIGAPE 2% ARESH
L operator-defined access categories A4 2 JLAE]
access categories JH0f| 7|8t5to] AL A0S 48
sttt 7]X]=0], UAC categoriesd]] 7]8Ist Barring AHE
£ ©% RRCOIA Algstal T S-8oflA durAiQl 54l
o]y =2 A|Ad=(MO(Mobile Originating) Data or
Signalling)o] 2H8s8-S off, W& UAC categories AEE
oY NAS7F @& RRCOIA] Aokl @Y RRCE 471
NAS7} Al5st UAC categories@t 7|A| =0 2 HE Ay
22 sl UAC barring 7JHof| 7]9tsto] & 3-80]
Aa 874 Aleo] digh ANA AojE 2386HA =t
[10-11, 13, 16-17].

g, 71 WA AolE N8 3u Ast
(Emergency call), $A1 ASHMT(Mobile Terminated)
call)l} EWH3T access identifierso] sf@sh= TEo] o
NA 98 A0 49t ojelsoz oA Hojg Kg
SHA] ¢l ©Y] 42 HEHNIA AdsH Hoth

Congestion

5G Core
UE Network
AM

© (If available) Operator-defined access categories informpation

@ Make a
MO(Mobile
originating)
Data/Signalling

® UAC barring information {n SIB1

® NAS: Service Request

UAC
Check
® RRC: UAC Check based on Access

® Barred s z s
Categories and Barring Information

® Cannot send RRC Connection Request with MO-
data or MO-signaling (Therefore, Cannot send NAS
Serivce Request)

- Control the access attempts.

Fig. 2. Unified Access Control in 5G Wireless Networks

III. The Proposed Scheme

SIZ 3GPP 5G D2D A|AEIoA] HE] E(multi-hop)2
2 3 Aol ANA Ao Beto] tishA BEEF 2
gojE]o] QIR QIt}. 7|EA oz HE| Fo= J/JH 5G
D2D AJA®2 5G o]5-8AlY 72| X|(coverage) Bl
= @Z(Remote UE)Z} o]2{gF Remote UE0||A] HEY
F99] BEAl AAE X|Y5H= UE-to-Network Relay

56 YEYTz /49, 56 £ D2D YEFM A
8 71=35E A A Ajo] WHote UE-to-Network Relay 7|
gl oA A Ao} ¥}kl Remote UE 7|8t QM| A Ao 8f
Qfolct. th2 EoflM= ol2fsh & 7HA] xetof tisiA B
o AP, FAE R gl BAIA Ao} Z]wof O
siAl stk

1. Two Access Control Approaches for 5G D2D
Networks

56 £ D2D YEYI+= IA Remote UER}
UE-to-Network Relay 12]1 5G YEY 32 ATt
Remote UE: 5G YEY T EA1 Hulg]x] glof] Ql= UE
2 oJo|s, UE-to-Network RelayS £l 56 JEY =
oF 54 A4 23T 4 9t} UE-to-Network Relay
56 UIEYS S4 AdaA] ool 9k UES ojolstal,
Remote UEOI 56 YEH 22} A1 9472g Rt
A=, Remote UE= UE-to-Network RelayS £34] 5G
HE T} 34 & 4 Ut o]2igt 5G £d D2D Y E
Y3 oM Ag 7heer BA|IA Alo] Bk Fig. 30
A BoJR|Zo] A F7HA] Weto] 7SS,

5G Core
——>| Network
RAN

(a) UE-to-Network Relay based Access Control

f o £

| Bes N | 5G Core

_‘ e n ' Network
RAN

Remote UE ProSe UE-to-
Network Relay

()

Remote UE ProSe UE-to-
Network Relay

(b) Remote UE based Access Control

Fig. 3. Two Access Control Approaches in 5G D2D

LM FHAY 9ot UE-to-Network Relay 7]8F QBA|
A A|oJ(UE-to-Network Relay based Access Control)
7]so|t}. o] 7'H-& UE-to-Network Relay7} 5G U E
J28E HNA Aol ¥ barring JEE AlFEal
Remote UEZHE] FAF 7H53t BA|A Ao} 7|5 HEE
Alei2- |, Remote UE7} Elo[8] FA4l AZ-Z gt AA|
2 Q75 56 YEHZA & o, 7] Aledte JEs
7]9to g BN A A0S isHAl H. o, 4985t of
A& Aol 71& UAC 7|8 S8 Hoh ghd,
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Remote UE2HE A} 7Hs3t BAA R0 7] HEE
A& ol Operator-defined access categories
e = AGAPE AdEIR o g Hof|A] Algste AGAT 2
A access categories JHo|og Gdhujct oA A&
= 2 olth. welA], UE-to-Network Relay’} Remote
UEQ] Hlo]&] F4lof] tigh AN~ Ao]E Remote UE T4l
sto] ekt £385h7] 9lsliA= Remote UE7} &4
& Qe WAL Ao V)5 FEES SSSHopt et 2

=, UE-to-Network Relay2} Remote UEQ] QA A Af|o]

71550 A2 Ao|g 4 9lo] UE-to-Network Relay7}
Remote UE7} £33 4+ Q= BAIA Ajof 7[9S 7ehs]

tjAlsto] 2085HK] Roh= Aol WY »= Qlot giof,
UE-to-Network Relay?} Remote UE7} 488t 4~ Q)=
BNA Ao 7He 73&s] tiilste] $35HR] Roh= 4
o] YA, Remote UEQ] BN|A Q7 Al 1FZ
AofskA] ok I 5G YEY 3o J&shA ot 2
Aoz, 5G YEYTY] SA S0l @38 2=
oL ostAlZ 4 Qlth ¢80, UE-to-Network Relay
78F AiM|A Ajo] ¥FAlLS  UE-to-Network Relay”}
Remote UEQ] HA|A @74 Al 1= o] Tt BA|A AJo]
£ 4983t $ 1 AabE Remote UEOA| S35t =of
stog olof tigt £7HAIQl Al1de] QHa|| =7} EAYECE

Og & ¥R Wok2, Remote UE 7[8F MA|A Ajof
(Remote UE based Access Control)o|c}. o] 7|HE
UE-to-Network Relay’} 5G Y EYI2HE BMA A|
o] ¥ barring JE-E A5l Remote UEOA] &l
barring 7§25 Al55l= Z10[t}. 0], Remote UE7} Hf
o[g] Al AZZS Yt WA|A Q%2 5G HEY oA
st off, UE-to-Network Relay 22 AlZHHe ABE 7]
¥ro 2 Remote UE7} AR} WA A A|o}E 38517 HT.
ThebA] ofmf, 385k ANA Alol= 7|E UAC 7[HZ
2351 k. matba], Remote UE 714F B A Ajof 8}
o2 barring A ¥ -2 UE-to-Network Relay2%E Az
dlop A1 oBr|A Ao]E L8¥stE 2 UE-to-Network
Relay®t Remote UEQ] WA A AJof 7]550] A& 4Jo]
go] PG £ A= FAE SiEE 4+ A A,
UE-to-Network Relay 7]8F BA|A Ao] 7|9a} D2
Remote UE 7]§F BA|A AJo] 7]Ho] Arg ekt &

el A o] 715 Aaat 4 g

)~

2. Proposed Remote UE based Access Control
for D2D Systems in 5G Wireless Networks

o ZojlA AmE A, 2 ==2olldE 56 F41 DZD
UEYIToA gupsel BAA Ao 7|22 Remote

UE 7]t 9Bx|A A|oJ(RUAC; Remote UE based Access
Control) 71¥H-& A|orstct. RUAC+= Remote UE 2829
A 241 golg && AlAag™-(MO(Mobile Originating)
Data or Signalling)o] 23S o, o]& 5G Y EYI=Z
R&stuAF AL @A Al=S & off, UE-to-Network
Relay S SdllA BA|A Ao} ¥ barring J¥-E A5
11, Remote UEQ] UAC catetories FHQ} 37 0]& 7]
¥ro2 oA Alojg AV 23 7]olct. of2A) 3t
S 24 UE-to-Network Relay2}e] WAA Ao} 7]52]
Holgt eAlz s12Z 4 godl, oz
UE-to-Network RelayS &%t 5G YEHI=29| 21Q
gl WNA QR A=E YSHA] A Elof 2las I A
239 YsIEE Aasty 4 QY. $HH, Remote UE
7} UE-to-Network Relay2%E| UAC barring JES
Aladt= 712 ProSe Discovery IMRoA  UE-
to-Netowrk & Ao} J35 A4 A2 O A5 &2 >
U4 ProSe Discovery i7go] £ o] ¢ Hr0] HA]
Al Rz Aleits o= dth

n Remote UE

ProSe Discovery

ol

n 5G
UE-to-Network Network
Relay

@ (If available) Operator-defined access
categories(ODAC) informgtion

@ UAC barring information
and (if available) ODAC information

© Make a
MO(Mobile
originating)
Data/Signalling

® NAS: Service Request

UAC
Check

® RRC: UAC Check based on Access
Categories and Barring Information

{ Remote UE accomplishes UAC check and controls
the access attempts for D2D Communication

Fig. 4. Proposed Remote UE based Access Control

Fig. 4= RUACO] SAFg HARL, LAKRQl A
the 2

3
o 5G UEHZ ARl FF ¢l = o= 29
9 UE-to-Network RelayS Ato} PC5 3 & A HA
s "ot 3t o] 87Hsst ODAC(Operator-defined
access categories) AHE 5G UYEJIZEH
UE-to-Network RelayS £5to] Algwrs £% QT
Step 1) 5G UEY I 22 MM~ Alo] #HA barring
AYE UE-to-Network RelayS E£38JA] Remote UE

X
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RRC7} A& =l=dl, 0|72 47| step 02] ProSe
Discovery S S Al && & 11 HEo| 1
AR FEE S5to] Alg w2 o= o} ol Algih
O A Ao 2 barring % ¥+ Remote UE RRC7} A
s =

Step 2-3) Remote UEQ] 2-80jjA] £A] go]g =&
A AE=(MO Data or Signalling)o] &Ais1e 0|72
43171 Y3t NAS Q% HA|R|(Service Request)E
Remote UE NAS7} 5G UIEY 32 A4t e, of
] 2 UAC categories 429} 34 o] NAS 7% UA]
X2 Remote UE RRCoJ|7] A&stc}.

Step 4) Remote UE RRCE= A17] NASZ HE| A|gHH
UAC categories A HQ} UE-to-Network RelayZ E35}
o] 56 UEHI2HEH Ale2 barring 7JHo] 7|gtst
o] 7] NAS 874 tAR|E H&517] 9Ig RRC A4 &
A(connection request)of] thst UAC ZAAMS 4388sict.
ZF AYERQl 749 ola]st RRC 972 @Ao] tioliA X%
RIgFstAAU 24151 Remote UEQ] MA|A @0 O
gk AlojE 485 =t

A, A7) A|Qksk= RUACE 5G %4 D2D YEY 3
oAl E}Rl0 2 AHMA Ho]S 28R5L0 24 SAFAISLO]|
A5G Y ESZZ0] 2 Hast WA QR A5 WA|st
A gas g AITIE] Q| EE F|Aske 4 Qe WA

A Ao} 7]olt.

wo rlok o

IV. Simulation and Evaluation

"*Oﬂﬂih 5G 541 D2D YEYT S0l A g 7}

= 71K M| A Alo] wotel UE-to-Network Relay
OlVﬂi A|oJ(UNRAC: UE-to-Network Relay
based Access Control) 7]¥1} Remote UE 7]8F QA A
A|o}(RUAC; Remote UE based Access Control)& Al
g2 &ot vl 4SEIE SHEUAL it} A,
Remote UEQF UE-to-Network Relay’} ProSe
Discovery 1S HA A2o] Zx|S Ao} A3 AZA A
Ne ehasiciy shgsieith. E3t 56 YE IR uE
ODAC B EE Remote UEQ} UE-to-Network Relayo]lA|
217} Als-stal E£3F ODAC 87T A& AJolstttal 7P
siith A @7h= MATLAB[19]S ARESHloH, Ad
of A-g3t meole =2 Table 13t Ztt.

r° r}m

3
o

7]‘?}

Table 1. Simulation Parameters

Parameters Value
Traffic model Exponential dist. with
mean 30(s)
UE processing delay 3 (ms)

Retransmission delay 16 (ms)
Transmission delay 1 (ms)
5G-RAN processing delay 2 (ms)
5G core network delay 0.5 (ms)
Buffering delay 0.5 (ms)

Fig. 52 24T A&olA ANA Aoj7F o= 4L Q1= 73
%, st LﬂE%li HshE UEhd Aatolct. o714 A+t
3} Y EY T Bt Xt Ao A UE-to-Network Relay
T = Remote UE7} Z¥2F UE-to-Network Relay 7§+ of
N2 Ao12}F Remote UE 7]8F BN A Ao} 2F2F 4-e85h
A QS o, 5G YEHZA 7o s AGE]= Al
d eHd=E 9usttt. UE-to-Network Relay @t
Remote UE9] ODAC(Operator-defined access
categories) A B7} A2 Atolgh 742, UNRAC 719H9] 4
% Remote UEQ] N2 @74 Al&=of] tisiA] 5] A
A AlojE sHA] xotal EatA|A 5G UE ZoA o2
A45HA ®ch dhdo], RUAC 7|99 79, UE-to
-Network Relay?t Remote UEC] ODAC(Operator
-defined access categories) FE7} A2 Alo]gtal= At
H3iol, Remote UEZ} A1 BA|A AlojE se8stoz, A
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