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[Abstract]

After entering the 4th Industrial Revolution, the digital content market, which was only dependent on
existing contents supply enterprises, is providing various digital content through the participation of
users like YouTube. Accordingly, it activated the digital content market, but it causes a negative
influence on the digital content market due to the copyright of the creator and the indiscriminate illegal
use and usage of the content. This study researched digital content management technology based on
blockchain technology to protect digital content and the copyright of the creator. The suggested
technology protects the digital content and the copyright holder and discerns the users and prevents the
indiscriminate approach and illegal use of digital content. For the safe management of digital content,
hash function applied as the certification technology of blockchain is used to certify the users and

manage the digital content and provide integrity and authentication service.
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I. Introduction
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II. Digital content protection and
certification

1. Digital content protection
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= ot s]22= 9EUIE, DOIDigital Object
Identifier), INDECS( Interoperability of Data in
E-Commerce System), DRM(Digital Rights

Management) 7]&<S0] 9JtH2].
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2. Certification technology
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3. Blockchain technology
3.1 Block chain introduction
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3.2 Blockchain certification
(1) Blockchain type
EEF0le 3 HEK]Ol(Pubhc Blockchain), AMA
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(2) Blockchain structure
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Fig. 2. Blockchain Structure
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III. Digital content protection and
management techniques

3.1 System Configuration and Introduce
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3.2 Digital content registration management
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Table 1. Copyright registration information
No Field name Qualified etc
1 Contents name mandatory
2 Version mandatory
3 Contents size mandatory
4 Hash Value mandatory
Registration
5 mandator
date y
Copyright copyright
mandator
6 holder andatory holder code
7 Registran mandatory
8 Hash algorism mandatory
License User
9 t .
level mandatory authority
Registration
10 mandatory
code
iabl
11 Copiable voluntary
number
12 Copy limit voluntary
Present
13 condition voluntary

= Contents name :
LR
= Contents size : =
= Hash Value : ZEI1=0]
® Registration date :
» Copyright holder : AFRFEATE
S2xy

“Hash Value” 3t 2370l &85

= Version :

® Registran :
®» Hash algorism :
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Ya12]E, SHA256 / MD5, etc
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Fig. 4. Copyright registration
management system

3.3 Digital content distribution management
(1) Digital content distribution overview
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(2) Digital content distribution
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Fig. 7. Code Block
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IV. Analysis of the performance of the
proposed system
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(2) Digital content distribution
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(3) Performance analysis and evaluation
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V. Conclusions
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