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Design of RFID Authentication Protocol Using 2D Tent-map
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Abstract Recent advancements in industries and technologies have resulted in an increase in
the volume of transportation, management, and distribution of logistics. Radio-frequency
identification (RFID) technologies have been developed to efficiently manage such a large
amount of logistics information. The use of RFID for management is being applied not only to
the logistics industry, but also to the power transmission and energy management field.
However, due to the limitation of program development capacity, the RFID device is limited in
development, and this limitation is vulnerable to security because the existing strong
encryption method cannot be used. For this reason, we designed a chaotic system for security
with simple operations that are easy to apply to such a restricted environment of RFID. The
designed system is a two-dimensional tent map chaotic system. In order to solve the problem
of a biased distribution of signals according to the parameters of the chaotic dynamical

system, the system has a cryptographic parameter(yt;), a distribution parameter(i,), and a

parameter(f), which is the constant point, ID value, that can be used as a key value. The
designed RFID authentication system 1is similar to random numbers, and it has the
characteristics of chaotic signals that can be reproduced with initial values. It can also solve
the problem of a biased distribution of parameters, so it is deemed to be more effective than
the existing encryption method using the chaotic system.
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Table 1. Correlation coefficient of encrypted information

Parameter(ut) 1D Tent-map | 2D Tent-map
1.10 0.7021 0.5625
1.30 0.6255 0.4916
1.50 0.5667 0.4754
1.70 0.5568 0.5203
1.90 0.5574 0.5592

AL ® 19 Ay} ztoe g 227} A9kt RFID
LZEZo| 3] Wz A oA
RS 1T 4= 9k

rO
o OIN

>{\1
r{r

2y

4.2.2 O|0|X] Y23t 24
S AE n2Ego] gust g Mgt
7] QI3 AE o|m|AE 8HE SH o|u|A & HIA|
7131, 22k Tent-mapollAl AXFE z,3E& SHIE
AP o gt & gZ i =g (XORE A
Aksto] sl 3 Hooks sttt ALtE ofv]
Ao} Z42e] S|AE IS T 8o Helrh

(b)

0.1

Probability

o
°
Q

Intensity

(d)

o DQIIIIIIIIIIIIIIIIIIIIIIIII

Intensity
JF 8. Y=atE 0|0jX|2] S|AETH
Fig. 8. Histogram of the cipher image

ot535le o]u|x|9] S|AEIHMo] TE Mo| sl

g3t E2E Z= 23E I9 89 ()4 &l
o &tk
4.2.3 7|LAM(Confidentiality)

7IW/golst AdEE ARV ARG FlE
ol ARt S7=E A Rt} $-27} AQKE Q1
DREFS f4F GeE Hob g A4t & 4
AEsh] wie] Hb Ado] FofskA] Xzt
Reader= W9 22 FET HEHA Hof 71U
o] BAHET & & qth

S~
e

f ol

i

4.2.4 2ZAH(Integrity)

Faolgt MEE= 7 B4 AEE /A
ofal Foro g 9 -¥xd 4= gl s o AL -4‘3]@
ot 27t Aokt Q1 T2 EZL2 AA} 4] FE
2 5of 3z, 9 Af x,, 4 O A= FERE F
o 9I-¥E A] gRlo] 7hsstER Fado] BAET
i o

4.2.5 7}24(Availability)

7H8-dolet AR s Al AAES] Aol glo] B4
Hog NuAE $YT S e AL Aulsitt. 2
7h A QF RREZ é71°ﬂ 3 67 o]
H v Zhast AR g Ae] o8 deehrt o)F
oj2)7] whze AEo] gt Ht Aol AAle] o]
oA ng 7184l By & % Utk

g

ARRIeL HHFA] 7]E0] WEHEA Hrt 8870
1 Al EREE o] dash HAAL o™
Q70| wfet 7fEkEl Aol RFID ¥4l 7]&olth 1=t
RFID 5412 HE 452 915 74 A8t 9,

0|72 Heto] FHorgt 42 YEhfiaL it ‘a-}% il
TFAEL o] FAEE siEst7] 918 RFID ¥t 43
of thst AL Aokl QJar, E5] T=A L &
ZAE olgslo] ARE Gsslel o= HPH
Lo A7} o]RojA L k. I SEA} &

¢

rlo o ng

m\l H:‘ rlo



ERA o)A B AT ESE o] kel A%
327t d5d £ e EARE 7L Qlof Eet
off Fefgto] tal & = Qlrt. $-= ole} &ol 7]
& EEAQNA Kol w7l wE Ao #HF
I EAE OHﬁ 5171 98l & Tent-map E=A7}
SEA 0FLE FPFEo] FHol=
SEAE AASHL, 11 Z¥E RFID
o] 285} Aﬂi—r RFID Q1% HOF T2 EZS A7
Sttt 9-27F AAR 4o} AT W tha ol
Zo] _\?l_g.o] c)zlél e 0101,} =235 H/\X/Oﬂ 11;(4 14-9-6

= $5 d77F AFEE 7129 RFD 5 228

1o

mﬁm

ﬁ
22 YA 5 e ARe Aol § Aow 4
2y}

REFERENCES

[1] K. Finkenzeller, "RFID Handbook - Second
Edition," John wiley & Sons, pp. 2-9, 2003.
K. H. Chung, K. Y. Kim, S. J. Oh, J. K. Lee,
Y. S. Park, and K. S. Ahn, "A Mutual
Authentication Protocol using Key Change
Step by Step for RFID Systems,” The Korean
Institute of Communication and Information
Science, Vol. 35, No. 3, pp. 462-472, Mar.
2010.

S. J. Oh, K. H. Chung, T. J. Yun, and K. S.
Ahn, “An RFID Mutual
Protocol Using One-Time Random Number,”

S

9

Authentication

The Korean Institute of Communication and
Information Science, Vol. 36, No. 7, pp.
858-567, July 2011.
[4] H. S. Ahn, and K. D. Bu,
Distance-Bounding
Mutual Authentication,” The Journal of KIIT,
Vol. 11, No. 7, pp. 47-55, March 2013.
S. Weis, S. Sarma, R. Rivest, and D. Engels,
“Security and Privacy Aspects of Low-Cost

“Robust RFID
Protocol  based on

S

Radio Frequency Identification System,”
Security in Pervasive Computation, LNCS

2802, pp. 201-212, Nov. 2004.

[6] M. Ohkubo, K. Suzuki, and S. Kinoshita,
“Enhanced Hash Chain based Scheme for
Security and Privacy in RFID Systems,”

2%8 Tent-map2 0|23t RFID 915 mze= A7 431

International Journal of  Computer
Applications, Vol. 28, No. 9, pp. 719-724,
2004.

[71 H. G. Schuster,
Introduction 2nd(second) edition,”
24-32, Dec. 1997.

[8] Ali. H. Nayfeh,
Dynamics,” A Wiley-Interscience Publication,
pp. 6-15, Feb. 1995.

[9] E. Ott, “Chaos in Dynamical Systems Second
Edition,” Cambridge University Press, pp.
15-18, Sep. 2002.

[10] G. S. Yim, “Design and Implementation of
Image Encryption Method for
Multi-Parameters Chaotic System,” Korea

‘Deterministic Chaos: an
VCH, pp

“Applied  Nonlinear

Information Assurance Society, Vol. 8, No.
3, pp. 57-84, 2008.

[11] H. S. Kim and G. S. Yim, ‘Design of a
digital photo frame for close-range security
using the chaotic signals synchronization,” J.
of the Korea Society of Computer and
Information, Vol. 16, No. 2, pp. 201-206,
2011.

[12] G. S. Yim, ‘ToT MQTT Security Protocol
Design Using Chaotic Signals,” J. of Korea
Institute of Information, Electronics, and
Communication Technology, Vol. 11, No. 6,
pp. 778-783. Oct. 2018.

AAFF
9 A ${(Geo-Su Yim)

Bl

e 19984 HiAhst Bt} of
SH (o]5H4Ap

o 20044 Mgt B2kt of
She (o]shakAp

o 20089 RSt H7lEsiEt

T

@AEOD AAZRA, HdolE £4, Haleld, 2t



