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ABSTRACT

The publication of data is essential in order to receive high quality services from many applications. However, if the
original data is published as it is, there is a risk that sensitive information (political tendency, disease, ets.) may reveal.
Therefore, many research have been proposed, not the original data but the synthetic data generating and publishing to
privacy preserve. but, there is a risk of privacy leakage still even if simply generate and publish the synthetic data by
various attacks (linkage attack, inference attack, etc.). In this paper, we propose a synthetic data generation algorithm in
which privacy preserved by applying differential privacy the latest privacy protection technique to GAN, which is drawing
attention as a synthetic data generative model in order to prevent the leakage of such sensitive information. The generative
model used CGAN for efficient learning of labeled data, and applied Rényi differential privacy, which is relaxation of
differential privacy, considering the utility aspects of the data. And validation of the utility of the generated data is
conducted and compared through various classifiers.
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Fig. 1. GAN architecture
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Algorithm 1. Rényi differentially private CGAN

Input V : number of samples, Z : group size, ¢=L/N :
sampling probability, C': gradient norm bound,
m : batch size, 7 ! learning rate, ¢ @ noise scale,
(€,6) : total privacy budget

Output Rényi differentially private generator G
Initialize discriminator parameters d;, generator parameters 6.

n=1
1 while ¢ < ¢ do
2 for t=[T]
3 pick a random sample 7= {zV'}7_, =14V} £, ~ P(X)

from the real data with sampling probability ¢ =

/‘h

4 sanple {2V }v,-zl ~ P(Z) a batch of prior samples
5 <compute the per—emple gxadient>. .
6 gt(r(“7)|y(‘")) s Vt.D(r("7)|y(‘")) for x(‘J’EL;', y(z/thy
7 g ) — v, D(GEDY ) :0)) for jelz.yery
8 <clip gradient>
9 g,(a (")\y(‘ ) — g (z9Ny) /max(1, llg, (= ly)l/ ©)
for 2 EL‘ EL"
10 4G — g GO /max (1, llg, DI/ ©)
for j=(zl,yV <L)
11 <add noise>
L
12 - —Egt )+ Mo, > 1) - th(:(ﬁly(”)
Lim
13 d <~ d+r]><Adam(d,gt/
14 <update RDP account>
2 [ 33 /e
15 e 1N ol )+Lg1/°
(1—q)C°0 \ C°0° a—l1
16 n«—n+l
17 pick a random sample Z}= {49 } ~ P(X)
18 sample {:j e "_1 ~ P(2) a batch of prior samples
19 %< Vo~ ZD Gl 9))
20 6 — 06 + 7]><Adam(9 gg)
21  end for
22 end while
23 return G

Fig. 2. Rényi differentially private CGAN
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Table 1. AUROC comparison across 8 classifiers trained on the synthetic
credit card dataset generated each generative models(with e=8, §=10"°)

Algorithm

Classifior Real CGAN dp_cgan rdp_cgan
Logistic Regression 0.9797 0.9388 0.8959 0.9319
Decision Tree 0.9064 0.9012 0.8449 0.8479
Bagging 0.9481 0.9481 0.9027 0.9138
Random Forest 0.9823 0.9526 0.9242 0.9355
Gradient Boosting 0.9529 0.9185 0.8801 0.9067
Adaboost 0.9884 0.9546 0.8919 0.9335
Bernoulli Naive Bayes 0.9595 0.9091 0.8651 0.8941
XGBoost 0.9911 0.9551 0.9189 0.9452

Average 0.9635 0.9348 0.8905 0.9136
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Table 2. AUROC comparison across 8 classifiers trained on the

by dp_cgan and rdp_cgan with various e(with §=10"°)

synthetic credit card dataset generated

Algorithm dp_cgan rdp_cgan
Epsilon

Classifier e =1 e =2 e =14 e =6 e =8 e =1 e =2 e =4 e =6 e =8
Logistic Regression 0.6355 | 0.7486 | 0.7953 | 0.8644 | 0.8959 | 0.6502 | 0.7892 | 0.8048 | 0.8954 | 0.9319
Decision Tree 0.5184 | 0.6606 | 0.7641 | 0.8058 | 0.8449 | 0.5684 | 0.6723 | 0.7805 | 0.8039 | 0.8479
Bagging 0.7371 | 0.8125| 0.8657 | 0.8998 | 0.9027 || 0.7506 | 0.8554 | 0.8879 | 0.9309 | 0.9138
Random Forest 0.7389 | 0.7818 | 0.8645 | 0.9071 | 0.9242 | 0.7555 | 0.7966 | 0.8838 | 0.9123 | 0.9355
Gradient Boosting 0.5511 | 0.8242 | 0.8389 | 0.8273 | 0.8801| 0.6415 | 0.7478 | 0.8506 | 0.8339 | 0.9067
Adaboost 0.5381 | 0.8013 | 0.8105| 0.8786 | 0.8919| 0.6845 | 0.7802 | 0.8214 | 0.8842 | 0.9335
Bernoulli Naive Bayes 0.5265 | 0.5751 | 0.7992 | 0.8591 | 0.8651| 0.6341 | 0.7054 | 0.8061 | 0.8928 | 0.8941
XGBoost 0.4343 | 0.7999 | 0.8484 | 0.8883 | 0.9189 | 0.5599 | 0.7031 | 0.8561 | 0.9389 | 0.9452

Average 0.5849 | 0.7505 | 0.8233 | 0.8663 | 0.8905| 0.6556 | 0.7563 | 0.8364 | 0.8866 | 0.9136

Table 3. AUROC comparison

across 8 classifiers trained on

dataset generated each generative models(with e=8, §=10"")

the synthetic cervical cancer and adult

Dataset Cervical cancer Adult
Algorithm
. Real CGAN dp_cgan | rdp_cgan Real CGAN dp_cgan | rdp_cgan

Classifier
Logistic Regression 0.9875 0.9596 0.9182 0.9376 0.9099 0.8838 0.8450 0.8621
Decision Tree 0.9787 0.9684 0.8853 0.9378 0.9123 0.8816 0.8301 0.8675
Bagging 0.9956 0.9465 0.9105 0.9278 09111 0.9005 0.8050 0.8356
Random Forest 0.9783 0.9499 0.9174 0.9328 0.9268 0.9081 0.8645 0.8715
Gradient Boosting 0.9898 0.9781 0.9087 0.9312 0.9462 0.9241 0.8201 0.8581
Adaboost 0.9901 0.9889 0.9241 0.9518 0.9222 0.8985 0.7664 0.8148
Bernoulli Naive Bayes 0.9466 0.9213 0.8955 0.9216 0.8873 0.8802 0.8541 0.8538
XGBoost 0.9913 0.9574 0.9134 0.9271 0.9424 0.9117 0.8147 0.8551

Average 0.9822 0.9587 0.9092 0.9335 0.9198 0.8986 0.8250 0.8523
ehfie], o] xelo|WAlS HEFHA £ 59 et
f84& 2= deleE AT 5 e orlEth Table. 32 272 ¢aelFo2 AT cancer
Table. 2+ dp_cgan® rdp_cgano® AJAg o} adult A3 dlolele] el e=8, 6=10°
credit card A& dlolElell el coll W EFr] 771 AUROCE A3 Zlolth.  doled
W AUROCE A% Zlelth. %5 &3l AUROC#<S %53 rdp_cganoZ AJAd dlo|el7}
rdp_cgano.2 XA dlo|E7} dp_cgang AT

dlolelie} f-84d0] BAHS AU Sle)
o @b St
7]- Z[:E /\IJHEJ EﬂO]Eﬂ.J %B.H

Bize] A% col FN

=, ol eo]

-

dp_cgan®=2 A3 HlolHHrt f§40] ==
A& geld 4 odvk. w3 cancerdt adult o] 1
=713t 9 A% rdp_cganl®
AUROC?®| 2

43 dolelel
27 0.9335, 0.8523°2.% AlA|

= Z7ksARE ZelolwAle Ztasle AE veRd dlo]elo] g AUROC?] %3¢l 0.9822, 0.9198
o} 222 rdp_cgan2E A dlolElo] gt & I} vlasl s w2 50 44 derh B =
oA eo] 6, 84 uwle] Baggings AMHEE 4, € glolM Al S BAsA] e A dleled digt
o] 4, 6 @ Gradient Boostings AH-gH 34 AUROC®] %74 0.9587, 0.8986%c} 2HA &4
3} zro] ZAgke] Ahasle 9ot =EA HAE 5 HA| 5k Zefo|H A7} HEHTHE oA ¥ FF9
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Table 4. AUROC comparison across 8 classifiers trained on the synthetic cervical cancer dataset
generated by dp_cgan and rdp_cgan with various €(with §=10"")

Algorithm dp_cgan rdp_cgan

Epsilon

Classifier —_— e=1 €=2 e=4 €=6 €=8 e=1 €=2 e=4 e=6 e=8
Logistic Regression 0.6451 | 0.7496 | 0.7978 | 0.8733 | 0.0182 | 0.6611 | 0.7604 | 0.8114 | 0.8827 | 0.9376
Decision Tree 0.6204 | 0.7315| 0.7887 | 0.8517 | 0.8853 | 0.6331 | 0.7478 | 0.8156 | 0.8620 | 0.9378
Bagging 0.6805 | 0.7617 | 0.8179 | 0.8736 | 0.9105 | 0.6957 | 0.7861 | 0.8339 | 0.8874 | 0.9278
Random Forest 0.6711 | 0.7567 | 0.8271 | 0.9121 | 0.9174 | 0.6822 | 0.7676 | 0.8633 | 0.9211 | 0.9328
Gradient Boosting 0.5577 | 0.7035 | 0.8343 | 0.8777 | 0.9087 | 0.5903 | 0.6607 | 0.7623 | 0.8804 | 0.9312
Adaboost 0.5871 | 0.7331 | 0.7571 | 0.8076 | 0.9241 | 0.5684 | 0.7481 | 0.8291 | 0.8491 | 0.9518
Bernoulli Naive Bayes | 0.5733 | 0.7275 | 0.7947 | 0.8112 | 0.8955 | 0.5959 | 0.8102 | 0.7692 | 0.8607 | 0.9216
XGBoost 0.5841 | 0.6761 | 0.8288 | 0.8733 | 0.9134 | 0.5612 | 0.7537 | 0.7571 | 0.8741 | 0.9271

Average 0.6149 | 0.7300 | 0.8058 | 0.8601 | 0.9092 | 0.6235 | 0.7543 | 0.8053 | 0.8772 | 0.9335

Table 5. AUROC comparison across 8 classifiers trained on the synthetic adult dataset generated by

dp_cgan and rdp_cgan with various €(with =10

-5

Algorithm dp_cgan rdp_cgan
\ Epsilon e=1 €=2 e=4 €=6 €=8 e=1 €=2 e=4 €=6 €=8
Classifier
Logistic Regression 0.4775 | 0.6022 | 0.7212 | 0.7864 | 0.8450 | 0.5390 | 0.6579 | 0.7204 | 0.8225 | 0.8621
Decision Tree 0.4671 | 0.6123 | 0.7094 | 0.7812 | 0.8301 | 0.5436 | 0.6998 | 0.7499 | 0.8399 | 0.8675
Bagging 0.4401 | 0.6054 | 0.7087 | 0.7621 | 0.8050 | 0.5652 | 0.6607 | 0.7686 | 0.8078 | 0.8356
Random Forest 0.4403 | 0.6579 | 0.7543 | 0.8087 | 0.8645 | 0.6349 | 0.7435 | 0.8007 | 0.8483 | 0.8/15
Gradient Boosting 0.4610 | 0.5756 | 0.6988 | 0.8402 | 0.8201 | 0.5396 | 0.6554 | 0.7497 | 0.8506 | 0.8581
Adaboost 0.4637 | 0.5756 | 0.6955 | 0.7639 | 0.7664 | 0.6192 | 0.6679 | 0.7399 | 0.7628 | 0.8148
Bernoulli Naive Bayes | 0.5396 | 0.5416 | 0.7051 | 07579 | 0.8541 | 0.5509 | 0.7531 | 0.8070 | 0.8416 | 0.8538
XGBoost 0.4606 | 0.5709 | 0.6497 | 0.7998 | 0.8147 | 0.5473 | 0.6734 | 0.7561 | 0.8594 | 0.8551

Average 0.4687 | 0.5927 | 0.7053 | 0.7875 | 0.8250 | 0.5676 | 0.6890 | 0.7627 | 0.8291 | 0.8523
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Fig. 3. Average of AUROC across 8 classifiers with various e(with §=10"?)
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