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[Abstract]

With the development of wearable devices, individuals' health status can be checked in real time and
risks can be predicted. For example, an application has been developed to detect an emergency situation
of a patient with heart disease and contact a guardian through analysis of health data such as heart rate
and electrocardiogram. However, health data is seriously damaging when it is leaked as it relates to
life. Therefore, a method to protect personal information is essential in collecting health data, and this
study proposes a method of collecting data while protecting the personal information of the data owner
through a LDP(Local Differential Privacy). The previous study introduced a technique of transmitting
feature point data rather than all data to a data collector as an algorithm for searching for fixed &
feature points. Next, this study will explain how to improve the performance by up to 75% using an

algorithm that finds the optimal number of feature points k.

» Key words: Health Data Collection, Data Privacy, Local Differential Privacy

(2 <]

golel2 71719 wdow e A% AUE AN delsn AU A5 5
oAk, o2 So) A AF B A, A4 & ;
Ao wEAdlA et of
HE v FEENS A A7
3 elolEl el A9l 4
49 e B4 HE g o
Q7oA A% 7PEe Avlel. o

255 ol&dt] Ao Hul 75% FEAI7IE el el A E Zlolth

4 e

 First Author: Su-Mee Moon, Corresponding Author: Jong-Wook Kim
*Su-Mee Moon (sumeedi@naver.com), Dept. of Computer Science, Sangmyung University
*Jong-Wook Kim (jkim@smu.ac.kr), Dept. of Computer Science, Sangmyung University

* Received: 2020. 08. 11, Revised: 2020. 09. 20, Accepted: 2020. 09. 20.

Copyright © 2020 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



60 Journal of The Korea Society of Computer and Information

I. Introduction

312 1T 7123 gofel 71719) Wilo Avte ¢z,
AobE WREe} e A7)0 Cle AAS B 4
A =oick. o2 Sof Avte ¢l
o= VIR, AVge] A7IN B elS Ueids
AE AN, AL FAsk TH4eA Sol sl
ok, glolalg 7171 WAE AAE §5) ALeAtolA Al
U0 okt & 4 o 17 HelE AL 52 ol
A 2AQC B 7] Uo] APgEiol A8 217
Ne) E- 2% 25 BUSo] 0|89 oleig Yur

=2 =daF A
1es 7S

—‘ON_I

B4 712 5o AN 27 AT, 93 A 9 5 o
WAl R 285D 9ok oS S0l AAE ANZ 59
2739 ClofEl AW, A Al i), a3t o) 5
of 7 Aol ALG Tk o|XY Hol2lg 7171Z ol8d
WF QR B V1S A wE A7 F1e 13 A7
710l et sH2RE ARIS) £t o) Sof £718191 71
7 Al 2Qlo] B A9, dolele 1712 Ba ol Al
52 ol o 717 geke 91T 4 ock

o

XA

.
0§t WA 7o} A28 vlgo]

LIy

Al S AR l‘%Ol 7| mizol] siA AEaL
= wofolct. M o2 ‘EpiWatch'+= 7H=A19}F At

AN E Sl AH8ATe] HARS o 55taL 7HEolu B oAt
Al Atso2 Ash= ofF2]7|olAdoltt

Aol = 71715 &dll 24 14 HlolH & ek 22
IRl 85 glol Ry 4lslel Ay o]
et A7 SAO ALE Hck [2). 0] 5] TR
HolElS $A% 4 9l £} 717 lolE] BAS i
AAR Sol ApgE 1 9k olg Sof ofZe 20159 A

AA 237 HolElE fAdshs A ESfofQl MRIZS
g, oY nefll 9 o, o o o
AR AL 9% 92 WeolelE 2 4 Y Y
c}. Chan et al. [3]2 A R|Z1S o] 85t} A AA1Q] A
A RE2RH YR HolE et 37 RBE, F= &Y
5171 $lst A& 5ol tit HlolHE fASIRH. olFEA
717} glo]E]= ZIxpe] At ZEAof Uk vixlo
oAl Bd 7S S8l Bl dEsHA U
ang et al. [4]2

RO vas
etﬂéa o

>.
[ia)
rﬂ

i
oo
T
o &

>
@m
10
fu
d
Jju
2
>

l-'O

n

(]

T

l

ol

-
+ rul
39,
o

ﬁq
e mo

5 e

ol -

L o ok

o Q

ol jl;l,

Jo 3%

12 0

© o

2 >

H o

o

EX]
=0

W 7 JTEAE mols

gole: Zjele] 772

slejole|2 Ehush ol8El 9
aJ0] 7173 TiolEl Aol Aol

doleict. AR, ¥t 5o

SRORENE
A

[
N
o_ﬂ "
l—\l
oz
o

=3}t

AL G Qs YA 258 4 7] tieldt s
YRt AM|3Ate] ofsf @-g-8d Al HIE FS07HA] o]
EAE 4 otk olE S0 EAP dE2 Foiste o
271719 e BUE Alsrt eajEcty 2 AlelA &
Az g 4 oMok olXE 17 Hlole [0l WA
AF/gol et AlE AskaL, AdsH a4 % L8t
7] st % HlofElE Bk 710l Hasitt :6]
FA9 Aofels 77le vgdEt A dolEE a4st
7] wheo] 7§l AE B Hieto] Waxo|ct,
HlolelE FIsHl 27gsl7] 913t WHoR & shye A

o x}2 majolelA7} ERaICE A% AF ZejolBAl A
22 4 9 Clojel 24} glol = ClojelS 24 4 9)
o0} 72, 4, ofF 52 22 7|%lo] Aste] Agst
T 9l uhgolct. glojl 71712 S 217 Holels 4
A2 ) 2|9} AR ZejolelAlE ol ek AMYE Al

[ia)

o] 7ksstt. flof=lE 7171 A-8AL & HlolE ARAL
219] 47t HlofEfo]] o] =Z F7tste] SA7HOIAl ¥
H HofElS Adeith dlolH S AE e 247 510
&0 itk FEE Yok 4 lon HojE ARA}
tiet Y =7t 2ol S0 HlolE
S 4 0 5 A AR et

4l HOlEE S8

91711 H01 1529 /\1Hli% AEE 4 AL HofE A

|~>1 fr 4 o
“h‘f

e St /171 AV Al o] 27
olEi2 45t Wol il Aigkeick. xlo) xh melol
BAIS AF85to] Bloje] A8At SRolA WAs ol
£ ol i Ak At 59 4 35
UG B £EHOL U AIEtE £ 49
Cf. 2 9170 74 o83t Ak 3 WAl B9l el opy
£ 03 OIS RS Yl TS 49 272

. 9 £4] AololqE Aot A Zato]
BA] 7] Awa & Aglolx ALgst dojeel /1Y &
S gasick. Al WA B2e Aolste £ A 5% aby
of 59 ekaol el 492 £, A 2 4 ool
Bl A3 84S ROt} npRjato R Agoi: AlY
ZAsfet X|Abdol oisl 22 2ol

II. Related Work

dojel 71713 ol 1% dlolelg ANztoz
g 4 9P =9tk WoIA o7 7172 Be

H.IO



Collecting Health Data from Wearable Devices by Leveraging Salient Features in a Privacy-Preserving Manner 61

wo x|
o=2 uw

Totd wAet 22|, A= HlofelE 7171E ol
T AollA THEsHA 17 AdElE &lsthl AYE 9
& 4k fofaiE 7171e A% HiolE 4 7)<
742 A 7o 2ofe] mi2{ctels Wl Zith olE =
o] Wu et al. [6]2 EHR(Electronic Health Records)t
~Omic GoJE|(SAAEE, THiAl O AEsF S) BA
ol 7iY) YEE Y AH|ATL Thede R
Manogaran et al. [7]2 gloj2]E AIAE &3l &
o, YA, Adl 4 HojE 2 &Rte] A AW dElE
ALoflAl 81.52%9] eteg Bt} o]XF Hlf|
A~ Fof Bofol A2 u]xUA BElg X
x_| 1—/\]4] H:]Q}E o]oH AHA}/do] okld-g H]%
gou), 17 wEEs} F71i%c (5]
% AA7E A dlolgls 71719 ser 54T
= 217 dolel ciefeleln ik w88 §3) £
S &7gste] AT YaixE ACtE Az, AR
1R 24g B O UL B A2
iHeart, =of] 42449 # =
tor A% JEIE 573571 Hsh A
o s 71718 A
BE ZUEHE & ot ol o]

oL oo
ol

mﬂ:

o

)

o

o
uorok

L2 e =2 on

oo
oM
bal
Rl
u
o
Q
l
|}
o
ol
ol
rr
£
m
I
>
>

2uv =20
oA AFgSP7lol Bt 23, SR 4 Y 3 o]
BlE AghEol] tRo] F2 G, N B 5 8
AFZ 9J5) ALg ISt AR A2 AN Sol A%,
AORE ¢Jx]e} Avte WIEA ZHHSH] AAEoR &
8 2 9k dolal2 771t SgSHA A ool &
Aol 4 gyrelo e stcEigict. 5 Aele oz 71
% tloletg 2sto] W Tl Ae ol 53t oy
2 5 QP HIITE A ADLE gRIE Al & 54 A
A, 42, Aol2 AT AA, I AN Sol Wsol
oIk AMol S8 JRE AnEe F5) gould
AuE J13E o2 Sof AeAE Bo) e 4ot

>

AH|8E ZE22]2, Alet A2 25 A0 AEjE ARSI
9t 7Fe e ElolEhs A0HE 9] ARgAtA Algel

— =

ok o AN ER L 742, kS WAl wet o

=
5F A
Rk 2 olr},

717 dolgl & 248 4 9l
ADLE 9R|2 475 717} HlolE: AV Agt Sxtol
Z:;-K—T—E-]% }E)}EH Q}ﬂ ] EH 6’}71]_,} KT-_Q_K}J H] S| }E)]—E!C\)_]_
2N, 83 AR AAste o BEUL. o2 =
8l 7t&EA, AP)A|, Alol2A

I

PSS A}slo}oq

Oﬂq n}o]z L—lo-] Al

212 915t olal Al RIS et
X2 7Fx o

=
=32 A3t Y A1)

H dEs 5o A9 At
RIZHE= 94.1%9} 94.4% At

ol1, ERAL 92.1%2t 94.6%Z =O AJerz S woir},

ORIIRIZ Th4 A Alol2 AR AINE 3] 48

oIS Tde 92, 34 YA wETl £29 2
B4e §

k= A7t 78°“ﬂ91Ur (9], [10].

o2l = 71715 &l (FdstA 1% ol g S4sk=
Wriat A0l s B HlolE g B oske W] oigt
A= Fs] fe8E] A Qlot. %5 AR ZefolHAlE 9
& Ho[HE 3AAIERE Hosh= F419] goltt o
71t} Beaulieu-Jones et al. [11]= 9]& H|o|E{o] A} &
2tolHAIS A&t &R0 g mato|HA] BE | 2]
28 SFEAIZ1 00 Guan et al. [12]2 9 & 10T 71719
A Z&% dlojeo] Ak meloluirlel BiAl 2l 71Ye
Asgrsto] K-means #A13HS £385190H Mohammed et
al. [13}= 2kEeta tAY S ARE ZafolHAZ 7l
e 7&E glo] & AR Hloly ttoldshe W2 Aot
51t o] 2Jole AR mefolHAl= T Y=st 7]Mat
Al AMR-E]71 % S} Tang et al. [14]& AH2 majo|y
Al BGN(Boneh-Goh-Nissim cryptosystem),
SSS(Shamir’s Secret Sharing)S £3t5te] gjojg] 44

A A9l AuE BEsb] 93 WHoR AMgsott,

III. Background and Problem Statement

1. Local Differential Privacy

A3 mefoliale ug RS Al 3Rt HEE §
ARIE &3l B4 7ide 38 4 == BAGsFe =2t
oltjA] B o wHolh. thpo] 7lRlo] HEE Hlol8 247t
oAl BUiH, dlol8] 47k doje} daejES ol Bia
) EAX12 vjndict of o Hloje) 7K ARl 4 9)
Chl 7P to) 2 HojElE Aot v X<
A mjoluAle Alzla 4 gl HlolEl A4S 7hgal
A ko, HlolH A7 ¥ HojE7E ofd WA O
olE|2 M4 uH| =t} A|9 AHE majolwjA|of|A] Zizte]
dole] A8xR: AlR02 AL mejoluix]g GHEs:
Qlojgt Auels Arg Edf HlolElS W 5 dlole] 4
A7tIAl At & 7he] o-z&t Hlo]Ejo] A Do I
o] sfLte] TG ThE 1), heu} 2 SAIS PHEEITY
= AR RO 282 Do} DS PHEY 4 glo, me}

OJHA] & Hr= oz ZAECE [15, 16].

Pr(M(D) = O]
PriM(D') =0l

< 68



62  Journal of The Korea Society of Computer and Information

A9 R mglolHAloA  «2  sequential
composability]] 2J5]] n7ll2 Uso] AFRSH 4~ 9lon,
717t0] HlolEl ¢, (0<i<n)o} Ao} LTES £
s Abe mefoluiAlg gHEsio] WA (17, 18] Ze
OlHA] J=ot HoH] F-8/d2 Effoj= o= #Aoln
2 e ZefolHA] 2E FAl0f Hloly &85 A%t
th & o] ASa% LefoHA] =7} =obA]= B o

HoflA

o]E1 og./do Ll-op(]t,} u;}a}/q Eﬂollﬂ /\m }é

2. Notation and Problem Statement
2 =2 golel= 71710014 7id X Fasl glol A%

T =

HolElE 2AsH WS AKICh 2K0R o2 A

sfo] ElolE] 9842 &ol7] Sl 487k FA) Holed
7} ohd 9= %@l g HlolElE A7 B 2
o] £ AL Mok whgol ool A%sirlol oA, 2
APA AFEE Alol Tiel AIsY,

Aol 2T 5 A07 £2 v T ), 257}
AHEEU= {upyuy, -, 2 2Ol LERACE. 2210 nARE
3 v 29% w0 AAY A% HolE

w, = (), (tpd) o (,020) ) 2 BIIRICE oo w = &
A 37 PEolOR of <o << 4T VST Ho]
B AQAR= w0 A9 AR melo]HAlS A8dlo,
(t,opel)) 2 277101A D43t

pu; = ((tpat), (o). - 5
S EL

o} afEata mjAUES Sof wolxs
dolel cheat 2t
px; = x; +Lap(§—2)

AL WU AsE g~ 0,012 02 T2AOBIA] 7
solck UOAl A WEE HolE 4R WHS
PL= {puy iy, }2F0 B T, ARIPE @ che
o 2}

AVG(pxl) =—>< E px!

pu,EPL

IV. Proposed Method to Collect Health
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Fig. 1. Owner—side process of proposed approach
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Algorithm 1 Finding optimal &

input: Range of k, Sequence of a health data s;
output: Optimal &, Feature points Cy;q

1: optimalk +— NULL

2: bestR? + 0

3 bestClq +— NULL

4 fori=3...kdo

5 tempClig., tempR2 +— SFP(i,8)

6: if bestR? < tempR? then

Z bestR? « h:]‘ngu’?z

8 bestCigy + tempClg
9: optimalk + i

10: end if

11: end for

12: return (optimalk, bestClig)

& Algorithm 2

Fig. 2. Pseudo—code for finding optimal k
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Algorithm 2 Proposed Method for Searching Feature Points
input: The number of feature points &, Sequence of a health data s;
output: Feature points Cy;q, 22
// Step 1 :
1 Cst +— NULL
2 P +— NULL
3: slp + GetSecondtoLast Point(k)
1: Endpointsyig + GetEndPoints(k)
5
[

Tdentify feature points

5 ETTOF i 4 00
: while P[0] < Endpoints|0] do
for h + Plslp] + 1 to ListSize(s;) do

& curerror + GetCurlirror(Fg)
a9: if curerror < errormi, then
10: ETTOTmin +— CUTETTOT

11: Update Points(Chise, Prist)
12 end if

13 end for

14: Pyp + Pyp+1

15: for h <+ sip to 0 do

16: if P[h] = Endpoints[h] then
17 Ph—1]+ Ph—1]+1
18: Plhl + Plh—1]+1

19: end if

20: end for

21: end while
// Step 2 : Compute the R’
22: Generate random numbers ~ Lz 1])(3—”
23 r: sum of random numbers
U: Gl + Crigg +1
25: Compute polynomial with C7J;,
26: Compute B2 between polynomial and original data
97: return (Cle, 12)

Fig. 3. Pseudo—code for searching feature points and
R? with step count data [16]

2. Data Aggregator-side Processing
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Fig. 4. Aggregator—side process of proposed approach
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V. Experiments and Results

1. Experiments
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Table 1. An example of average error for proposed
approach
&
data size 0.5 1.0 2.0
290 X 101 238460.91 120437.16 63884.69
290 % 102 7708.52 3872.07 1826.34

(a) naive method

&
data size 0.5 1.0 2.0
290 < 10" 471.28 210.78 143.63
290 x 102 17.20 9.19 5.57
(b) optimal &

Table. 10] 28l n7jo] ClolEE 143 (a
Aot SA A T4 L1 5 AFESt] 2K £4) A
2 Alop A& (b)Y e7} F2 A A £ At 5
22 HolEPt opd S Ae FEsto]
O

Holel $-842 R 4 9SS oJulgicy.
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2. Results
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Fig. 5. An example of average error comparison between
fixed k& and optimal &

(data size = 290 10", £=2.0)
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