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ABSTRACT

The Internet of Things refers to a space-of-things connection network configured to allow things with built-in
sensors and communication functions to interact with people and other things, regardless of the restriction of place or
timeJoT is a network developed for the purpose of services for human convenience, but the scope of its use is
expanding across industries such as power transmission, energy management, and factory automation. However, the
communication protocol of IoT, MQTT, is a lightweight message transmission protocol based on the push technology
and has a security vulnerability, and this suggests that there are risks such as personal information infringement or
industrial information leakage. To solve this problem, we designed a synchronous MQTT security channel that creates
a secure channel by using the characteristic that different chaotic dynamical systems are synchronized with arbitrary
values in the lightweight message transmission MQTT protocol. The communication channel we designed is a method
of transmitting information to the noise channel by using characteristics such as random number similarity of chaotic
signals, sensitivity to initial value, and reproducibility of signals. The encryption method synchronized with the proposed
key value is a method optimized for the lightweight message transmission protocol, and if applied to the MQTT of IoT,
it is believed to be effective in creating a secure channel.
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