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Abstract 

Facial recognition is a biometric technology that is used in various fields such as user authentication and 

identification of human characteristics. Face recognition applications are practically used in various fields, but 

very few applications have been developed to improve the factory work environment. We implemented 

applications that uses face recognition to identify a specific employee in a factory .work environment and provide 

customized information for each employee. Factory workers need documents describing the work in order to do 

their assigned work. Factory managers can use our application to register documents needed for each worker, 

and workers can view the documents assigned to them. Each worker is identified using face recognition, and by 

tracking the worker's face during work, it is possible to know that the worker is in the workplace. In addition, as 

a mobile app for workers is provided, workers can view the contents using a tablet, and we have defined a simple 

communication protocol to exchange information between our applications. We demonstrated the applications 

in a factory work environment and found several improvements were required for practical use. We expect these 

results can be used to improve factory work environments. 
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1. Introduction 

Recently, there are many cases of applying smart factory technologies in various fields such as production 

management, Internet of Things (IoT) sensor applications and inventory management [1]. However, there are 

relatively few smart factory applications that can be used in and small-scale factories having low technology 

level. 

In this work, we developed a work management system that utilizes face recognition technologies to use in 

factory workbenches where machining is mainly performed. In a machining factory, workers need to see work 

order documents such as work specifications or blueprints in order to do their works. When a worker carries 

printed work order documents, there is a possibility that documents are left unattended on the workbench or 

lost. Compared to offices, the lighting of factory workbenches is usually not uniform and dark, or the brightness 

changes a lot depending on the sunlight, so it may be difficult to read the documents. To work out these 
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problems, we developed an application that displays a work document on a smart device that recognizes a 

worker's identity by face recognition. A large display screen is installed on the smart device so that the contents 

of the document can be seen well even in the dark. With using smart devices, information leakage is prevented 

by allowing only authorized workers to view the documents. 

The work management system consists of a manager application and a worker application, and two 

application exchange information with each other via our own communication protocol. In the manager 

application, you can register individual workers, assign tasks to them, and register documents required for 

work. In the worker application, a list of tasks assigned to a worker and a work order can be viewed. Worker 

applications that run on mobile devices are also provided to prepare for cases where portability is required. We 

demonstrated the implementation in a factory environment and are looking for further requirements for 

practical use. 

The remainder of this paper is organized as follows. Section 2 presents the background and related work, 

and Section 3 describes our implementation of the face recognition applications. Section 4 makes conclusion 

and discusses future works 

 

2. Background 

2.1 Face Recognition Technologies 

 

Face recognition is a major field of image processing, and several theories and many applications and 

libraries have been developed. Among them, OpenCV is a popular image processing library because it supports 

various languages such as C++ and Python, and it is relatively easy to build face recognition applications using 

OpenCV [2]. Traditional machine learning models for face recognition include Principal Component Analysis 

(PCA) model, Linear Discriminate Analysis (LDA) model, and Support Vector Machine (SVM) model [3]. In 

addition, the introduction of deep learning has improved face recognition rate, and many researches based on 

deep learning have been conducted [4]. Bourlai and Cukic addressed the problems of intra-spectral and cross-

spectral face recognition in homogeneous and heterogeneous environments [5]. Among the models mentioned 

above, SVM and deep learning models are difficult to implement on a low-spec computer due to high 

computational load. Since our goal is to apply face recognition applications to small and medium-sized 

factories, we tried to increase the practical recognition rate using PCA and LDA models.  

 

2.2 Face Recognition Applications in Practice 

 

Face recognition applications are practically used in various fields such as user authentication, surveillance, 

and attendance check. Zulfiqar et al. present a convolutional neural network based face recognition system [6]. 

Some researchers developed a technique to protect the face biometric during recognition, using the cancellable 

biometric [7]. NEC Corporation is a leading company in the practical use of face recognition, and its 

researchers proposed an identity-verification system for attendees of large-scale events using continuous face 

recognition improved by managing facial directions and eye contact of the attendees [8]. As an example of 

employing two types of cameras, a method which uses dome camera for tracking human movement and RGB-

Depth camera for extracting facial information to identifying a person is proposed [9]. Sajjad and his colleagues 

proposed face recognition framework for law-enforcement services in smart cities [10]. 

 

3. Implementation of Face Recognition Applications 

We implemented face recognition applications as a fixed display application and a mobile application that 
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can be used in tablets and smartphones. The full functionality is implemented in the fixed display application 

running on a Windows, and the mobile app runs on Android. The mobile application was developed for cases 

where installation is difficult or portability is required, and provides part of the Windows application functions. 

 

3.1 Fixed Display Application 

 

Figure 1 is the overall architecture of a fixed display application for face recognition. The entire system 

consists of manager and worker applications, the manager application is used in the office, the worker 

application is used on the displays placed in workplaces, and the network connection between them is Wi-Fi. 

In the manager application, users are registered and work orders to be performed by each worker are added. 

Images of each registered worker for face recognition are stored in the Face DB of the manager application, 

and it is replicated to the Face DB of the worker application. By using a replicated DB, it is possible to increase 

the recognition speed by reducing the data transmission time during worker identification. In the worker 

application, when a person approaches the display, a face is detected from images obtained by a camera 

mounted on the top of the display, and face recognition is performed using information stored in the Face DB. 

We used template matching for face detection and PCA algorithm for face recognition. When a registered 

worker is identified, the list of assigned tasks is displayed and task selection is requested. If the selected task 

has not been previously worked on, the worker is asked to sign the work agreement form. When the work 

agreement signature is stored in the Work DB, the work order is displayed through the display. The work order 

is usually made up of several pages and can be moved between pages using a worker's gesture [11]. The worker 

application continuously tracks the worker's face while the worker is doing his/her job. Even if there are other 

people around the worker, only the first detected face is tracked. When face tracking fails, it is considered that 

the worker temporarily suspends the work and has left the workbench, then the work order is no longer 

displayed. When the worker returns to the workbench, face detection and recognition are executed again. When 

the worker selects previously performed task, the work order can be viewed without a signature, and the last 

page worked on is displayed. 

 

 

Figure 1. System architecture of the face recognition factory application 

We used face images of 10 persons for testing face recognition. For each person, more than 50 images were 

taken from different angles and illumination. Figure 2 shows some of the images stored in Face DB. Even after 

registering images, images of each worker can be added to Face DB to improve recognition rate. Since images 

of the same resolution should be used for machine learning, we implemented an application that detects a face 

from a camera image and converts it to a 92x112 resolution image. 
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Figure 2. Examples of face images store in Face DB 

Figure 3 shows a demonstration of the implementation, the left is identifying a worker by face detection and 

recognition, the center is the continuous face tracking of the worker's face during work, and the right is only 

tracking the first detected person even if there are other people nearby. Continuous face tracking and one-

person tracking functions showed resonable performance, but we found that face recognition speed needed to 

be improved. 

 

 

Figure 3. Demonstrating face recognition (left), continuous face tracking (center), and tracking the 

first detected person only (right) 

We defined Smart Factory Protocol (SFP) for information exchange between the worker application and the 

manager application. Figure 4 shows the message format of SFP. The SFP message size is 128 bytes, and the 

first byte represents that this message is an SFP message. DEVICE indicates whether the client is a fixed 

display or a mobile device, SERVICEID indicates whether a client is the worker application or the manager 

application, and USERID is an identifier of a logged-in user. MESSAGE indicates the type of message, 

PARAM1-PARAM5 and DATA are parameters and data for the message, respectively. 

 

 

Figure 4. The SFP message format 

Table 1 shows all possible SFP message types and descriptions for each message type. 

SFP_MSG_PAGE_DONE indicates that the worker has completed the work specified in the work order, and 

SFT_MSG_LOGOUT indicates the situation in which the worker leaves the workbench and logs out. The 

SFP_MSG_TRAINING message means that Face DB of the worker application should be duplicated and 

machine learning should be done again. 
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Table 1. SFP message types 

Message type Description 

SFP_MSG_OK Getting permission, acceptance, or confirmation 

SFP_MSG_FAIL Requested operation failed 

SFP_MSG_DENIED Requested operation is rejected 

SFP_MSG_PROGRAM_START Starting program 

SFP_MSG_LOGIN_START Starting login 

SFP_MSG_DETECTING_START Device is starting face recognition 

SFP_MSG_DETECT_USER Registered user detected 

SFP_MSG_DETECT_ADMIN Administrator detected 

SFP_MSG_DETECT_UNKNOWN Server could not detect any registered person 

SFP_MSG_DETECTING_END Finishing face recognition 

SFP_MSG_SIGNATURE_REQUIRED Signature required before proceeding to next step 

SFP_MSG_SIGNATURE_UPLOAD Uploading a signature image 

SFP_MSG_IMAGE_UPLOAD Uploading an image with file size and name specified in DATA  

SFP_MSG_PAGE_DONE Task finished 

SFP_MSG_LOGOUT Processing logout 

SFP_MSG_REQUEST_FILE Requesting to send a file with file name specified in DATA 

SFP_MSG_TRAING Requesting to update images for training 

 

An example scenario where a worker application (client) requests a work order from the manager application 

(server) through SFP is as follows. 

 

 The client sends the SFP_MSG_REQUEST_FILE message. The file name is specified in the DATA area. 

 When the server receives SFP_MSG_REQUEST_FILE, the server checks the file name and responds with 

SFP_MSG_IMAGE_UPLOAD if the file can be transmitted, specifying the size of the file in the DATA area. 

If the file cannot be transmitted, it responds with SFP_MSG_DENIED. 

 The client receiving SFP_MSG_IMAGE_UPLOAD reads the size of the file, finishes preparing to receive the 

file, and sends SFP_MSG_OK. 

 Receive a work order file from the server. 

 

3.2 Mobile Application 

 

We implemented the mobile application to view work orders on a mobile device in a workplace where 

installing a fixed display is difficult. Assuming that public devices are used, the devices do not have user 

identifiers, so user’s face image is used to identify the registered worker. The mobile app's functions include 

identifying workers with facial recognition, showing a list of assigned tasks, signing a work agreement, and 

displaying work orders. Unlike the fixed display application, the human face is not tracked after the worker is 

identified, so the worker must close the work order screen when stopping the work. Figure 5 shows the 

architecture of a mobile application. In this work, it is assumed that a high-performance mobile device is not 

used, and the mobile app does not directly perform face recognition, but sends the detected face image to the 

server to recognize the face. When the user is identified, the task list and work order are fetched from the server 

and displayed. Like a PC application, a work agreement can be signed on the mobile app. 
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Figure 5. System architecture of the mobile face recognition application 

The mobile application also uses SFP to exchange information with the server. An example of a scenario in 

which the detected face image is sent to the server using the SFP to identify the user is as follows. 

 

 The client sends a SFP_MSG_DETECTING_START message to the server. 

 The server finishes preparing for face recognition and sends an SFP_MSG_OK message. 

 The client receiving SFP_MSG_OK sends the SFP_MSG_IMAGE_UPLOAD message. 

 The server sends the SFP_MSG_OK message to the client. 

 The client sends the image to the server. 

 After the server receives the image, it notifies the client of the result of face recognition. If it is a registered 

user, it sends SFP_MSG_DETECTING_IS_USER message. 

 When the client receives SFP_MSG_DETECTING_IS_USER, the client has successfully logged in. If the 

client receives SFP_MSG_DETECTING_UNKNOWN, the user could not be identified from the image. 

 

Figure 6 shows some of the activities of the mobile app. From the left, the activity detecting faces, the 

activity that displays a task list, the activity to sign the work agreement form, and the activity that displays the 

work order are shown. Work orders are usually made up of multiple pages and can be moved between pages 

by swiping the screen. 

 

 

Figure 6. Detecting a face image, showing a task list, signing a work agreement form, and displaying 

a work order 

4. Conclusion 

We developed applications for worker identification and work order management in a small factory using 

the OpenCV library and demonstrated them in a factory environment. Managers can conveniently assign tasks 

to workers and manage each worker's work orders, as well as see the working status of each worker. Workers 

can use the application to view tasks and work orders assigned to them on the workbench and no longer need 

to bring printed work orders. 
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As a result of the demonstration, we found that recognition accuracy and recognition speed need to be 

improved. The factory work environment is affected by lighting and has a lower recognition rate than the office 

environment. The face tracking function worked relatively well, but face detection may fail when a worker 

turns his/her head in other direction during work. To solve these problems, we considered alternative options 

like employing an RGB-D camera, using Bluetooth communication, adopting Kinect sensor which can 

recognize a whole human body. The applications do not require high computing power and can be used for 

building smart factories. 
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