) IANT iieeesees it
/ ‘ Journal of Advanced Navigation Technology J. Adv. Navig. Technol. 24(4): 314-321, Aug. 2020
o = x

Fault Detection through the LASAR Component modeling of PLD
Devices

< 5 2
3t \_]. R = §
SAMTHSID BB Meitistel SBHABET

Dae-in Pyo’ - Seung-beom Hong

Department of Avionics engineering, Graduate School of Aeronautics, Information and Industry, Hanseo University,
Chungcheongnam-do, 32158, Korea

2 e

LASAR (logic automated stimulus and response) 2~ ZE gJ]o]i= T2 Mz} 3] &2 7h=of )3t 24 7]5A18 2 24 A4ES 9138
A5 HAZ =IO S TRo|th LASAR A2 E o= Axte] =832 7] B F-F8 Aold AU d et A R}
oW A1 - gl o] Byl stk k] 1 =i oll A= At 17T gl PLD (programmable logic device) 222 <
AA WS Eote] i REE S s /i E LASAR 221312 12 Al Ed o] Aol v 1z e S E
3 g HEEE SRS A HEEL 710 AR EE L 91%, Oﬁ“ﬁla T AL 04% 3% FEEIolTh B

3 EP 310 PLD 2=t i3l - &3 Aol T3l 22714 122kA 3o 74$-100% AEste] d53k AsS el

[Abstract]

Logic automated stimulus and response (LASAR) software is an automatic test program development tool for logic function test
and fault detection of avionics components digital circuit cards. LASAR software needs to the information for the logic circuit
function and input and output of the device. If there is no component information, normal component modeling is impossible. In
this paper, component modeling is carried out through reverse design of programmable logic device (PLD) device without element
information. The developed LASAR program identified failure detection rates through fault simulation results and single-seated
fault insertion methods. Fault detection rates have risen by 3% to 91% for existing limited modeling and 94% for modeling
through the reverse design. Also, the 22 case of stuck fault with the I/O pin of EP310 PLD were detected 100% to confirm the
good performance.
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PLD &Ake| LASAR £E 22 g S¢&t

Example 1: sn7400d structural LAS model
Declaze the name, type,
of each component in
Ithe model.
1Y:$NA/1A,1B/;

Start

inputs, and outputs

INAND Gate Inputs 1A, 1B.

[

2Y:$NA/2A,2B/; !NAND Gate Inputs 23, 2B.|,[ Legic

R Fundion L—uw— |
VAN / . -
A.tl\A, 3A,3B/; INAND Gate Inputs 3R, 3B. 7200 Furcion Bock Diagram
LY:3NA/4A,4B/; |NAND Gate Inputs 4R, 4B. 1V= /1A + /18

IDeclare the inputs of the model.
INPUTS:1A=7, 1B=2, 2A=4, 2B=5, 3A=9, 3B=10, 4A=12, 4B=13; || Define Input Pins
'Declare the outputs of ths model.

OUTPUTS: 1Y=3, 2¥=6, 3Y=8, 4¥=11; |L Define Output Pins_
ENDMODEL; [

33 1. SN7400 NAND £ ZE 7=
Fig. 1. SN7400 NAND component modeling structure.
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Fig. 2. Digital circuit card of the UUT.
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T8 3. EP310 PLD &Xt &3 32%
Fig. 3. EP310 PLD output circuit.

Component from the

I" 1. Remowve the PLD |
circuit card board

- w -

[ 2. Extract JEDEC files

| wusing the Room
Writer

-’
|" 3. Check the number |

of fuses per macro
cell in the data sheet

e
- 4 Does the— R Mo
- match the T~ _1 4 _1 Extract JEDEC file
. number of - wrrite again
S fuses per o

file format to create

" 5_ Interpreting JEDEC
Boolean expression

)

6. Component ™
Modeling After
Applying a PLD Device

\ Reverse Design

LASAR automatic test

|' 7 - Development of
program

8 4. PLD &K SAH HXt
Fig. 4. PLD component reverse design process.

PLD &Xfe| a7

A|QFs= PLD &2} 947 HAaks &5 FErdy daks
T3 49} 2}, A= AR 32 7] Fo) A PLD AAS 243
a1 FetolE] GRS E-8-3te] JEDEC HY-S 538 v, X
wio] 2azf vlolE] Al uo} gl wiaE A §F240) H]

ol

W g AX S wAEE sl shajsha, B
JEDEC 9L t|oJg] A EQ] njaz2AY F=242 A ZHAJ3H
t}h Mg T2 Y88 Ferlo g 23 TS LASAR
BE 0 U 220 9S iy
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N;(]-HM—

HA F3EZ S 37 F}=ol| A EP310 PLD A4S
o] UNISITE E&o|8 v)E 53l JEDEC T+
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QP0020+
[Malalala)
11110111011101710111101111111111
11110000000000000000000000000000
0000000000000000000000 0000000000
00000000000000000000000000000000
00000000000000000000000000000000
0UOVUOV0UULU0U0U U0U0U0U00U00D000
0000000000000000000000 0000000000
00000000000000000000000000000000
00000000000000000000000000000000
T11711171711171171171171171171117711=
Lo320
11111111101101110111011110111111
11111111000000000000000000000000

QF2720+ GO *

0000000000000000000000 0000000000
00000000000000000000000000000000
00000000000000000000000000000000

0000000000000000000000 0000000000
00000000000000000000000000000000
00000000000000000000000000000000

SRR RERRRARERRARAREARRRRRRERES
| 0R40

N
00000000000
0000000000000000000000 0000000000
N0O000N00000AN00 000000 0000000000
00000000101111101111111011111011
1111101 111101111111111 1111111171+
C3A22+
1BA1

33 5. EP3100iM FZ&& JEDEC file
Fig. 5. JEDEC file extracted by the EP310.

19 5= A2 R34 53 A1 glE
9] JEDEC 3 ¥F g0},

732 ¥ JEDEC 3+2-S- EP310 &2} v =& A A4 =
ot YABHAIRE, o] 1L FetolE] | AZfAtoll A AlEsh=
read/write s/w® JEDEC ¥}<o] e Axl2RE] =& uj
= A1) AIZAPE R JEDEC 58 XY g2o] tf2 /] E2H.
1 =il A 283k DATA /O AF2] UNISITE & 2olE] ]
o] - %31 JEDEC &30] o] F= 7} 2712 A
o] =} A TF 17 6ol A o] alterarl2] EP310 H]o]
EAES a2 A Eales F8l vja=2 A F 3§22 =36
Nz LA shsh= 2o F a5tk

wpebA], 5 S A x| 5k517] $l8lA = JEDEC file2] 32 1]
E 83218 Altera -2 2101 36 H|ER A|ZAl5ke] &
32470 F27} A E =5 217 79 32o] JEDEC file 52743}

EP310 PLDAA}
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1/0 Pin in which Logic Array input is from feedback path

8 6. EP 310 PLD of32 A Z3lx [7]
Fig. 6. EP 310 PLD macro cell logic circuit [7].



QP0020* QF2720* GO *

[L0000] | Output Pin 19 Address || FUSE 32 EA

[111101110111011101111011111111
111100000000000000000000000000!
00000000000000000000000000000000
000000000000000000000000000000
000000000000000000000000000000
000000000000000000000000000000
000000000000000000000000000000
000000000000000000000000000000
000000000000000000000000000000
1113111131311131211311111111111
10320] | Output Pin 18 Address
11111111101101110111011110111111
11111111000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00000000000000000000000000000000
00001111111111111131111111111111*
L0640 || Output Pin 17 Address
11111111111101111011011101111011

--Omit--

QP0020* QF2720* GO *

[L0000 | [ Output Pin 19 Address || FUSE 36 EA |
[11110111011101110111101111111111111
1000000000000000000000000000000000000
1000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
1000000000000000000000000000000000000
1000000000000000000000000000000000000
11111111111111111112321111322121313182%*
[L0324 [ Output Pin 18 Address Changed to 324
111710110111011101111011111111111111
1000000000000000000000000000000000000
000000000000000000000000000000000000
1000000000000000000000000000000000000
000000000000000000000000000000000000
000000000000000000000000000000000000
1000000000000000000000000000000000000
000000000000000000000000000000000000
111111111111111111111111111111111111%
[L0648] | Output Pin 18 Address Changed to 648 |
111101111011011101111011111111111111
000000000000000000000000000000000000

--Omit--

o6 &

e

k66

d8 7. 32 A F= Aoz #st
Fig. 7. Conversion of the form of a macro-cell fuse.

3-2 JEDEC m! Zi sliA £ S22A| =ty

EP310 0|8 A|ES] w2 Al 272 )] 2/d% JEDEC
FE A7) A 11 69 HlolH A E Q] block diagram
< &8stk a9 79 95 A A A Algfehe FERE
L0000 3£7]5FH o] gk 199 ¥ Z29 o=y~ i
ok 3 AA) el 4,8, 12, 16, 21914 2] 2] 42710 42 <] v]
aha, &) AR 49 92,3, 4,554, 8, 12, 169} WA} A4
w|ojok St AND WHd e thel] A= a1 95 A 697 21
el uxp AAsojof s v] whdo) el AA T
wpx|a} 9 8- tri-state buffer =52 UEPATE 72 gho] &

T 12 enable 2157} vecE A2 HE AL st} mf2}A] 199

=9 I& H-& g2 o2 AH2|3HH ol9.trst = /i2 * /i3 * /i4 *
/i5 * 60|t}

T AR L0342 22 A 1890l ddatA Wi A WA g
o 5,8, 12, 16, 22HA =] 9] 47} 0%k <vlstar, 19 63}
o] zh wkx Bl H]gd AND Alo| Eof] 128 EM 8l =
2 Yog Zesh frk webA 18 &9 15 Tt
o 7 A2 EPA ol8.trst = (12 * /i3 * /i4 * /i5 * i6) = vee ©|Th O]
o} g2 W o g 3w 1798 L0648, A 1612 L0972, 3
152 L1296, 18]al A 1412 11620500 thsle] 53k i
Ho = fefir.

a9 69] 95 T 22 OR Al°|E2] &7 3L, D-F/F
(flip/flop) ~12] 31 %2 A& 7)(OUTPUT SELECT) 522 74

-t o w 7 gl Ffete] FAIEkGITE 1E 84 A4S
¥ JEDEC 3 wja 2 A F opx|ut K120l 12664 HWHTH
L270577P<l 427)19] F=o| A 149 ZERE 199 &2 F71H

22 €7 47019} 3719) #12 A€ 7)(FEEDBACK SELET)
AR dEi7E A R 27 E] o] Sl

o=

PLD &Xte| LASAR £E 2HEE &

rok

FOEA

T

> L2592
o 000000000000000000000000000000000000
!
e ol .
- o
o] of Jo

CLEAR

FEEDBACK
BELECT
:

T

a3 8. M=M=l JEDEC T
Fig. 8. Reconstructed JEDEC file output analysis.

X =]
Faic 24

chip u8 ep310

input/clk=1 i2=2 i3=3 i4=4 i5=5 i6=6 i7=7 i8=8 i9=9
GND=10 i1l1l=11 012=12 013=13 0l14=14 ol15=15
016=16 0l17=17 0l1l8=18 019=19 VCC=20

equations
ol9.4rst = /i2 * /i3 * /i4 * /i5 * i6

ol9.0e = vcc

ol8.trst = /(i2 * /i3 * /i4 * /i5 * i6)
ol8.0e = vcc

ol7.trst = /i2 * i3 * /i4 * /i5 * i6
ol7.0e = vcc

ol6.trst = /(i2 * i3 * /i4 * /i5 * i6)
ol6.0e = vcc

ol5.trst = /i2 * /i3 * i4 * /i5 * i6
ol5.0e = vcc

old.trst = /(i2 * /i3 * i4 * /i5 * i6)

old.oe = vcc

38 9. EP310 £24]
Fig. 9. EP310 boolean equation.
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x 23 Ao uje} Q)& ol ti st g ofef BAE F-g o
TS At 19 99} -2 A Az e 9l
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[\]
3o
“x, FIO
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o rﬂ 10
fr

rN
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E 1. PLD2} LASAR =2|8HA} Zhe| Bt o2

Table 1. Conversion table between PLD and LASAR

logical operators.

¥ 2. EP 310 PLD &At Zl2|x®
Table 2. EP 310 PLD truth table.

: us
Logic Gate . P . LR reoten Output g:greglt %Z\r/]itézl
Logical operators Logical operators 2 8 4 5 6 pin
NOT ! SNA 00 |0 |0 |1 19 L—H U1&U12
g,\Fl%D : ié,; 1 0|0 |0 |1 18 H—L u6&U14
YOR e X0 0 |1 0|0 |1 17 L—H uUt15&U21
XNOR Tk XN 1 1 0|0 |1 16 H—L U20&U23
Tri—State Buffer TRST $TR 0O [0 |1 |0 |1 15 L—H U39
VCC VCC $L1 1 0 |1 0 |1 14 H—L u40
GND GND $LO

LASAR -3 SLie] 2] dahs 2ul a9 92 11
o] F WA 553} o] PLD Z2139] 79- 4T LASAR

F 2o ahal elan,
Q= 413 ol Fo.2 A ik

EP310 PLD®] 7Z-9-oll 9] #2] Az 1Al
A BE)el Al 3 WA =2 Alo|E 5 32,3, 4,

HAHSHIIZE

ol A AR

Eaka = e ]

sHel Ad%
NOT Alo|EE $NAR A 2JslaL, F WA =2 Alo]E2] AND
Aol B =& A WAl Fo® =8| Al EE $AN°§ |

o)kl 3ol NOT Alo|E7} A4 37]2] OUTENA 4l &

] g] z‘fh:}

npxuko 2 E¥ 719, 18, 17, 16, 15, 149] 215 o] &
ikl 3 LEH %9 Alo]Ee] s STR_ANC.Z Z4éal,
Enable A& VCCE 45 o] glom g gL1= ZAJ3Ith 1
103} EO] v 21A A Qlel e &8 Wheko 2 7o)

o

E FHER 25 ste] Ashl |,

11 A10(AIU-DISCRETE OUTPUTS
IUS. AL TERAEP310
MODEL:

NRDWR:NA/P2/:
NMUX1:NA/P3/
NMUXO0:NA/PA/:
NDATSTB:NA/Pb/:

LATCHOO: AN/NMUXT, NMUX0,NRDWR, P6.MDAT STB/:

ENOO: AN/NMUXT,NMUX0,P2,P6,NDATSTB/:
OUTENOO: NA/ENOO/:

LATCH10: AN/P3.NMUX0,NRDWR, P6.NDATSTB/:
EM10: AN/P3,NMUX0, P2, P6.NDATSTE/:
OUTEN10:NA/EN10/:

LATCH20: AN/NMUX1,P4,NEDWR, P6.NDATSTB/:
ENZ20: ANFNMUX1.P4,P2,P6.NDATSTB/;
OUTENZ20: NA/EN20/:

LATCHO: TR_AMN/$L1,LATCHOO/:
OUTENO: TR_AN/$L1, OUTENOO/
LATCH1:TR_AN/$L1,LATCH10/:
OUTENT:TR_AN/$L1,OUTEN10/:
LATCHZ: TR_AMN/$L1,LATCH20/:
OUTEN2: TR_AN/$L 1, OUTEN20/:

INPUTS:P2=2,P3=3,P4=4,Pb=b.P6=6:

OUTPUTS:OUTEN2=14,LATCH2=15,OUTEN1=16,LATCHI1=17,

OUTENO=18,LATCHO=19:
ENDMODEL:

T8 10. EP310 oAt FE ZHIZ Wk A}

Fig. 10. EP310 device component modeling conversion

result.
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U21, 2 U39 #l#2E 241 Clock Pulse ¥4l L— H 415
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3-5 LASAR ZAISA|E =234 jjut

A% EP310 PLD 4Ak0] §-3 BliS 2-g-35ke] ujA
AA2E, AR g Sl 87
AlEY ol GAIE s & HFAHom F2E IR A
AlE S8l LASAR Z2 187 Ipgell A g e nolde] st
55 A3 Ao APl A8E= DTB (digital test
binary) 343} GPD (guide probe diagnostic) I} E-S A4St
ok 79 11& 2AE 22 A0S FE A" uxE J44 bt
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Fig. 11. LASAR S/W fault diagnosis.

Y HES MY U UE

EP301 PLD #3551 & AA 2T 4%
A utelyy] 5} rpele= T H —T—’Xobﬂ‘?l e
ol thste] a7 wElS 7Hshe] =
S Aoz AT AEA S IE(ATPG: automatic test
pattern generation)©|TH8]. o] F|&el Ui 1 HEES =t
o e T 7 AR o] Sl

A A= LASAR 7 & 5 a7 Al oS 8l A
AE e 18-S QR 8 (fault detection summary)S- 2913}
W A v S ARAEEOH AE EAR]
MIL-STD-2077B¢l] ©#]%¥ RAM (random access memory),
ROM %= PROM (programmable read only memory) = =52
3] 47 325 1A stuck at 0, 1) 100 % AAF 2 7
A= MY FETT AA RO Q) 01 = "o mzk4deks
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Fig. 12. LASAR experimental environment
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| FAULT DETECTION SUMMARY |

| Fault | Faults | FaultsNot | Possible | Definite | TOTAL |
| Category |Analyzed | Detected | Detection | Detection |COVERAGE|
|Stuck—at-0 | 352 | 14 397% | O 0.0%| 338 96.0% | 96.03% |
|Stuck—at-1 | 321 | 14 436%| 29 9.0%| 278 86.6% | 95.64% |
|Open—to-0 | 20 | 7 35.0% | 0 00%] 13 65.0% |6500% |

|Open—to—1 | 1591 3823.9%| O 00%| 121 76.1% | 76.10% |

| TOTAL | 852 | 73 85%1 29 3.4%| 750 88.0‘1' 91.50% 1

29 faults were POSSIBLY detected:

73 faults were NOT detected:

<*> B11@0. C16@0, C29@0

<Ue> 1/1,2A, 31, 41, 5/1, 6/1, /1, 8/1, 911
(UT) 2/0 3/1, 4/1, 5/1 6/0 7!0 8/0, 12/0, 13’0

‘ @ 50, 1@ 7 @0, L T3@T,
15@0 15@1 16@0 18@1 17@0 17@1 18@0 18@1 19@0 19@1

a3 13. Aatsiel &

Fig. 13. Fault detection result of limited component
modeling
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| FAULT DETECTION SUMMARY |

| Fault | Faults | FaultsMot| Possible | Definite | TOTAL |
| Category |Analvzed| Detected | Detection | Detection |COYERAGE|
|Stuck-at-0 | 3301 2 06% | 1 03% | 327 99.1% | 99.39% |
|Stuck-at-1 | 328 1 9 27% | 1 03% | 318 97.0% | 97.25% |

|Open-to-0 | 206 1 19 92%| 19 9.2% | 168 81.6% | 90.77% |

|Open-to-1 | 2161 27 126% | 24 11.2%| 164 76.3% | 87.44% |
| TOTAL 1079 | 57 53% | 45 4.2% | 977 90_51.‘94_71‘¥.I|

45 faults were POSSIBLY detected:

57 faults were NOT detected:

Signals P1_A08@0, P1_Co4@1

<U_4> 12@1, 13@1, 14@1, 1/0?, 1/17,7/1, 8/1, 9/1
<U5> 18/07, 18/17, 21/0?, 21717

<U_8> 18/07, 18/17, 21/0?, 21717

<UD 1/12,19/07

<U8> 1712, 19/07

<U_9> 6/0.6/1.7/1, 81, 8/1. 131

T8 14, 947 J|gof ofat HetE Aol
Fig. 14. Fault detection result through the reverse
engineering.
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Table 3. EP 310 PLD fault insertion list.

List Fault Insertion Fault type Result

1 U8 Pin2 to Pin10 Stuck at 0 detect
2 U8 Pin2 to Pin20 Stuck at 1 detect
3 U8 Pin3 to Pin10 Stuck at 0 detect
4 U8 Pin3 to Pin20 Stuck at 1 detect
5 U8 Pin4 to Pin10 Stuck at 0 detect
6 U8 Pin4 to Pin20 Stuck at 1 detect
7 U8 Pin5 to Pin10 Stuck at 0 detect
8 U8 Pin5 to Pin20 Stuck at 1 detect
9 U8 Pin6 to Pin10 Stuck at 0 detect
10 U8 Pin6 to Pin20 Stuck at 1 detect
11 U8 Pin14 to Pin10 Stuck at 0 detect
12 U8 Pin14 to Pin20 Stuck at 1 detect
13 U8 Pin15 to Pin10 Stuck at 0 detect
14 U8 Pin15 to Pin20 Stuck at 1 detect
15 U8 Pin16 to Pin10 Stuck at 0 detect
16 U8 Pin16 to Pin20 Stuck at 1 detect
17 U8 Pin17 to Pin10 Stuck at 0 detect
18 U8 Pin17 to Pin20 Stuck at 1 detect
19 U8 Pin18 to Pin10 Stuck at 0 detect
20 U8 Pin18 to Pin20 Stuck at 1 detect
21 U8 Pin19 to Pin10 Stuck at 0 detect
22 U8 Pin19 to Pin20 Stuck at 1 detect

https://doi.org/10.12673/jant.2020.24.4.314

a8 15, D&AESH 15
Fig. 15. Implementation of stuck fault.
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Fig. 16. Stuck-at fault detection of Pin 2.

ATPG_B Test T0140

ATPG TEST: FAILED

** Seeding Enabled with 0 Mismatch and § Fault Sets v
** Probing Through Matrix Enabled *+

** Fetch failure from Fault Dictionary

** Channel A29 failed at result index 9

** Fault Dictionary found no faults <= 0 mismatches
Tester_Pin A1S FAILED at step 10

Tester_Pin C29 FAILED at step 1
Bin U8 2 FATLED at step 1

** Primary Input Bad at C29

** DIAGNOSED FAULT ON NET READWRT :

_** Input Pin(s) - us 2

** Tester Pin(a) - (€29

a8 17, © 2ol nar Nzt AE Hnt

Fig. 17. Stuck-at fault detection result of Pin 2.
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