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ABSTRACT

This paper presents the design and the implementation of CRESTIVE-DX, a concolic testing tool that distribute the concolic testing
process over the embedded target system and the host system for efficient test generation of a target embedded program. CRESTIVE-DX
conducts the execution of a target program on the target embedded system to consider possible machine-dependent behaviors of a target
program execution, and conducts machine-independent parts, such as search-strategy heuristics, constraint solving, on host systems with
high-speed computation unit, and coordinates their concurrent executions. CRESTIVE-DX is implemented by extending an existing concolic
testing tool for C programs CREST. We conducted experiments with a test bed that consists of an embedded target system in the Arm
Cortex A54 architecture and host systems in the x86-64 architecture. The results of experiments with Unix utility programs Grep, Busybox
Awk, and Busybox Ed show that test input generation of CRESTIVE-DX is 1.59 to 2.64 times faster than that of CREST.
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ConcolicTesting(P, iny)
in « in,
while —timeout() {
t « start RunProgram(P, in)
¢ « receive from ¢
do{
Y < nextpath(¢)
} while UNSAT()))
in < SOLVL(y)

Nl eI B e S R I

}

RunProgram(P, in)
11 ¢ < run(P, in)
12 send ¢ to ConcolicTesting

Fig. 1. General Concolic Testing Algorithm
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Host(P, in,)
in < in,
while —timeout() {
send in to Target
¢ < receive from Target
do{
1) < nextpath(¢)
} while UNSAT(y)
in < SOLVE(Y)

N=RNeC TN e NS I T B I

(a) Algorithm that Run on the Host System

Target(P, in,)

11 while —timeout() {

12 t « start RunProgram(P)
13 in < receive from Host
14 send into t

15 ¢ < receive from ¢

16 send ¢ to Host

17 }

RunProgram(P) {

21 in < receive from Target
22 ¢ < run(P, in)

23 send ¢ to Target

(b) Algorithm that Run on the Embedded Target System

Fig. 2. Distributed Concolic Testing Algorithm
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(41.3) | (83.9) | (39.7) | (3.5 | (33.0) | (84.3)

Table 2. Time Spent per Course using Uniform Random(sec)

(a) Search
Strategy

CRS CDX CRS CDX CRS CDX

(c¢) Execution and

(b) SMT Sover Communication

Grep | 7.5 1.0 107.8 | 62.6 177.9 65.1

Awk | 10.3 1.6 64.1 35.2 194.8 117.3

Ed 9.2 1.0 40.7 19.7 101.7 38.6
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