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35) MUSE - End User License Agreement, https://choosemuse.com/legal/ (accessed Jun. 30,
2020).
1.7. For Information Purposes Only. (% 2F) Interaxon’s Muse headband is not a medical
device and Interaxon is not a licensed medical or healthcare provider and has no expertise
in diagnosing, examining, or treating medical conditions of any kind. Further, you understand
that any information generated from Interaxon Services, Software or Interaxon products
1s not medical information and you will ensure that medical information or other personal
health information is not uploaded to Interaxon Services or Software or Interaxon products.

36) INTERAXON'S PRIVACY POLICY/Effective Date of Privacy Policy: April 27, 2019/.
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40) KAIST w5 48, AAs, A 54,

41) ©]Qleg, “AlAo] 2o Hul4 - HEA Al gk 12, FOPHIH(A209 15), 2019, Fr=

42) Benjamin Libet, Do we have free will?, 6 J. Conscious. Stud. 47 (1999).

43) Joshua D. Greene, Leigh E. Nystrom & Andrew D. Engel, et al., The Neural Bases of Cognitive
Conflict and Control in Moral Judgment, 44 Neuron 389 (2004).

44) See, e.g., Adam J. Kolber, Therapeutic Forgetting: The Legal and Ethical Implications of
Memory Dampening, 59 Vand. L. Rev. 1561 (2006).
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45) See, e.g., Judit Gervain, Bradley W. Vines & Lawrence M. Chen, et al., Valproate reopens
critical—period learning of absolute pitch, 7 Front. Syst. Neurosci. 102 (2013). (A 2lo]
H oo)Fo] A S35 5 & ).
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Soll I3t AH -5 FEohs 2ls 5428 sh= vlto]H 9

L HA7 ol Bk S| v

HAdHol Farat sh= Aok Aol WE2 XA Ar(cognitive
liberty), 214 Zz}o] WAl (mental privacy), ¥ Zg}o]#A](brain privacy),
- ko] A] (mind privacy), 84124 €74 (mental integrity) 5] -1
2 27N7} Ho] gz, A 2009 A3 H A # ko] s w=olof wi A

(54) o] 2 MAAFEE] X B Bl gk AakS Agro =y Q1S 2} HEE
Hoakar, volrt 7ijle] E43 7HAE FRldke B o® ).

49) Shoshanna Zuboff, The Age of Surveillance Capitalism — The Fight for a Human Future
at the New Frontier of Power, PublicAffairs, 8 (2019). (Zuboff:= 7+, H|o| A&} &
A 1T 719 E50] AFEES] ol g WdlolHE F28kaL o] & FA84 42 BRE
2 Ee] o]ole Fislr] 98k ko o] &3k it olug} o] & 95| 7912] dE
A=A 02 JhYgete] FAshs WMo m7A] Loyl Zlo] MIFFo e} QITMI S e
FH7F vk Bdth AbEe] dATA TSl tigh ARE vE o R sk o] &1t A
FAE 719 ol Ao R Ak o] 2T /It wElE JESAXItkaL Bt
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o] &= A<l 7] W& A g A glvk 20009 =
A ES F18F oFE- 719 AR e HAE 9L §3 mind-
| BFFo A AL, H 5~61d Aol 9]
714 QI Zo) 2, AA]7]%5 & 918 DTC(Direct—to—Consumer) 7171,
HA178 A, 2R T = 3 v R AL Qv o] A/ A LAl o]
88 T U= 7=l *E‘O%%“ﬂ kA 133%‘3 A3 = HlolE = vt
Gl A oL k= FollA, = A7 A e AbA] B vt opu el 1 8ol gk Tk
Ao RHE AHrEa T e ?ﬂﬂoﬂ ek 7t % T Qe F|aL 9l
R.G. Boirei= On Cognitive Liberty(Part 1) 2= w5 &34 Q1A 4 =}
£ 7|24 ol o ® Baaof ke sl thSD) Boirets ‘AMES] At
(freedom of thought)2h= W& HA /3’8 @ 5o ¥ Zglo]B| A(brain
privacy), AH4d (autonomy )3} A& (choice)S H&35}7]o FE3F A 2-g-
Mdo = A 4= A= 7Nd O = cognitive libertythe £0] S 719] olj<l
W. Sententia®} 374 "= EFaL ¢H}52) W, Sententiat= cognitive liberty &
A 7= EUEH kAL 224H 5= Q= Yol Sk 2141715 f1gH A
9] A}-(freedom of thought) &Fa1 & 2]5}3it}53) J—C. Bublitzi= cognitive
liberty %=+ right to mental self—determination< 7i<12] ‘m}S-of] tfj gl =4
A (sovereignty over their minds)’-& 2|7 g}l 51aL, o 7]of| &= A 23 2]

2

-

o9

X,

[

i
|

reading, brainotyping®0)©

50) HAIA olm o RIS A, B, XsHe] AAwAE A5k d-E vl gtk
See Martha J. Farah, M. Elizabeth Smith & Cyrena Gawuga, et al., Brain Imaging and Brain
Privacy: A Realistic Concern?, 21 J. Cogn. Neurosci. 119 (2009).

51) Richard Glen Boire, On Cognitive Liberty(Part 1), 1 The Journal of Cognitive Liberties,
1, 7—13 (2000).

52) Richard Glen Boire, Searching the Brain: The Fourth Amendment Implications of Brain—Based
Deception Detection Devices, 5 Am. J. Bioeth. 62, 63 (2005).

53) Wrye Sententia, Neuroethical Considerations: Cognitive Liberty and Converging Technologies
for Improving Human Cognition, 1013 Ann. N.Y. Acad. Sci. 221, 222—223 (2004) (“Cognitive
liberty is a term that updates notions of “freedom of thought” for the 21st century by taking
into account the power we now have, and increasingly will have, to monitor and manipulate
cognitive function. Cognitive liberty is every person‘'s fundamental right to think
independently, to use the full spectrum of his or her mind, and to have autonomy over
his or her own brain chemistry.”).
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A e Hrt J‘j—?} A TkaL W QkT)54)

N. Farahany+= cognitive liberty S A}219] ‘& o} A4 A& of sl x}714
g olekar g ojeta, o]% 2] A, A7) 24, A4l o] H ok A B9
o 3t Zolol A 58 #AEs= dolgla 3}Qi} 55 1= B
3| 2= 2Ll Al ‘?jf%?} ‘52]4 33| (physical injuries) & a0k & 2]
1?*7 I th= 39 715§k A 7o) 2] (doctrine of avoidable consequences)’

< ‘A1 1)3] (emotional injuries) ol &= 2748 4= Q=4 of] ¥ A& A
]3}‘57\1,56) 71 9)f) Ake el Wk kS WSt 7= H A ek
W 30 Aol A At 7ol weE 71 e] ARl cognitive
libertyell @&& & 7Fedol JvkaL sktks?) H. T. Greely+= " 97d=
%3t mind—reading 7]5=" 0] @A ARA (4 lie detection) ¥RF ol 2} ‘WAL
AFA (el pain detection), A w3 A= ARE 5= =T, o218 7]
o] FQ $Fo| = cognitive libertyE 53k tE58) 18] a1 7)Q19] A{-=28
OJAtell &J3A mind—reading= Bdh= S ALS] A 0.2 318 7he gk Lol
B 7P 23S A s Alo] o BE IS e éﬂﬂ Hrka 2A
< RH—3EAHE 4 (quasi—involuntary)” ‘5] & 5% a5 3T

F. X. Shen< ¥ 944} 7|43} #¢d % mental privacy2] B4 Ho S F3=

°](Fourth Amendment)<2} 27|52 A5-H (Fifth Amendment) 2] oA

54) Jan—Christoph Bublitz, My Mind is Mine!? Cognitive Liberty as a Legal Concept, in Cognitive
Enhancement: An Interdisciplinary Perspective, 233, 241 (Elisabeth Hildt & Andreas G.
Franke, eds., 2013).

55) Nita A. Farahany, The Costs of Changing Our Minds, 69 Emory L.J. 75, 98 (2019).
(“Cognitive liberty encompasses freedom of thought and rumination, the right to self—access
and self—alteration, and to consent to or refuse changes to our brains and our mental
experiences.”)

56) Id. at 90.

57) Id. at 101—104.

58) Henry T. Greely, Neuroscience, Mindreading, and the Courts: The Example of Pain, 18 J.
Health Care L. & Pol'y 171, 202 (2015).

59) Id. at 203.
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J. Clausen, et al.,< ‘17 Eé(neuroprosthetlcs) 9] privacy 1§l
A AskAth64) 53] AA| mha|gkAte] W 717 <1E| o] ~9] ZH-9- sl
N1 T H7ol| thEk ¥ o W FelA AlFlo] 2 EH = 5] 9
7] wioll, W17k 4178 Hlolgoll tefjr = o5 A B} 22 0] 1A%
RS 7}d aslthar slqithes) B 217 71 7] thgk o =A%l el o] Y1384
¥} ] I EFHE HolE o] oFo Al Z2; oA ol ek are 7} < 8 ghrtar 5t
Ah66) K. Pratt™ “=H—FFE 1 o|~(BCD' 7171 ©]-&A+9] Neural
privacy ] H &2 " Qo] Q) o1}67) JE—o] 554 9] BCI H|o]E]:= HIPAA
(Health Insurance Portability and Accountability Act)”7} -85+ QE@
Hoj| s gslx] For 2 WA B35 o] HlFglolA Holu = B-57F B
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60) Francis X. Shen, Neuroscience, Mental Privacy, and the Law, 36 Harv. J.L. & Pub. Pol'y
653, 668—669 (2013).

61) Id at 658, 674.

62) Id. at 704.

63) Id

64) Jens Clausen, Eberhard Fetz & John Donoghue, et al., Help, Hope, and Hype: Ethical
Dimensions of Neuroprosthetics, 356 Science 1338, 1339 (2017).

65) 1d

66) I1d

67) Katherine Pratt, Brain Computer Interfaces: Privacy, Ethics, and Policy, Dissertation,
University of Washington, 35 (2019).



LS A4 31t}.68) D, Hallinan, et al.,= Neuroprivacy 2] X5 tj/d<l =A%
tlo]E](Neurodata) o] A= 522 i) Hlo|E ¢} HlolE =419 Aa/d 0]

S5sith= A, i) A%l gk A= FEje] $2E 7 sl Sk A,
i) oW dlo|E7} = w=A] B dA| Hdrhs e Aaersithey)

20173 OECDellA] Y2 Neurotechnology and Society: Strengthening
Responsible Innovation in Brain Science 2= A|&-2] B Ao & ¥ A7
vpste] o w 13k ]2 - A - AL A olgre] SFUbE ‘privacy’ ¢l
sl A] 71 star QAe). o] Harxoa]= BCI 7]7170), ‘Q1X] 715 3¢S 9§
AHIARE 717170 8Lttt S| T3 @9 7 (open science and open
innovation)’72) &} T s}k privacyol el 1o D A4S o1 9yt vt
AR vla Agae] A5 A dE® 2193](Presidential Com—
mission for the Study of Bioethical Issues)ol| A= 201432} 2015d9] Gray
Matterstl= A 2-2] A B 3AE W75 =), Gray Matters (Vol. 1)l A]
= CT, PET, EEG, fMRI3} 22 "= o|n] %" o] ¥ 0 2 AojX|= A H 50| 1
=] o, AR T, HE] oJAke] 22 o) ARE-EWHA] brain privacy $-#7F
A7) e}ar 3k TET3) Gray Matters (Vol.2) o= Q1A] 7|5 32 ¢t
DTC(Direct—to—Consumer) A% 52| o]-8*}2] Ho|H 2] privacy H.27}
AHs} A o] FoIRA] e T Uiz 7FeAd o] A A H UL HA oA HA

=
78 SAE ©]-8-5k= 22 mental privacy?5), cognitive liberty76)ef| tf

68) Id. at 46.

69) Dara Hallinan, Philip Schiitz, Michael Friedewald, et al., Neurodata and Neuroprivacy: Data
Protection Outdated?, 12 Surveillance & Society 55, 65 (2014).

70) OECD, Neurotechnology and Society: Strengthening Responsible Innovation in Brain Science,
OECD Science, Technology and Innovation Policy Papers No.46, 17 (2017).

71) Id at 18—19.

72) Id. at 34.

73) Presidential Commission for the Study of Bioethical Issues, GRAY MATTERS—Integrative
Approaches for Neuroscience, Ethics, and Society, 5 (Vol. 1. 2014).

74) Presidential Commission for the Study of Bioethical Issues, GRAY MATTERS—Topics at
the Intersection of Neuroscience, Ethics, and Society, 14 (Vol. 2. 2015).

75) Id. at 86, 90.
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9212 Ao, ARl 3 iHel e A7 WA o] Bt B
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<
°f 2ttty HFE Brol= Ao] ZelowA] HslE F33telr] T30l

fMRIS} 22 o] 7|5kt ALS 7 2 3 8HA] -5 mental privacy & 2571
EAAEL 0|3t 7ES A 152 7S HS Wolok & o T =

/
7R APFO) Az 1S SIvlBtaL, ARSI B of 7ol of el -G

7EH o2 BgElof shthe 5] Al7)= AL ok
M. Ienca & R. Andornos= ko= W47 38} itopoll A Qs QldoR
cognitive liberty, mental privacy, mental integrity, psychological continuity
A7IA1E AABFSIEET9) o] 52 7159 sZefo| A o] uh3ol] 73t HlolH &
Fol=A] o H7 B8 g, divkeba Zefolm Al o] ool whgk §hel

Ay A
d WA 3ol f17] wiolehar ak31tE.80) Z12fal brain datas= 7H1] A

76) Id at 90. (“However, in the future, neuroscience evidence might raise concerns about
cognitive liberty and invasion of privacy. Some scholars claim that neuroscience brings us
one step closer to being able to interrogate the brain or ‘read minds,” which could have
implications for individual privacy.”).

77) Id at 102. (“These techniques raise crucial questions, including whether “inner mental or
neural processes’ deserve more privacy protection than external or behavioral elements such
as words and actions, and if so, whether convicting criminals is a sufficient justification
for violating that privacy.”).

78) Id. at 104.

79) Marcello Ienca & Roberto Andorno, Towards New Human Rights in the Age of Neuroscience
and Neurotechnology, 13 Life Sciences, Society and Policy 1 (2017).

80) Jd at 12—13. (ZZefo|HA| ] W-goll= 716l gk AH. Qo] AA] = AFAR] Aol
ek HES TAE T A= AdE 2ok Jer g, sixlanit o] dgE v v
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S K %3} negative right to cognitive
libertyE A3k, o]& B 4 )&= W2]E mental privacy9} psy—
chological continuity S #| A3} T} mental privacy= 71212] n}3- Z50f Q)
AFAR] S HIgel RO BSE onfshi= 108, o] 2 A= 3
7] ool Arup 17l o] He AR HEg= Aollx Rk
privacy 9} THEE thal B QJt}.82) o]} B0 psychological continuity
F4 S HRFA 7w AR &3l A3 oA A o E 5 5
Al e AYske Ao 2RE Q1Y AAEY AAIA 714 (mental sub—

strates of personal identity )2 X & 3k} al 3}AT}.83)
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o WA
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P. Sommaggio, et al.,< Boire2} Sententia®] Al S 2183} cognitive
libertyE -5 BAIS = J & A2 A3t} 2124 cognitive liberty
9] 7fdA} vl ol A=A 71 (negative intervention) ¥} 2 =221 x}7]
AAo] o]3F M (positive self —determined alteration) 2] o] =% | A7} A
= 34 A ke e A4 SFITESY) Z1= cognitive libertyol] Tt
1128 E )& Human Neuro—rightsZ A|etstith YA A Q1 A Ao ot &
HARN 7HS ke 4= Q)&= 1Al B.S ‘habeas corpus(Q1A] H.5)' o] A=
i

s B WA
G, = ‘habeas mens("x2] B3)'E T8 o]= ‘Lo vl A

A =gtk s Asskaith).

81) Id at 14. (5, 7HIe] &JA8HA] e+= w<tel e Hupr) 7|52 = 7] well 59 9=
T3 o] 7hssiths oA 5HE Hert Fasitkal skqith).

82) Id at 24. (“In contrast to existing privacy rights, the right to mental privacy stands to
protect information prior to any extra—cranial externalization (e.g. in verbal or printed
format) as well as the generator of such information (a person’s neural processing’)).

83) Id

84) Paolo Sommaggio, Marco Mazzocca & Alessio Gerola, et al., Cognitive Liberty. A First
Step towards a Human Neuro—Rights Declaration, 3 BioLaw Journal 27, 28 (2017).
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T3l R, Yuste 25 $AHORE 3= Columbia ™er] Neurorights
Initiative A7-ZE- Neurorights®] 57F4] 8.4 7)Q19] Aol 3t A
o] (Right to Personal Identity), AF+-2] Aol &3+ A2] (Right to Free—will),
“g21# sefolm Al (Rifht to Mental privacy), 4% 7ol thek 553 3
H(Right to Equal Access to Mental Augmentation), da1g8]& HAO 25
B B35 ¥S A7 (Right to Protection from Algorithmic Bias)Z A A3}
C}.86)
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A Study on Legal Regulation of Neural Data and
Neuro-rights

Ji Hyun Yang
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=ABSTRACT=

This paper examines discussions surrounding cognitive liberty, neuro-privacy,
and mental integrity from the perspective of Neuro-rights. The right to control
one’s neurological data entails self-determination of collection and usage of one’s
data, and the right to object to any way such data may be employed to negatively
impact oneself. As innovations in neurotechnologies bear benefits and downsides,
a novel concept of the neuro-rights has been suggested to protect individual
liberty and rights. In Oct. 2020, the Chilean Senate presented the ‘Proyecto de
ley sobre neuroderechos’ to promote the recognition and protection of
neuro-rights. This new bill defines all data obtained from the brain as neuronal
data and outlaws the commerce of this data. Neurotechnology, especially when
paired with big data and artificial intelligence, has the potential to turn one’s
neurological state into data. The possibility of inferring one’s intent, preferences,
personality, memory, emotions, and so on, poses harm to individual liberty and
rights. However, the collection and use of neural data may outpace legislative
innovation in the near future. Legal protection of neural data and the rights of its
subject must be established in a comprehensive way, to adapt to the evolving

data economy and technical environment.

Keyword : Neurorights, Neuro-rights, Neural data, Neurodata, Neuroethics,
Mental privacy, Neuroprivacy, Cognitive liberty, Mental integrity,
Neurolaw, Personal Information, Biometric Information




