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Log Management System of Web Server Based on Blockchain
in Cloud Environment

Yong-Bum Son’ - Young-Hak Kim'

ABSTRACT

Recently, web services have been expanded to various areas with the evolution of cloud environment. Whenever a user accesses a
web service, the user's log information is stored in the web server. This log information is used as data to analyze the user's web service
tendencies and is also used as important data to track the user's system access when a security problem in the system occurs. Currently,
most web servers manage user log information in a centralized manner. When user log information is managed in a centralized manner,
it is simple in the side of operation, but has a disadvantage of being very vulnerable to external malicious attacks. In the case of centralized
management, user log information stored in the web server can be arbitrarily manipulated by external attacks, and in severe cases, the
manipulated information can be leaked. In this case, it not only decreases the trust of the web service, but also makes it difficult to
trace the source and cause of the attack on the web server. In order to solve these problems, this paper proposes a new method of
managing user log information in a cloud environment by applying blockchain technology as an alternative to the existing centralized
log management method. The proposed method can manage log information safely from external attacks because user log information
is distributed and stored in blockchain on a private network with cloud environment.
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Fig. 1. Log Structure of Web Server
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Fig. 2. Log Management System Based on Blockchain
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Table 1. Role of Each Function in Fig. 3

Function Role

USER | Users of the website

DAPP | Distributed applications used by users

Collect transactions, create blocks, and send
Orderer them to peers

Blockchain network configuration, blockchain

Peer
storage and management
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Table 2. Experimental Environment

Peerl,
USER DAPP
3 . Orderer Peer2,
(Client) (Fabric SDK) Virtualized
Peer3 VirtualBox 6.0

Environment

R R P

Operating System | Ubuntu 16
cURL 7.5
Docker / Docker Compose 1.22
Development | Go Language 1.11

Tools Python 2.7
Node.js 8.16 / npm 5.6
Hyperledger Fabric 1.3

System o
o T—— Intel(R) Core(TM) i5-2430M CPU 2.4GHz

Algorithm 1: Chaincode Execution Function

// Set stores the logs on the ledger.

func set(stub shim.ChaincodeStublnterface, args [Istring)
(string, error) {
if len(args) != 2 {

Fig. 3. Execution Process of Log Management System
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Fig. 4. Web Site for Experiment
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Fig. 5. Execution Result in Each Peer Node
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Table 3. Comparison Result of Previous Log Management
Method and Proposed Method
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Management
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