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Abstract : In recent years, hydrogen has received much attention as an alternative
energy source to fossil fuels. In order to ensure safety from the increasing number of
hydrogen refueling stations, prevention methods have been required. In this regard,
this study suggested an approach to reduce the risk of hydrogen refueling station by

increasing Safety Integrity Level (SIL) for a Steam Methane Reformer (SMR) in On-Site
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Hydrogen Refueling Station. The worst scenario in the SMR was selected by HAZOP
and the required SIL for the worst scenario was identified by LOPA. To verify the
required SIL, the PFDavg.(1/RRF) of Safety Instrumented System (SIS) in SMR was

calculated by using realistic failure rate data of SIS. Next, several conditions were
tested by varying the sensor redundancy and proof test interval reduction and their
effects on risk reduction factor were investigated. Consequently, an improved
condition, which were the redundancy of two-out-of-three and the proof test interval
of twelve months, achieved the tolerable risk resulting in the magnitude of risk
reduction factor ten times greater than that of the baseline condition.
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Key Words : hydrogen refueling station, SIL (Safety Integrity Level), LOPA (Layer of
Protection Analysis), PFD (Probability of failure on demand), SIL verification
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Fig. 1. SMR On-site hydrogen refueling station,
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Table 1. Risk matrix®

Likelihood| Likely | Possible Rare

Consequence Severity

Fatality, Significant Damage

Injury, Major Damage

No injury,Slight Damage

No injury, No Damage
[Risk Criteria]
5 — Very High Risk / 4— High Risk / 3 — Medium Risk
2 — Low Risk / 1 — Very Low Risk

HAZOP NodeZ Hlglo & 7| whg7|o] A4 ojw
oA Hloju= 34 oF (Deviation) 1ots3ich

Deviation2 No/Less/Low({l&/74/F2) 9 More/
High(3/3=)¢ 22 710l = =(Guideword) 2} 57
Aol W49l Flow(Z5), Temperature(2-=) 4 Pressure
(&S 2§38t TESTE ZF Deviations 427
2 gl olCause)S Telsllm, 1® olsh Azt
(Consequence) % ARLE AHE 4= Ql= HHAAA
(Safeguard)7} F-6191%] H-A5Hc}.

E3} Table 19] 2]31%= o] 23 (Risk Matrix)2 285}
of 2t Ay o tisl YH=E 45, T
H] &= (Likelihood) ¥ A1ZF&=(Severity)o] w2} Risk= “1
(Very Low Risk)" 5] “5 (Very High Risk)"7}x] F-&35}
At
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Fig. 4. Independent protection layer (IPL) used for LOPA,

Table 2. Safety integrity level™*"

SIL PFD,,. Risk reduction factor*
4 > 10° to < 10* > 10,000 to < 100,000
3 > 10* to < 10° > 1,000 to < 10,000
2 > 107 to < 107 > 100 to < 1,000
1 > 10? to < 10" > 10 to < 100

* Risk Reduction Factor (RRF) = 1 / PFDy,

Table 3. Target mitigated event likelihood TMEL

Consequence severity Target mitigated event likelihood

4 < 1x10° (per year)

3 < 1x10° (per year)
2 < 1x10* (per year)
1 < 1x10” (per year)

of Failure on demand, PFD,,,)2] Z}el we} ‘SIL 17| 4]
SIL 4714] Ueo] mRGC,
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Injury)& 12{s}3eh

AR AU @ 9] SRS A F(IPL) O R A], Fig. 40f
A U2 ofe] E AlS SollA ARLE WA= F
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+ SISE sqH:. et B oA Fe] 2k gl
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where Fyeenaio = Frequency of mitigated consequence
F; = Frequency of initiation event
' = Probability of ignition
PP = Probability of person present
P' = Probability of fatality

opz|aro 2 AtZE 9kslE Adl Blwghol 88 7}
% ¥19¥ 7]+ (Risk Tolerable Criteria)®] Abal Hl%=gf
I vjasto] whESE o= Ql=A] ERIEkAL, WHESHA|
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Table 4., SIS realistic failure rate

Failure rate

SIS Element | Description | Tag,no. . Source
(* Apv)
Sensor | LCMPerAWe | 401 |3 10E.08
transmitter
Logic solver PLC - 7.40E-09
**SERH
Valve body 5.69E-07 (Vendor data)
Final Sole_:nmd SDV-01 1.50E-08
element driver
Actuator 2.26E-07

*Apu : Rate of dangerous undetected (DU) failures
**SERH : Safety equipment reliability handbook by exida

2.2.3 SIL AZ (Verification) g

LOPAS E3| =25 QIEHE SILSZ9 ol
Exidarte] /3-8 £ZES 0 2-85t0] PFDy, & 3}
o] A=slar},

SIL7 Z(Verification)3}7] ¢|3F SIS 7z} 14 @
(Sensor, Logic Solver, Final Element)ol] tjgl 14-&
Table 42} Zro] 1185} th

F714 0% PFDy & 1517] S8l &4 7|7t (Mission
Time), 275=7] (PTI, Proof Test Interval), B+ 2-LA]7k
(MTTR, Mean Time To Repair) 53 &2 t}efst Mo
of thg 4gtol Wasto.

2 B diit 2] 43 % ofefor 2ro] e
3HaL, AT 9 3591372 IEC 61508, Part 6
£ 2}315}9 31 Final Element 2] o—oroﬂ Full Stroke Test=
Tefatc.

1) 274 717 (Mission Time) : 30 years

2) A3 37| (Proof Test Interval) : 60 months
3) Zctk & (Proof Test Coverage, Cy) : 90%
4) B4 B3 A|ZF (MTTR) : 72 hours

5) 352177 (Common Cause Failures) : 10%

flo b

7} SIS element®] TAS, =4 W
TE2 7(—1%5}‘?1 ’%] ( ) &l AEHh

TI

PFD, = App X MTTR + [Cpyp X Apy X 2] @)

avg.
MT MT

+ [(1= Cpp) X Ay X< 5

where PFD,,, =Average probability of failure on demand
MT = Mission time
TI = Test interval
Cpt = Proof test coverage
MTTR = Mean time to restore

LIEEQolE &85t AEH PFD,, ZAilglo] &
:FLF“]’E‘ SIL‘E):% El PFDan =1 I{}“—J—TO]‘X] ‘E—‘]"—‘ AL Oﬂ
= F7FQ tiekE 1123t Case StudyE =3 5k3ATt

3. o7 Hat

3.1 HAZOP =34 A1}

7§ wkg7]o] gk HAZOP #4128 Fal v A4 A

B Ay Rl Axk eEa P AR E A8
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Table 5, HAZOP worksheet
Risk Ranking Recomme
Deviation Cause Consequence Safeguards .
“ Likelihood = Severity =~ Risk | ndation
More natural gas flow and pressure increase 3
More flow Natural gas control leading to pipe leakage of natural gas. |Natural gas flow high alarm 1 4 (Medium
valve fully opened A :
Potential jet fire risk)
No / Less flow Control valve Decrease of flow and delay of H2 production Hydrogen flow low alarm 1 3 2 .
blocked (Low risk)
Reformer temperature increase leading to | Temperature high alarm 5
. Temperature control reformer damage and rupture. Hydrogen ‘ _ .
High temperature failure leakage and potential jet fire and explosion. Temperature high high 2 4 (Ver_ykhlgh
Personnel fatality (TAHH-01) close to SDV-01 risk)
Failure of heating 'Reforming Failure and incomplete reaction. Temperature 2
Low temperature device Low production of H2 low alarm 1 3 (Low risk)
. Pressure control | Pressure increase leading to reformer damage . 4
High pressure failure and incomplete reaction. Pressure high alarm 2 3 (High risk)
Pressure control | Pressure decrease and incomplete reaction. 4
Low pressure failure low production of H2. Pressure low alarm 2 3 (High risk)
- Deviation : High Temperature Table 6. LOPA worksheet
- Cause : Temperature Control Failure Description Probability g:?ue:ag
- Consequence : - Reformer Damage Y Rupture= ¢l Y
- Reformer temperature increase
Zak =12N = 1 o) Au|
gt QXH’ = /\]-‘]—‘,‘ = 2;] =~ ‘—]tg /\]- °]— /\]-:ﬂ and pressure increase leading to
Consequence Reformer damage and Rupture.
: Potential fire and explosion.
Table 19] Risk MatrixS Faisto] &, ol Apg Reverity Personnel fatality
(Fatality) A}a19] 739~ 7F%=(Severity)= 7HY =2 4, / Severity category 5
il%‘@’gi E“%‘E]I’—, o]oﬂ E]'E]' ‘(H@UE(RiSk)‘E‘ ‘5, Risk tolerable Tolerable < 1x10°
Very High Risk’ 2 E4]%|9)t} criteria
=Y R A= o : Initiating Loop failure of BPCS 1
OH © ]L]—ELQO" ]EH ‘]_‘ ] = ‘—1- © li 1 BPCS_“ ngh event (Temperature control failure) 1x10
13_ O % s =S
Temperature Alarm A AR} 7] ‘5(Safety Instrumented Probability of ignition ol
0 OT =
Function: SIF)"] Temperature High High 7Isol Conditional | Probability of personnel in 05
Ao g 3olstyl, g SIF= 7279 &% ARg modifier affected area ‘
Temperature Transmitter(TT-01)0]|4] 7% 5Fo] Logic Solver Probability of fatal injury 1
£ &3 718X B (Emergency Shutdown Valve)<l Frequency of unmitigated consequence 5%10°
SDV-01& AHA|A Al S =X 4= 9ok Indepenfient BPCS — Temperature high 1x10™
= =3 A 2 Q@ 3} protection SIF (To be verified — g
o SIFE 5o Alufeloo) gams) o8 Thse et (o be vrfed = _ 400
4% (Tolerable)7}A] W& 4= Q=2 LOPASY2 E-3 ‘
w 1o Blolalo] Pressure alarm is not an IPL
Q%= SILRES g1kt Safeguards as it is part of the BPCS )
(non-IPLs) system already credited in
. temperature high
S Zdm
3.2 lOPA 3 22} Total PFD for all IPLs < 2x10*
Ko EF Flo 2} O] A = _9_ S
HAZOP #4535 OH el 7]- O]- "4 _]O] s §1— Frequency of mitigated consequence 1x10¢
|l 3 = e
H’ ;_'I_;_ = /\]q‘a’?‘oﬂ EH OH ‘QL?_Q = SIL%Y Q_o] 0}7] Risk tolerance criteria met? Yes, with actions for SIF.

213]] LOPAE 4=3)3t Zul= Table 63} Zth

LOPA &4 A} Severity 4, (X2l gt 518
7153t 913 (Tolerable) 4239] A}l BIE= Table 3]
oJ3f < 1x10%0|t}, o] MEghe yhsy| 93 Q5]
= SILY] HAFuASEL 2% 10° (RRF=500)%.c} 2o}
of El= Ao 30lE]¢ltt RRF 5002 Table 25 %+
TEhd SIL 29 FEEhe EES & 4 vk
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Actions required to meet risk tolerance criteria
: To be verified the SIF with PFD of < 2 x 10°(*RRF = 500, SIL2)
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3.3.1 Base Condition 7|& Z 1t
AA A 71 SISel tgt 42 Fig. 5¢F At
TT-01 (lool, 1 out of 1)
- Logic Solver : PLC (lool, 1 out of 1)
- Final Element : SDV-01 (lool, 1 out of 1)

- Sensor :

T1-01 = SDV-01
['4
=
o—@le ¢ @™ .
s =] >
PTI-60 months — / S \— PTI-60 months
o
L2
o2
D0
S
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Fig. 5. Base condition SIS configuration,

Base Condition A7 7|22 ET|2 AZE0E g
83k SISof| tjgt PFD,, gt H¥H= 127 x 10? (RRF=79)
ojtt. BA|TE o] AXZEe o] LOPA ZAyfoA Lh
58 7t A e W] Sldl 223 PFDyy
Zold 2x 107 (RRF=5000S QHEA]7]2] Ral= 7
o7 golwgit)h webA SILEFS P77 95t
714 Q1 k& A-8-5ko] RRF ro] 5000] =5 3}
ofof g},

27170 Woto 2 ) AA o] 9 SISQ]
4J8 E24=35} (Redundancy)dte] Wt =2 A4S 7t
T2 k= Woke 1Ee 4 9l SIS HA FUE
FoA Bt 1 F7)E Eole WAE sk}
@_E]j,l&w).

3.3.2 243} (Redundancy)giot

1 A woro = SISO Sensor 2 Final Elemento]
3t 5315 Hrgst Ayk= Table 73 7ok

S A AlAQl Temperature Transmitter”} lool(1
out of 1)=& AA|E|o] QUR|qt, HAE T}t Voting
FHOE BLBHAE H9E0] I PD.(IRRF)
&E A=k

Fig. 694 & 4= 159] 1002, 1003, lood2 Al A 2]
N5 Y45 PFD,, 4to] 2okA A RRF7} 5714
2 & 4= 9t X3t Final Element?] SDV-019] 74E
skt =718t} loo2 H4& & A f-ol= RRF7L 37
Z7tgck ShAIE AN At ZHEAE A
exEE BEE 274 4 odold Wk ok
ZFe(Shudown)& OF7|A12 4= glck

wba] 7 7HEA (Availability) S -2 20|
Bavt o ER A4S A4S =
W go] FAASIEE AN4E el
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Fig. 6. Evaluation of RRF for redundancy sensors & final
elements,

12
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MTTFS
N
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Sensor Voting (Redundancy)

Fig. 7. Evaluation of MTTFS for redundancy of sensors,

o] 7H84 (Availability) & 712 4 A= Aol
Z a5}t

Fig 78 05 RS Ushlae e o4% w3
AlZHMean Time To Failure Spurious: MTTES)o|t}.
MooN (M out of N) 22 AZspH AlA Q] 749 N
S AT A4 AA| SIF7L A58 vtes S8
FAIAS] Al MG SYss omtE uhsle
e A ARbe] soluRg RS dES ¢
L,

> s

3.3.3 & F7| (Proof Test Interval) tHZ HtH Zn}
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wrje 23e selsich @4 8l 2717 60714
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Fig. 8. Evaluation of RRF for proof test intervals,
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3.3.4 Improved Condition 8t 7|= Zu}

E43E o A8 Foll U2 ks FollA AlE
w0 2 /HAE E o nefsh] Sie) 28 122
7|=sto] A Agstrh AlZ| =] 7 Fig. 604
RRFO] gF& 40002 7]Esto] o|Hr; d= Alo|AE
o oM Muistgla, oA 71848 Fig 79 B 9.2
& I AE (MTTES)O] 7 years ©]/do] Alo]AE1t
HEIITHH, 2003, 2004, 3004 A 7HA] Alo]A~E©] RRF
400 ©]A}, MTTFS 74 o]AFo] 2L ukZsl 740
2 AET 4 sk o] Foll AlAel AgrE 474Q1
2004, 30048 LG 7oz A B]§Lf HHo]
Qonz MM g 3IVHE ARictd 7P 24
kel AlA GHAd-2 200320l TS 4= QIT}. 3 Final
Element®] 7j4=% shf o 715t loo2 A< 53
RRFS #7h2 37142 4 9ws wrgsksi

K3 F7] (Proof Test Interval)y= 27| AAZro|Fdl
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©
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= 2
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1-12 months 23
3z
e 2
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PTI-12
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Fig. 9. Improved SIS configuration,

Table 7. PFDavg. & RRF results for voting cases

Sensor (TT-01) Final element (SDV-01)
voting cases 1002 case

Voting PFDyg RRF PFDyg RRF MTTFS
case [years]
lool 1.27E-02 72 9.87.E-03 101 6.97
loo2 4.48E-03 223 1.68.E-03 595 5.46
2002 1.95E-02 51 1.68.E-02 60 8.96
loo3 4.39E-03 228 1.58.E-03 631 4.48
2003 5.00E-03 200 2.20.E-03 456 7.95
3003 2.67E-02 37 2.40.E-02 42 9.45
loo4 4.39E-03 228 1.58.E-03 632 3.8
2004 4.39E-03 228 1.59.E-03 630 7.18
3004 4.87E-03 205 2.07.E-03 483 9.08
4004 3.39E-02 29 3.12.E-02 32 9.58

BHROIBHE|R|, H|353 H|65, 2020
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Table 8. PFDavg, result of improved condition

PFD,,, RRF SIL
Improved condition 8.76E-04 1142 SIL 3
Base condition 1.27E-02 79 SIL 1

6071 oA 127] e 2 FoiA RtFeto=n A &
H AFE=E 7= SISE "7HE 4 Stk

AEAOoZ F qokS T QS Improved condition
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