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Abstract

In this paper, we analyzed the characteristics of cyber attacks and major threat scenarios that could occur around
intelligent building management Systems(IBS) by cyber attack security threats against cyber physics systems. Generally
determined that lowering the likelihood of aggression against predictable threats would be a more realistic approach to
attack response. The countermeasures against this need to be applied to multi-layered defense systems, and three
alternatives were proposed: preliminary cyber safety diagnosis for protection targets and the establishment of mobile
security control systems.
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Fig. 1. Cyber Physical Systems Layer.
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Table 1. Cyber-Phisical cal Systems Attack Types.
I 1 AlO|HEEZAAHR S 34 7Y

Cyber Threat Security Factor | Application | Network | Physical

Key Deception Attack - u
Data Deception Attack | Confidentialty - u V
Sub-Channel Attack - \ v

CPS Internal Logic | | |
Precision Attack

Malicious code |
engcution attack

SW Vulnerabilities ,
Exploitation Integrity v

Spoafing - | v

Data Fake Modulation , ,
Attack )

Replay Attack - | v

Denial of Service

Atack Kailability - u V
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Fig. 2. Detection and Prevention of Cyber Attacks on Cyber

Physical Systems.
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