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ABSTRACT

Due to the widespread use of mobile devices, smartphone penetration and usage rate continue to increase and there is
also an increasing amount of data that need to be stored and managed in applications. Therefore, recent applications use
mobile databases to store and manage user data. Realm database, developed in 2014, is attracting more attention from
developers because of advantages of continuous updating, high speed, low memory usage, simplicity and readability of the
code. It also supports an encryption to provide confidentiality and integrity of personal information stored in the database.
However, since the encryption can be used as an anti-forensic technique, it is necessary to analyze the encryption and
decryption processes provided by Realm Database. In this paper, we analyze the structure of Realm Database and its
encryption and decryption process in detail, and analyze an application that supports an encryption to propose the use cases
of the Realm Database.
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Realm Object

Object Container

Root
Object

| Realm Header | OB,

Fig. 1. Realm Object Structure

2.1.1 Realm 3|

Realm AA9] +4 849l Realm 3t 24n}
o|E A5 Zh= wietdlolElEH L=l AT A,
gl 9 Flag ABE Z-ErH(Table 1).

3 wlolEle] 0x00 $1Aell= 8ule]E =7]¢] F
E AA exzAle] 270 At 208 FE AAE
Z= olf= Realm dlo[efulo]2} dlo]e] 27](424,
ARl A =4 2 COWD (Copy On Write) 7]
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Table 1. Structure of Realm Header

Table 2. Structure of Object Header

Offset (SlthZ) Field

0x00 8 #1 Root Object Offset
0x08 8 #2 Root Object Offset
0x10 4 Mnemonic(Signature)
0x14 2 File Format
0x16 1 Reserved Area
0x17 1 Flag

HeE ARgEl7] witeloh mebd dHelel® s
aflrde= 0x17 A9 Flags: E3i4 3z FE

AAE Aok Ak Flag % 00 5 19 3he
7]’*]”4 0 —?~ #1 2E AR Axsaw 1Y A

#2 FE AAE F=3 M. =3 0x10 $1ellA
1 a4zl T-DBE #d 5 k4],

2.2 Ax 7=

2 ee] Al A Aelolle] EAlske LE A
AZ Slelatel, 7|l AAle] T Fig, 25 2ok

Object

Data Container

Data, Data, Data,

Object Header |

Fig. 2. Object Structure
221 Z24x| sl

wE AL B Txe AE 2k W P
= Table 29} Zom, A 4ujo]E= A=dE ovIgt
ok a3 wleld Aelolde] AaE vehiA
uh, o}x] FREA] kol AlA el 'AAAATE
AT, A=A olFele 3" AAL] wE AR
7b A Flagﬁ} dlele] Zelode] =7] 2 Wit
A2e] NeE vehlle Sizert AR

Table 2014 AF¢ Flage A4 Hel ARE
7= (ulo|E =7]9] dlo|H 24, B|E w92 = 5
7HA¢] A 25 Z-=c}(Table 3).

Size .
Offset (Byte) Field Content
0x00 4 Checksum Not, vet
Implemented
0x04 1 Flag Object
Information
Use to calculate
0x05 3 Size size of Data
Container
Table 3. Structure of Flag
Num | Size(Bit) Field
1 is_inner bptree node
has_refs

context_flag

width_scheme

Ol || DO | —
WD || =

width_ndx

£3] width_ndx$} width_scheme & °]&
g AA #Y o] 5 dlolE] Zeel]e] HA =]
2 Hole Y F& A $= gle] Yk dHlo]
El29] o] rlgsitt. olE Eo] Flagd 3Ftol
‘0100 0101elztar  7hsichd, sl A
width_ndx¢} width_scheme®| & 242 5 0
94 o 5 9lvh. =3k Table 49 Table 55 %
A dlo]e] Zdol] W dlo]e]e] Ao]r} 2u}e]
Eolw, A st o]F dlole] o] HA =]
= 2xSize vl EQ)E 2l 4 9t}

Table 4. width_ndx

widthndx | O | 1 | 2|3 |4 |5 |67

Value of | o | 11 o | 4 | g 163264

‘width'

1) dele] 2] A A, QU delE g oo 2] 54
AdelA] ek, AAle] B AR F B

Table 5. width_scheme

Value Meaning of | Number of Bytes used
‘width' after header
0 Number of | 412) (widthxSize/8)
Bits
1 Number of widthxSize
Bytes
2 Ignored Size

2) C++/C Aofelie] 29 F4
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Realm dlo[efulo]xo] o153} F=b 3AS Fig. 33
7t} Realm dlo|glrlo]| A~ k333l a4l 64
Hlo| B2 k5 7]7} FQslt) 64nlo|E h57)= F 7}
A x| 715 kAL 9low, A9] 320 EE AR
S256-CBC 7], 3¢ 32ule|Ex= HMAC-SHA224

3.1.1 IV_Table

53t A P A Realm Heo|eulo)xe
IV_Table +&AE &3t IV_Tabled W+
TA 84%E Table 63 #on 328p|EE 7|FC
2 A9} HAY] ARG AAg) A9 32ule|E
e dxl dEslel FEE AR} hmst F2 A
delolexe] A=Y 2 F ivle a5t A
=& IV (Initial Vector)®] A8l 4ufe]ERZ AL
w] o]F 28H[0]ES hmacldle ¢z3ld E2
o] HMAC o] ¢ldlo]Exit}. sl 32ufo] B
ivl¥} hmacl®] iulo]E o]4e] glo] Halz|e] A
AR #Hx 4Est FAHNM= IV_Tabled ZE
e g 002 2]k, sty EEvi
A2 2 IV_Tables &3}

(o]F HMAC2.2 wAg}) 7lo|ch,

Input : Realm Database, Fncryption Key

Output : Fncrypted Realm Database

Variable : Realm Database Block={Ry, R, ..., R,_, }
FEncrypted Realm Database Block = { Coy Oy ons Cn—l}
IV_Table = ivl || hmacl | iv2 | hmac2

1: <0

2: Pos<0

3: AES Key < Upper 32 bytes of Encryption Key

4: HMAC Key < Lower 32 bytes of Fncryption Key

5: Intialize IV_Table as 0

6: While(i<n):

7 Get IV_Table

8: Copy IV_Tuable.iv2 < IV_Table.ivl

9: Copy IV_Table.hmac2 < IV_Table.hmacl

10: Do:
11: Update IV_Table.ivl < IV_Table.ivl +1
12: Compute IV« IV_Table.ivl || Pos |00 ...0
13: Encrypt C, < AES256 — C'BC'(Ri7 AES Key, 1V)
14: Update IV_Table.hmacl «<— HMAC— SHA224(C;, HMAC Key)
15: While ( Upper 4 bytes of IV_Table.hmacl and IV_Table.hmac2 is equal )
16: Write IV_Table and C; in Encrypted Realm Database
17: Pos < Pos +4096
18: i<—i+1
19: end While

20: Return Encrypted Realm Database

Fig. 3. Encryption Process of Realm Database
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Table 6. Structure of IV_Table 3.1.3 HMAC-SHA224 H|At
Offset (S;th) Field Content BE o}53l o] ZExW. Realm ©lo]e]H]
The first 4 bytes of IV olre Z7] W2 37|19 3 32ule|EE
0x00 4 ivl using current HMAC 7|2 o]4-3le] <t331%l Realm dle]elv]
encryption ol EE4l (9 HMAC & AAksict o]%F A
HMAC value of Akl HMAC 3% IV_Table®] hmacl $1 &
0x04 28 hmacl currently encrypted o]l sty st} A3z hmac2 o] =3
block spolge). Wk kel ARl 4ulel =7} Aehd vl
The first 4 bytes of IV & 1 A B GERE QA e A
0x32 4 iv2 using preYlous L oge B2 gad I A
encryption
HMAC value of
ol 55l H|0|E: A Ix BN
0x36 28 hmac2 previous encrypted 314 AS2tEl Realm GO[E{H|0]= 7
block

ot53}El  Realm  Hlo|g|H|o]xe Z=
IV_Table ZHolve} twstdl E5 ZAdou|=
FolF. EE dss 52 fHo] FaEH
Realm dlo]gllo]l~E oddlo]E=l TV Tabled ¢t
33tE 55 AR 2] A pae) heshE
Realm dloJejwlo]l 2] FxE Fig. 49 7o)
0x00 $1%4¥ 4,096ul0]E =7|85bgF IV_Tables

31.2 AES256-CBC 2535}

IV_Table 7+2A15 &3 ¥ Realm dlo|ElH]
o]~¥ ivl® hmacl2 iv29} hmac2 9= BA}
ghch o] F vl & 19 E SMATIH, dEHuke

°Li71ﬂ g9 32l EF w47 4&3}04 :
- 35 ol
CBC/Zero—Paddmg 3>‘_§1r 2 —raﬁg Abg3he| T = dudkd E55 AR
B

4,096vl0]|E =27]¢] dlole]7} & %gj AN

5o Oh;], UZ‘G]— 01—13:]-01] A]-—Q-E] -‘:—'—iﬂ]— — Encrypted Realm Database
o} AEA AAE) A 4ulo]EE TV Table«] 1vl ~ IV_Table Container
joffset(nh) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text
o] $]A|ab, o] F 4ulo]E= g 52 $A4l aooconce S E TR R TS T ST R TS R AT
0000010 1 R ES 17 oF b= :
_ - . - 2 1th IV_Table
os, 39] 8ulo]Ex 022 %7|slalc}t BE9 9 7] cobac0s MR R R
- N 50000040 G2 00 06 06 €9 23 02 75 EF A0 B2 53 33 5C DA 29 ...
1 1 = &) B
£ el Pose AAF &S VFLR 028 % canacoco i1 66 o oo 2nd IV_Table
- n o S03c0070 E7 86 SC Ap 5523 BE 75C4 73 $1 B2 S5 0B 63 45
7] /\éZE’]ﬂO-] g‘l‘g_r;q O]I)l_‘. T‘a‘%‘oﬂ EHB‘H/H'\—_' 4‘096 oso00050 K e
_ 000000A0 ] o 3rd IV_TabIe
ﬂy] U}EL _1__7]_/K] 7]1;]_ =N Hd;gﬂ Jé_%% %]—Ei}gl_% 00000080 © 59 05 00 00 60 B0 09 90 00 3O
o 283 Pos #= (N-1)x4,096°|t}. Table 7 — Encrypted Block Container
2 Ve +xE5 ehdr), 45001070 BE DF B G0 AL 7A EE 2% A7 OF 2D 53 OC DS AR SC .. 128)S.-».0%m
00001010 43 7F E2 C8 E9 9B 4F 90 FB DE E9 3D C6 SD 32 C.aEe upe

00001620 Bl 2A FC 15 29 22 A8 64 DF 15 8D BT 45 01 A8
00001030 |06 68 E4 E2

5
oooozosa e cm oo s 1th Encrypted Bleok

00001050 76 34 BS 1A 2C A ES 6D FC SC DE AB 79 Bl 27
Table 7. Structure of IV 00301080 DA CO A A4 51 2B 4D Az 60 OD 13 DS A4 SF 23

00001070 D4 A& 97 98 68 1E 96 CE 3D RO 6F JE 35 46 1E

00002000 D1 98 4C DB 30 OE EC 21 CO 85 CE BE 68 SC 5C

Size 00002016 0 C2 02 ED 7E EC 20 47 5B 2& 9B 98 A7 7E SE

Offset Content 00002020 65 F1 SE AD 19 SD EA DC A6 7& 3C AS E7 DB BD 7
00002030 DD 94 20 ES |
(Byte) e a5 2nd Encrypted Bleok |

06002650 72 B4 27 58 4E £6 5F 7A FD SB Ea 45 00 F3 78 C1 £ 'XNe3tg[eT.oxh
4 ivl 00002060 DO 99 C5 42 31 2¢ BD 7B C2 €5 56 95 39 52 AD 55 D>AB1$s(AeV-9R.»
0x00 1v 00002070 BC FQ 81 61 DC 47 4B 96 BC OD FF FS 48 SF AR 93  W8.alGK-i.yoHY:

Pos=(N-1)x4.096 00003010 CE e e
OX04 4 N Block number 2222;2;2 CE EC DA E2 73 2C F5 A6 A3 Bi qz D
) 00003040 3rd Encrypted Blcok :

00003050 6B 45 35 €3 8F 37 CF 46 EC F& 69 DF 95 EL 59
00003060 47 OA F3 DB 64 BO 2B BA DF 57 50 40 1F BB SF e
OX08 8 0 000030670 FF F4 45 DO 85 A5 1B 93 A5 BS 37 75 0D A1 OC F8 SED.¥."¥uTu.i.o

Fig. 4. Encrypted Realm Database Structure
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olde] A& 4= Qi IV_Tables} hastsl 83 %53 B4 #4e Fig. 59 Rk ks
o1 S A1 BT ol A% Adis 45 Realm delebels bt d3sE gepped
st9l B9 & F4HE 22 A o2 [V _Table oA <%3%E Realm dlo]elwo]xd]  AAHE
3 st £5o 2172}%11’/}. IV_Table F2342 &3] ivl o] 0'9L 2l
gho) kel ‘(golgbd g3yl dojulr] keitiw It

32 Sedt 5 A8 Qelel BEBE A% W 0ol ohleh §

ke ok57]9] 3] 32ul0]EE Algste] Qrasul
B

Realm dHoJefHlo]l~ Bu3lE $343t7] $ls)A 29| HMAC zt(el3} hmacelzl HA g} )& A

Input : Encrypted Realm Database, Encryption Key

Output : Decrypted Realm Database

Variable : Decrypted Realm Database Block={D,, D,,...,D,_,}
Encrypted Realm Database Block= {C,, C,...,C,_, }
IV_Table = vl | hmael || iv2 [l hmac2

1: 4<0
2: Pos<0
3: AES Key < Upper 32 bytes of Encryption Key
4: HMAC Key < Lower 32 bytes of Encryption Key
5: While(i < n):
6: Get IV_Table from Decrypted Realm Database
7: if IV_Table.ivl is 0
8: Return False
9: endif
10: Compute hmac < HMAC— SHA224( C;, HMA C Key)
11: if hmac and IV_Table.hmacl is not equal
12: if IV_Table.iv2is 0:
13: Return False
14: endif
15: if hmac and IV_Table.hmac2 is equal :
16: IV_Table.ivl < IV_Table.iv2
17: IV_Table.hmacl <— IV_Table.hmac2
18: else:
19: Return False
20: endif
21: endif
22: Compute IV < IV_Table.ivl || Pos1100... 0
23: Decrypt D, «— AES256— CBC(C,;, AES Key, IV)
24 : Write D, in Decrypted Realm Database
25: Pos < Pos +4096
26 : t<—1+1
27: end While

28 : Return Decrypted Realm Database

Fig. 5. Decryption Process of Realm Database
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Table 8. Structure of Encrypted Realm Database Encryption Key

Column
Name

Content

AES item_key

Hex String(AES 256 — CBC (“aes”))

Key item_value

IV || AES256— CBC( AES Key | HexS tring(SHA256 ( AES Key)))

HMAC item_key

Hex String(AES 256 — CBC (“hmac”))

Key item_value

1V || AES256— CBC( HMAC Key || HexString(SHA 256 ( HMAC Key)))
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= EE} 225 XVJEPC 34 F WA
‘%l“ Foll t83k7] $18F Fault Toleranced) 7]
02 jvle EA Bsde g & gose
AR AR R Boslr) zled & 9lA g
”&‘”—F T Fteol thErd 5353} I4& Fae)

FlO oX, ﬂllO

—

2

U

e

[}

+ =
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Holx~  ¢hE3F3l F2 HAS EdE SAP
Concur °§Ze]#Ale1Ae] 37 A A +43}
gt mgk wxe] A4S Fa *} = ¢w7] A
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032 l
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4.1 45si= HoE| Al

SAP Concur+ 5009 o]AFe] tf&2= 5 7|
25 24 2 0] e A5s 54 ohE 3171] 14
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Al =9 /data/data/com.concur.breeze/files/e
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realm o] A5 A=, ALEA7}F AEd 7
v A& W8, Av 7 59 i AR dasts

o A},

3) b AY wE Yol WAL YA Fe yago
e £ 4 9 e s

4.2 g427| 44 0td 24

SAP Concur °HZ&2]#Alo]4-2 Realm dlo|El=]
o] gtmslel] AME-E= AES 719 HMAC 715
JAVASL SecureRandom< Eaf 27 A3}
AAE F 7l SHA256 Lae|&el o A=l
AR A AA=]e] Keystoreol A5k 4%
712} AES256-CBC/PKCS#5-Padding ¢1#l&
0% k3sE § ghastel ARSH Vel A= A
Ao} wgk ksstd AES 719 HMAC 718 4
W3] 984 "aes’t "hmac” +AES SUg WA
o2 pussin], AR A efEFE|AlA H71A] el
25 DataVault dlo]elslo]~ s W5 DAT
A VAULT 2 Ho]&9] item key®} item value
el ka3 w1 7fgks 27 AR Table 8).
Realm ©le]gjulo] 2o 27] E28 sl 44
Keystore® o]£3}9] item key<}t 1tem_value 7zt
Hol ¢ty HoleE B33tE A3t AES 7]
°} HMAC 7% 853 %+ 1110151 Ho|~E Hos)gl
o} dg A gk A W= 2 =] AT e
= Hlofufng ARl

4.3 g27| Nl & 523

2 Ao Mre] xAS 53 ¢35 A
o}z 3ld uloEHo] A B53} 7}3«@% A A&t

o] AellA] AFE ule} o] AES 7|9} HMAC
71+ Keystoreoll A5 4375 /\]~9~‘8}O4 k3 3}
o] HA=EL) sA dsE 715-S SAP Conce
ur7} AdE= F B335 “ﬂaﬂ“/l"ﬂ A4}, =
gt AES 719} HMAC 7]ol g #A|23} 4 54 &
T AlA FEE FeEA] Yot wineldlA] i Je
9 d3IE FEF & olvh
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3 ZaAx g 7] ofFeAeld #4

C l D

keyword Search (keyword: 0x40 00 00 00) ‘

l

‘ Create encryption key candidate Group ‘

Does Exist Another
Encryption Key in Group?

Ancther Encrypticn Key
[AES Key || HMAC Key)

AES256-CBC Decryption 1st Block

Mo Does Exist
Realm Signature?

(T-DE)

‘ AES256-CBC Decryption Full Block ‘

l
C wa O

Fig. 6. Key recovery and database decryption
process

s B3 ds7lE F5skdcl. e iRl
Y53 5715 AHESEle] wlolEHlo] s H5skE Al
gtk SAP Concur®] Realm HloJejulo]~ <t
7] % % 5353} 2 342 Fig. 63 2
skt AMSEl AES 719 HMAC 71i= Table 9%
7] Blob He|Z wma]el] Azj=lct A9 4ulo|Eof=
oks71e] Z7|E 1A=, o]F AES 7|9+ HMAC 7]

1'01‘ o |
g
—

Encrypted Realm Database

Offset (n;
00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
00000030

09 OR 0B OC OD OE OF Decoded text

ceea e BT ExER L

s §.20Ted0} .AN-2. 9

5 mEMiPFDF k-ffu

00001000
00001010
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Table 9. Structure of Encryption Key in Memory

Size
Offset (Byte) Content
Size of Encryption Key
0x00 4 (0x40 00 00 00)
0x04 32 AES Key
0x24 32 HMAC Key
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Fig. 7. Decryption of Encrypted Realm Database
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