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[Abstract]

In this paper, collecting real-time data frames that occur during RS232 communication between an HMI
and PLC of automation equipment by sniffing real-time information data frames through MCU without
modification of the HMI or PLC, a method is proposed that allows users to collect data without being
dependent on the modification of PLC and HMI systems. The user collects necessary information from the
sniffing data through the parsing operation, and the original communication interface is maintained by
transmitting the corresponding sniffing frame to the destination. The MCU's UART communication interface
circuit is physically designed according to the RS232 communication standard, and this additionally improves
efficiency more so than an interrupt-based system by using the DMA device inside the MCU. In addition,
the data frame IO operation is performed by logically separating the work of the DMA interrupt service
routine from the work of the main thread using the circular queue. Through this method, the user receives
the sniffing data frame between the HMI and PLC in RS232 format, and the frame transfer between PLC
and HMI arrives normally at the original destination. By sniffing the data frame without further modification

of the PLC and HMI, it can be confirmed that it arrives at the user system normally.

» Key words: ARM Cortex M7, PLC Communication Interface, STM_Uart_Dma, Dma_Uart_Interrupt,
Uart system Sniffing
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I. Introduction
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II. Preliminaries

1. UART Communication and RS232,RS485
Interface

& Z20|=PLC , HMI, AojZAEE H.Eof ocjylo] Blo]
27t AATE O] 10T 3 MESAY] QIEjH|o]AF 112{5tal

Ik, sAIgE ol 24 d RUEH-Z ${3t SCADA(H
o8] 24 AJR]) A|ARI0] LEE|0] Qloj & AMEE} 7Fu] Q]
AARE AES &55P7] floliAl= PLC, HMI @A £+
AOIAEZRE JAIE Foto] 34l QIEmo|A AR
Z7} Q2|5 ofiof EH{6]. 44} AtA T ol Hof AMsEt &
A Adu|7} 1&g 9l PLC, HMI 22 Aoj7iEE W
to] Al oFmo]AE 22 RS232, RS485S ARSI
C}. RS232% AR} 48] It ol g AEsh= vls7] &
Al 2 EZo|of. RS232¢ she] 4ls Ad-g o] &aliA 1
Y EX A2|d 35 2283 o= @A g Hijko
20 RS 4 QU] fi2o FEF BA= HstiMe 278
9] Mol gast, 2719 A T2kt Mut o] FojAd
Ao mhEoll SARS Y3t 2l Aagte] M9 Tiee 371
o] BQsit}. RS485= Hiolm AlHAloln -

Al & 4 glth RS485+= &

A BAlo] glon] 22 24A1Z ARESITE. 24141 WA
S TX+eF RX+, TX-2F RX-& % 7129 A M(Twisted
Pain2 A5t &4l 5o}, & oAV} URAE
(Master) 24 HE] OfAE p1EZ 2QFEL 2lRlg &6
o &, 4lo] o]oj%It}. RS48LAIARLR Fig.1 &

TRXD+ T TRXD
TRXD- TRXD-

P + XA

Fig. 1. RS485 System Architecture
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2. Direct Memory Access (DMA)
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Fig. 2. DMA Controller Block Diagram
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III. The Proposed Scheme
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Fig. 4. Rs232 Communication Forward System Architecture
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Fig. 5. Program Logic Architecture
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2. Experiment Result and Analysis

MCU UART 2% 33t Fig 61 Zo] 7t
HAL_UART_RX_CpltCallback 349 ¥dFL MCUY
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=219 Rekh=y ol __Weak
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void HAL_UART_RxCpltCallback
(UART_HandleTypeDef *huart)

Table 1. Target MCU Pins Description {
if(huart->Instance == USART3)

. . . Alternate

Pin Number Pin Name Pin Type Function {

115 PCo 10 UART6TX } gueue_push(QUEUE1,rxdata3);
116 PC7 /0 UART6RX else if(huart->Instance == USARTé)
120 PA9 I/0 UARTI1TX {

121 PA10 1/0 UARTIRX queue_push(QUEUE2,rxdatab);
139 PC10 I/0 UART3TX }

140 PC11 I/0 UART3RX }

Table 12 AN Stm32F746IGT6 Cortax M79] & =
oA AFEEE 228 | AR dY, B, Vs B
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IV. Experiment

1. Experiment Environment
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Fig. 6. Function Override
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Fig. 11. HMI Screen
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Fig. 12. HMI To PLC Frame Monitoring
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V. Conclusions
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