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[Abstract]

In this paper, we propose a case that drone (unmanned aerial vehicle), one of the representative technologies

of the 4th Industrial Revolution, threatens airport safety and privacy infringement, and describes a drone

control system proposal to solve the problem. Unmanned aerial vehicle (Drone) is creating a serious problem

recently, In Korea, on May 21, 19, according to the Jeju Regional Aviation Administration, drones flew over

Jeju Jeongseok Airfield twice in the same month, causing problems in aircraft operation. In overseas cases,

two drones near the runway of Gatwick International Airport in the UK There has been a disturbance in

which the takeoff and landing of the aircraft flies for a while, and various problems have occurred, such

as voyeuring the private life of an individual using a drone. This paper is equipped with an Acess Point

transponder mounted on a drone (unmanned aerial vehicle), and unspecified many who want to receive flight

information (coordinates, altitude, and obstacles) of the drone access the drone AP, receive and receive the

flight information of the drone, and receive unspecified multiple Drone AP flight information is collected

and collected to provide the information of the drone currently floating on one user interface screen. In

addition, an AP transponder is proposed to operate a safe drone (unmanned aerial vehicle) and the drone's

flight information is transmitted. , To receive and collect

and collect data.
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I. Introduction

F57] T8 Al2" F shel ERHAEEE A=
A &2 Aot 5359 vleiAo] FEA =Foh2 BIAL
IHecho)E 20|t} gt A7 B = Hetshe A A
d] ojth. EfHAEGVE AHsH AN P57 1A
BHoF YRR E SAlstL, E5F EMAEC = 4749 At
Tt 292 &oto] AR vz HEIE SAlkit ZE
7700(Emergency), 7600(Lost Communication),
7500(Hijack) 2F #o] Zgfsto] AREHTH4]. 4A} ARG
B dir 7= § st EE(FAYS olst EE)I
ACEESS POINT EAEL[4] RS AAbsto] E29]
HAgERE gy 2|1 Aoy HojEE S4lsto]
QFRlgh & vle8Z shAt gt EMAEC FR|= GPS
ANE Boto] 1edBet AR HojeE /st
WiFi A& 252 ACEESS POINT =2 5ho] A#X
colElS AHgAIY e Folof SEO| uPPRE
WE 5 QRS sloith B 2o CE ENAR
LARIR| 2 ESP8266 MCUS AME3ty BE GPSZZE
= Aok B55 5019 GPS Al ZJHE ESP8266
MCU WiFi ACEESS POINTRZ EE E£35}o] flolE|& &A1
eitt. wutYd P2 SEo2RE AR YAl H Ve, A
of el FEE A2 SAlsty, Ade Sl E8 4
BE &8st 49 AREAREOAl Alseitt. & Aol
A= AFGAPT B 9] A|E UL Fslof 54 £29
o9x U nE, Hof M) Hug oI

Ag= AU A|ARLS 1 SEAL gt 27%oflA Edf
AEC} GPS 255 ¥ 7leg AvlstaL, 3R Al
Qb W 7]tk AR e S5t B AHE o
stal w2 ARBARIA Algshs Hde A A
o opR|Rfe g 4o & =wof dist 222 =Es:
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II. Preliminaries

1. Related works

1.1 ESP8266 WiFi Soc(System on Chip)

ESP8266 &2 WiFi UEY7)S A|¥stk= &4l B &
ojtf, SDK7/fEEHgo] eEare Al 28R
ESP8266 L2A|AQ] AmL Table 13t ZTt

Table 1. ESP8266 Environment

ESP8266 SPEC

3.3V
10uA - 170mA
16MB max (512K normal)

Voltage

Current consumption

Flash memory attachable

Processor Tensilica L106 32 bit

Processor speed 80-160MHz

RAM 32K + 80K

GPIOs 17 (multlplexed with other
functions)

ADC 1 |nput. with 1024 step
resolution

802.11 support b/g/n/d/eli/k/r

Maximum concurrent TCP 5

connections

ESP8266 Z-&52 3.3V AT XMUS 7HI) -
ESP-xx 250] 3.3VollATt FAste 2 3.3V o] BQ
st UART EA1 20l® 3.3VE ZAlsto g b5V Z=XPA
Qo] He=at H=5teWH Level Converter 252 0]
SIAY A2 ol &aliA A 2Hl 225 et

L

1 &2

Analog

Analog
transmit
etk
[

SRAM ‘ ‘ PMU ‘ ‘ Flash ‘

=
Registers

Digital baseband
> g <23 (o] 2
<] o|ls|I8||2 =
a||Z2||8]|?||°]|B &

2

(7}
3

Bias circuits

‘ PMU ‘

E

Fig. 1. Functional Block Diagram

Fig.1:> ESP82662] A|ARl Cjo]o]asholc}, QIEmj|o]
A BEo0] UART, GPIO, I2C, 12S, SDIO, PWM, ADC,
SPI WA B5o0] {/dE|o g stego] Aloj& g%st

AT 4 Aes 7iE =l

1.2 UART GPS NEO-6M

NEO-6M 252 §/dollA 41 22 fo]ElE UART
Hz7|5Aog £Al5k= BEo|tt. UART(Universal
Asynchronous Receiver/Transmitter; 0]5} UART) &
Al GAIE HolH o] FAl f#20]aL L1gAITE A|detth.
71 18jolE W9z vhe A&st= FAo|t}. NEO-6M
9] UARTEAl &%= 9600BpsE ARSI
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CFG COMT_CFG.COMO

7.VDDUSB
8.Reserved
9.VCC_RF
10.GND
11.RF_IN
12.GND
13.GND

NEO-6
Top View

14 MOSI/CFG_COMO
15.MISO/CFG_COM1
16.CFG_GPS0/SCK
17 Reserved
18.SDA2
19.5CL2

. 20.TxD1
21.RxD1

1.Reserved
2.5S_N
3.TIMEPULSE
4 EXTINTO
5.USB_DM
“ 6.USB_DP

Fig. 2. NEO-6M Pin Definition

Fig.2= NEO-6MRZ-E9] 9] 7|5-&

i RF_IN

EhACH5].

TIMEPULSE
Baseband Processor —=———————p

NMEA GSV, RMC, GSA, GGA, GLL, VTG, TXT
1 0 NMEA GSV, RMC, GSA, GGA, GLL, VTG, TXT
0 1 NMEA GSV, RMC, GSA, GGA, VTG, TXT
0 0 UBX NAV-SOL, NAV-STATUS, NAV-SVINFO,
NAV-CLOCK, INF, MON-EXCEPT,
AID-ALPSERV

Fig. 4. Protocol Messages

CFG_COM1(14¥ ), CFG_COMO(15®H )& HIGHA]
Jdz JEst] NMEA m2&EFS ARERICh 24l
Messages= GSV, RMC, GSA, GGA, GLL, VTG, TXTZ
SAIRITHS].

Table 3. Data Received From NEO-6M

$GPGGA,061117.00,3556.67680,N,12640.98189,E,1,07,1.48,
11.3,M,18.8M,,*6E
$GPGSA,A,3,01,11,27,08,04,09,16,,,,,,2.45,1.48,1.96%04
$GPGSV,4,1,14,01,17,186,26,04,13,215,27,07,40,309,,08,75,3
09,36*7C
$GPGSV,4,2,14,09,18,248,30,10,02,084,,11,54,199,35,16,38,0
79,39%76
$GPGSV,4,3,14,20,02,055,,23,13,223,33,26,15,099,25,27,55,0
35,38*74

$GPGSV,4,4,14,30,10,318,,50,44,150,31%77
$GPGLL,3556.67680,N,12640.98189,E,061117.00,A,A*63
$GPRMC,061118.00,A,3556.67670,N,12640.98184,E,0.444,,0
10420,,A*74

SAW RF Front-End - —
Filter <¢=—— with —_— Digital
NCCLRF [~ Integrated LNA IF Filter EXTINT
—
% m <—>SPI( L)
ptional
vee Code
—_—
Power Backup DDC
wEATT I—l H IJ
GND TCXO or Crystal
—_—

ARM7TD USB V2.0
—usvzo
CFG

RTC Crystal

Fig. 3. Block Diagram

Fig.39] 7d&=9t Zo] UART QIE{H|o|A5 Algstal

SHC 2 SPIsAl USBRIE|Ho] AT} AlEHTHS].

Table 2. Protocols and interfaces

Prorocol Type
Input/output, ASCII, 0183, 2.3
NMEA (compatible to 3.0)
UBX Input/output, binary, u-blox proprietary
RTCM Input, 2.3

NEO-6MZ-52 Table 29} Zo] NMEA, UBX, RTCM
L2 EZS AHSH5] 2 =FoAl= NMEAZZ2 EZS
AHgslo] GPSRE AAlgct

$GPVTG,, T, M,0.444,N,0.823 K A*2E
$GPGGA,061118.00,3556.67670,N,12640.98184,E,1,07,1.48,
10.8,M,18.8 M,,*69

Table 32 NEO-6MO zHE|] LAIRES GPSH|0]E 0]
th. dlolgHe U2 2536l GPGGA(Global
Positioning System Fix Data) UJoJE]9] A]&R2
061117.00 A]Zto.2 Zulu time(ZYZR] BFA]) 7|&F0
2 06A]11% 17.0025 S35} 3556.676802 YA
35 56.676802-2 S5tch Z(degree) T2 FHAF A,
6.67680 / 60 = 0.944613, th=F 35.944613%=7} =t N
o 2oz =@t A dmo) Qe S7b mAjEc
12640.98189+= 7424 126%= 40.98189%-2 S5ttt =
(degree) @92 SHAF A], 40.98189 / 60 = 0.683031 Tf
2F 126.683031 =7t ©ct B+ 5735 5SSt WeH A

ol ek IS Fixdl £5E E3ick

1. 0: Invalid ZF2El dJo]E]. =2 9]AJo] ot &al HQ.
2. 1: GPSO|A A|&sh= 712 9oz At 7Ho.
3. 2: DGPSE o|&3sto] BA5te] At ¢
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Fig. 5. Ground Station System Architecture

WiFi R5g RASH 222 APOjEE f3jslng mu
A 717104 slig E2og F&5 4 Qlth AMEAPE &
2 APof| 3&435HH, 2oty Qe HTTP =2 E2-3 3510
c2oz49H 9X| U Squawk Code[4]59] HHE 4Al
°*f% 2 RuE SAIG 26RY Qe of7]of] =20] A

>m$“

9 D2 F7}sto] HTTPR R B2 AFRsto] 2415w
s A1H10ﬂ AGBIch AUl 2AE gRs ApEa

GPGGA 2 EZ{7]2 mAlste] Yxof A, & Al
we cEo] ARSe SYstel % rele ATt &
7| DBol| A7 alck. Dol oloh 22 WAO ofd] &
29| JUS AYSIL, SPY C2E PR 59 o

o YRR % HEYRE Mt

III. The Proposed Scheme

ESP82669] 7]t 8742 Arduino IDEES A}&3}e] 7jat
Ad s19itt. Arduino IDEO]A ESP8266%4)-2 AH8-517] ¢
aixle BEOfYA ol ESP8266 =2 AdX|5Hof it

Eres (Al < |[esPs

€91

Fig. 6. Board Manager ESP8266

ESP8266WebServer server(80);

SoftwareSerial ss(Rx,Tx):

void setup() {

Serial.begin(115200);

WiFi.softAP(ssid, password);

IPAddress myIP = WiFi.softAPIP():

server.on("/", handleRoot);

server.begin();

ss.begin(9600);

Fig. 7. Initialize Code

Fig. 7 ESP8266 WIFI APZt I UARTEAl %x7|3}t
FEo|t}5]. server(80) £7]3ts Esto] ZTE g0HOo =2
HTTPEZ EZAH %7|8+S AA|5HL, ss(Rx,Tx) UART
9600bps= &4 &5 A7Jsto] GPS= g3t 54l 7155}
L5 RI]ekI7].

WiFi.softAP(ssid,password)2] oehg =
ssid="DRONE_AP”, password="123456789"2 AP2]
SSID, PWE %7|3} 59l server.on WALo] &k
handleRootE QAAIZ @A server’t £382 A] QAR @
ol Y7} Yol £ 5710} YL 42Yech. o
0+o & WiFi.softAPIP() 358 S&dto] 215 APRER X
7\asict

Wi-Fi CIO[RH =

.|
il

olleh_WIiFi_B360_5GHz

I DRONE_AP I

Fig. 8. Able to Connect to AP Mode Drone

Z718} 25 W) oY $ J2EF St Fig. 8
¥} Zo] WiFi SSID DRONE_APO] o] 7Hs3lct &2
L=80] A3 k4o ot 2o|t WAl 1002 XIsiE]|ict.
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Fig. 9. Logic FlowChart

Fig. 92 GPGGA Tj|o]E|-E ESP82660f|A] milot=
A @AEolch WA GPSOlM  Holelrt g
ESP8266U1E Hj2a]of] XA GPS 3F 4= 2 A
EPS8266U% tl22lo] clole7}t Yaio] Egien]
gtk A WAl U2 dolEE glo] '8 BARIA] Sl
t}. “$’0] 2AH= NMEA T2EZO] A|&Hg okzict 1
$ “GPGGA™| Hlo|eje] 2412 Elsty] gfste] 5¥ie]
%J2 Hlo|E{7} “GPGGA™UA| EQlgt & ElAEo] Alztel
$ 24P 92 2 0 7K Hlo]Ej2 Y ol APR=o]
N ALEEI= S2iulm2 "GPGGA'EIoElS oS3k},

.
T £
:

Thread work

Fig. 10. Server FlowChart

Fig. 1004 Afef= HTTP A8 AS Algsial S2f0]AE
+ URLO.2 Aujof] 87 JITH8]. Auj= 87o] S0
2 ES AYstaL tQl 2 =s Al 270l SE5H ] ¢
5tof 7 IRITH9]. A/ 2 =e F42t URLO] B4R
= 7IHe+= 849 3%= DBE xojsto a4l 284 ARY
o] 52 oJufiel ZJHIRF HopM FHNFAL A ES Smeb
o =20 R(HA], =g, FEVEE ofsh Zgrat )
7} DBofl A0} loje 241 e E2gB7t obd A%

Ego] T 23 F0I7] eIrkn Bsjol oA Aol
2 4% URLY]
2 DBYj

No
— 5% O§7|

Fig. 11. Android App FlowChart

Fig. 117} 7to] 2ulel Qo] UPs|m 7o) 2 v}
g0 HECH10]. A WA) 22 CRoRRE X
B2 A8 AP Eolch WiFi Z2EZg C2o 43t
% cgozuE £go| X, L&, JEjo} Hug 3A0
o} @Ak SAISH C2- Y [olE S Mz ALsh}
T SR A 5@}& M 22E dA5 o] g{lt ne

ASH} 2AISE E2E0] 9)7],

HEHHEE 2etd f A= ofHof] mAJRICH11].

n 4 ol

(@)

ST

3388

ID: 101 CODE:1000

>

Google

Fig. 12. Drone location on Google Maps

Fig. 122} 0] 9l=2o|= 9 o] gidElo] e &
o 9xle} e, =0 Alg Al 9jo] mAIFICE
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Fig. 13. Emergency state of the drone on Google Maps

ki

Fig. 132 S29 & Aehg BAsp] glstol, 2
EAHQ} t2o] wE 52 nady A Loz 77 A
o] HIIBIS 70 ©2 A FT 7700(Emergency)
T AEE AMgAle] Rulel o) Ashn, mule e
Q] JEE Fig. 13 o] X0 AR Fig. 4=
t290] A 3t 7600(Communication failure) EA1%
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Fig. 14. Communication failure state of the drone on
Google Maps

IV. Conclusions
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